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Disclaimer

. This docoment is not a substitute for existing mannals available in the States/TTTs.
It is only a poide for awareness porpose. In case of any conflict, local mamoal’

practice may prevail.

" BPR&D does not promuote any tool/softwere of a particnlsr vendor. All the tools

and software menticned in this marmal sre for illustration porpose only.

. Wherever any Image/graphics/flowchart is taken from other sources, the same has

been doly acknowledged.
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Message

The seiting up of the National Cyber Crime Ressarch & Innoreation Centre (NCRE&TC)
at the BPR&D Hgrs.and its branch, the Matiomal Cyber Crime Research, Innoration
and Capacity Building. at dhe CDTI. Hyderabad, has been a major technological
milestone in the cyber resparch and troindng capabilities of the BPR&D . The NCRE&TC,
a3 part of the nmbrells scheme of the Indian Cyber Crime Coordination Centre (14,
MHA, has been striving countirmonsly to sivengthen snd sugment the capacity of
Law Enforcement Agencies (LEAs) in their effonts of Cyber Crime prevention and

4 T o happy that NCRETC professionals have come up with the following four hookdets
i address the nrgent need for avareness related to Cyber Crimes, keeping in mind the skill set reguoired by
the police officers in the investization of Cyber Crimes:

- Emerging Cyber Crimes in India - A Coneise Compdilation

- First Responder Handbook: - Computer System Acquisition

- S0F on Investigative ProcessMethodologies for Crypocurreney related Cyber
Crimes

= Manmal om Social Media Intelligence (SOCMINT) for LEAs

The above mamoals/S0Ps are sesult of the sincere efforts of Dr. Kamona Sagar, IPS, IG (Modernization),
5h. B. Shanker Taiswal, IPS, DIG (Mod), Dr. M. M. Gosal, 550 (T} and NCREIC professionals/experts,
namely, Dy Pankaj Chowdhary, Sho Gouray Chaorasia, Sh. M. Krshna Chattanya and Sh. Fathan Semiml,
BPRED. I recond my deep appreciation for their hard wodk.

I helieve, these booklets will goide the police officers in understanding the Cyber Crimes of various
categories, incloding the modos operandi of cyvber criminals, Data Acqoisition in different scenarios,
Methodology for Innestigating Cryptocnmency and Social Media Platform, edc.

Place: Mew Delhi
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Message

Technology is often valoe neutral. It can be used effectively by friends and
foes alike. Dmn occasions, the rapid strides by technology, especially in the
domain of cyber-space, threatens to cutpace the skills of inadeqoately trained
professionals, especially at the cotting edge.

BPRE&ED, with its motto of “Promoting Good Standards and Practices’,
has often bridged the information gap for the LEAs with its thoughtfol
seminars and poblications. It gives me great pleasore that the Mational Crber
Besearch & Innovation Centre (MCR&IC) professionals are potting topether
M significant compilations, mcheding ‘Emerging Cvber Crimes in India -
A Concise Compilation’; ‘First BEesponder Handbook - Computer Svstem Acquisition’; ‘S0P on
Investigative Process/Methodologies for Coypto-currency related Cyber Crimes’; and “Mamoal on
Social Media Intellizence (SOCMINT) for the LEAs".

The team of the Modermization Division of the BPR&D, led by Dr. Knrona Sapar, IPS, IG, Shri B
3 Jaiswal, IPS, DIG, Dr. Manjonath M Gosal, 530 (T}, Dr. Sarabjit kenr, Dr. Panksj Chooudhary,
Sh. Goorav Chanrasia, Sh. M. Erishma Chaitanya and Sh. Farhan Sembuol, are deserving of oor
I tmast the Investipating Officers, particolardy at the cutting edge, would find these compilations
useful in their day to dav professional lives.

(Neernj Sinha)

Place: New Dealhi.
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Executive Summary

States/TTs are primarily responsible for the prevention, detection,
investigation and prosecotion of new-age cryptocurrency-related crimes
through their law enforcement machinery. As more and more users access
the internet and are embracing technology the cvber criminals are looking
af crypto-correncies for transactions. With the paining popularity and
pwarensss ampongst the people of India with respect to crvio-correncies
soch as Bitcoin, Ripple, Dogecoin, etc., many have started investing part
nfthﬁmeudmmﬂmdmw:mllm

In India, crypto-corrency has been vnderstood as & from digital’ virtoal
currency generated through a seres of written compuoter codes that rely
on crvptography which is encrypted and is thos independent of any central issning anthority per se.
It is facilitated through blockchain technology and has emerged as o person-to-person issoance and
transaction system that vses private and poblic keys that enable suthentication and encryption for
SECUMe TANSACtions.

The “S0OP on investigation process/methodologies for Coyptocorrency related crimes™ is also one
of the intiatives by the NCRIC, the BPREED. This mamnal is an introduction to crypio-correncies
and various types of cyber crimes related to it. It forther covers easv to follow steps about the
seiznre methods for coypto-currency with fowcharts and initial investigative methodologies related
to blockchain. The booklet also inchudes procedure of seizing bitcoins, and ways to analyse bitcoin
addresses nsing O5INT to get started with the irvestigation.

The SOP comnchodes with the recent developments in technology and the challenges that lay achead
while irvestigating crypto-currency crimes

The major contribotion to this booklet is made by Sh. M. Erishna Chaitara, Digital Forensic
Expert NCR&IC, BPR&D in snccessfolly bringing out this booklet

Place: New Dealhi
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ABBREVIATIONS

S0P - Standard operating  procedure

OSINT- Open Source Intellipence

LEA- Law Enforcement Apencies
BTC - Bitcoin
POW - Proof of work

PO - Proof of Concept
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1 InTRODUCTION

In 2008, Satoshi Nakamoto released a white paper titled, “Bitcoin: A Peer-to-Peer Electronic Cash
System.” . People still do not kknow who the acteal creator is or anything about him or her. Satoshd
MNalmmoto could be one person, male or female, or a groop of individoals.

Bitcodn then was relatively cheap as compared to today and it was slowly being accepted b the cyber
world Bitcoin used to be mined, won in pames for free. slowly as amd when the price started rising
it was being exchanged as a corency piven the natore of the currency it was particulacly popuolar in
the dark web markets, this psendo-anormyrmous namre of Bitcoins made it an sntomatic choice for

Inthis booklet, we are going to go get to know what is coyptocurrency, crimes related to coyptocurrency
how to seize bitcoins, and since this is introductory what are some ways to analyze bitcoin addresses
wsing OSINT to get started with the investigation. The law related to coyptocormency in India and the
recent developments as of the date.

Finally, conclude with the recent developments in technology and the challenges that lay ahead
while irvestigating cryploCOITency crimes .
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2 WHAT 1S CRYPTOCURRENCY?

Ky Cryptocomrencyis trillion-dollar indostry globally. Many big bank and billionsires
have already invested in crypio

g Mo democracy globally have banned coyptocurrency, something whichis decentralised
cannot be banned

" Crypto and bitcoin sounds like complex concepts tot millions of people in India
aremalking money by boving and selling crypiocummencies
The word CryptoCorrency is a combination of the words Crypto - meaning “Hidden' and the wood
Currency meaning — “a system of money in a coontry. Hence Cryptocurrency is a psendo-anomymuons
form of pavment. Dne important featore of Coyptocurencies is that they are decentralized snd no
bank or government has control over it. Cryptocurency transactions have no territorial jurisdiction
and can be accessed anywhere in the world without any stendard legal procedures.

2.1 Characteristics
A) Peer o peer

Cryplocuirency Bses 4 peer-to-peer system in which, vsers are allowed to send transactions to one
annther without using an intermediary ualike in a traditional banking system.

w»

Figure 1 - Bruchure of cryplociorency
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B) Public

Each person nsing cryptocorrency has access to a digital, public record (ledger) of all transactions
the source and destination can be seen on the respective explorers of the currency.

C) Mo Ceniral Server

The peer-to-peer system eliminates the need for a central server or a central anthority to track money
going in amd out as is vsed in traditiona] corrency. Cryptocurrency uses a decentralized metwork of
computers or nodes. Fach node maintains a copy of the ledger (blockehain)

<% \,/\ There is no Centralized

|:|r _N“Dd servers in cryptography
/ its Diecentralized
N\ L /

2.2 Some Common Terms - Proof of Work. Proof of Stake

Proof of Work Vs. Proof of Stake
e [
.‘ |‘ I -
Tn add each Bleck i the chum, miners Thaira i mad coimpetilion as tha block
musk compete 1o woka o diffica creator ks chosen by an akgorithm
puxche uiing their computecs e on The user's stake

PO ERh R OYT.

= v

In arrcliar Ba el & maleEnis block, In ardliar ba @ld a ek blodk,
el harvd 1o hang & Compailer mdaie yis'dl lidwe bo dawm 51% of all the
posarl than 51% of the netwoik. CIgpDOEurmancy o T Do k.

L& &

™ a1

Thee farst minar B solve the purcle Thie & no rewand for making
i given a rewsard For ther wosk. 3 bk, 5o thee Bock Creabor
cakes 3 tramsaction Bee,

Figure 2 - Progf of Work vs Proof of Stake
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Source: hips./Plockgeeks. com/guides proof-of-work-vs-proof-of-stake/
A commmon term one would come across while inderstanding CryproCirrencies s “Proof of work™

and “Proof of stake”

Proof of Work: It is the original consensns algorithm in a BlockChain network. Just as in normal
life we need to work to earn every penmy, most crypiocurrencies such as Bitcoin, Bitcoin Cash need
Proof of Work before being credited to ancrone. This Proof of work is the valoe of a Mathematical
fonction to be goessed by an Intensive Graphical Undit or Computer system before they can add a
new block to the existing chain.

Proof of Stake — The Proof of Stake is snother consensns mechanism wherein to write the next
block to the existing chain, several factors such as Wealth, Age, Number of days cormency held for,
etc. are taken into accoont. Cryptocomrencies such as Etherenm work on this concept.

Transaction Verification

Dnce a transaction is complete, a person called a miner will verify that the transaction is legitimate,
which involves solving a cryptography puzzle to ensore that no one is spending money they do not
have. The system mons on consensus, meaning that once a of at least 51% agrees that a
transaction is valid, it is confirmed.

A miner can be anyone, provided they have the proper high-end compoter squipment.
The miner will receive a transaction fee for completing this work.

-4 -—— olo]o

f.r —_—p i —— (T

G\ esaen JOW

SOMEOnE refuests Tan=sactiion broadcasted VALIDATION
a transaction to P2P computers (Modes) Miners verily the transaction l

2

The Transaction is
completed

Mew Blok added io Transactions combined
existing Blockchain to form a data block

Figure 3 — Transaction af Cryptocurrendies
Source wikipedia
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3. Tyres or CRYPTOCURRENCIES

Afrer the invention of bitcoin, many blockchain experts came up with concepts for varioos coins
such as Etheriem, Binance coin, Litecoin, Dash, Ripple, and Privacy centric coins such as Moneno,

Foash

Table 1 - List of popular Cryptocurencies

Bitcoin

Ethereum

W)

Binance
Coin

(BNE)

ate

B
LA

=]

o

..
LA

B
i+

Bitcoin, laumched in 2009, was the first of a new kind of
asset called cryptocormency, a decentralized form of digital
cash that eliminates the need for traditional intermediaries
like banks and povernments to make financial transactions.

Bitcoin is powersed through a combination of peer-to-peer
technology network of individoals, much like the volontesr
editors who coeate Wikipedin — and softeare-driven
cryptography, the science of passing secret information that
can only be read by the sender and receiver.

Etherenm is a decentralized software plaiform that enahles
Smart Contracts and Decentralized Applications (DApps) to
be built and mon without any downtime, frand, control, or
interference from a third party.

The goal behind Ethereum is to create a decentralized snite
of financial products that anyone in the world can have free
access to, regardless of nationality, etdcity, or faith.

In 2021 Ethereom plans to change its consensus alporitha
from proof-of-work to proof-of-stake. This move will allow
Etherenm’s network to ron itself with far less enerpy as well
as improved transaction speed.

Binance Coin is a oiility crypiocorrency that operates as a
payment method for the fees associated with trading on the
Binance Exchange. Those who use the tolen as a means of
payvment for the exchange can trade at a discount. Binance
Coin’s blockchain is also the platform that Binance’s
decentralized exchange operates on. The Binance exchange
wis founded by Changpeng Zhao and the exchange is one
of the most widely used exchanges in the world based on
trading wolxmes.
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v Litecoin, loonched in 2011, was among the first
cryptocurrencies to follow in the footsteps of Bitcoin and has
often been referred to as “silver to Bitcoin's gold.™

Litecoin It was created by Charlie Lee, an MIT gradoate, and former
(LTC) Google engineer.

Litecoin is based on an open-source global payment network
that is not controlled by any central authority and oses
“scrvpt” as a proof of work, which can be decoded with the
help of CPUs of consumer-prade. Although Litecoin is like
Bircoin in many ways, it has a faster block generation raie
and hence offers a faster fransaction comfirmalion fime.
Dash (Symbol: DASH) was created in Jamoary 2014 to be the
most vser-friendly and scalable coyptocorrency. Formerly
known as Xeoin and Dardkeoin, it was designed to protect the
anonymity of its users while also facilitating almost instent
transactions. Dash was designed to improve on Bitcoin's
perceived flaws, especially in terms of transaction times and
privacy. Dash’s creators view it as being the next logical step
towands folly digital cash.

L]

=]

< While Bitcoin is a digital corrency infended as a means

of payment for goods and services, Ripple is a payrment

seiiling, currency exchange, amd remittance system

_ to provide a system for direct transfer of assets (e.g.
Rﬁ’;{ money, gold, etc.)

Transactions are settled within seconds on the Ripple
network even though the platform handles millions of
transactions frequently. ... As of Augost 2019, Ripple
was the third-larpest cryptocurrency by market cap of
$13.37 dbillion, following Bitcoin (BTC) at $205.03
billion, and Ftherewm (ETH) at $24 .18 billion

Monero % Monero is a secore, private, and untraceable corrency.
(XMR) This open-source cryptocomency was laonched in
April 2014 and soon garnered great interest among
the cryptography commundty and enthosiasts. The
development of this croyptocurrency is completely
launched with a strong focns om decentralization and
scalability, and it enables complete privacy by using a
special technique called “ring sipnamres. ™

E
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Cardano 4 Cardano is a Swirzerland-based Cryprocurrency lannched

ADA on 27 September 2017. Cardaeno was developed with
the idea to run a Poblic Blockchain platform for smart
contracts. Cardano’s internal corrency is called Ada.

Polkadot | < Polkadot is a heterogeneous mmlti-chain interchange and
chains to connect with public blockchains. Polkadot’s
first token went on sole on X7 October 2017

Tether # It is not bitcoin or ether, buot tether which is the most
traded coyptocwrrency today. Commonly denominated
as USDT, the tether is a stable corrency. which can be
redeemed for a dollar. In other words, if one holds 100
USDT. they can redeem it for $100. It was founded in
2014

Uniswap # Uniswap is a decentralized finance protocol thar is used o
exchange cryptocnrrencies. Uniswap aims to keep token
trading sotomated and completely open to anvone who
holds tokens while improving the efficiency of trading
versus that on traditional exchanges.

. Chai‘nlin]:- o  Chainlink (LINEK] is a decentralized oracle network that
pims fo connect smart contracts with data from the peal

world. Chainlink was developed by Sergey MNazarow,
with Steve Ellis as the other co-foundsr.

Bitcoin < Bitcoin Cash is a peer-to-peer electronic cash system that

Cash aims o become sound global money with fast payments,
micro fees, privacy, and high transaction capacity (big
blocks). In the same way that phyrsical momesy, such as a
dollar bill, is handed directly to the person beimg paid,
Bitcoin Cash payments are sent directly from one person
to another.

USD Coin | < USD Coin (known by its ticker TISIC) is a stable coin
that iz pegged to the 1U.5. dollar on a 1:1 basis. Every
unit of this coyptocorrency in circulation is backed up
by $1 that is held in reserve, in a mix of cash and short-
term 1.5, Treasory bonds.
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Stellar Lo

— Wrapped |
Bitcoin

Dogecoin |

1TIRON

Stellar is an open network that allows money to be
moved and stored. When it was released in July 2014,
one of its goals was boosting financial inchosion by
reaching the world's unbanked — but soon afterward,
its priorities shifted to helping financial firms connect
through blockchain technology.

Wrapped Bitcoin is a tokenized version of Bitcoin
(BTC) that rons on the Etherenm (ETH) blockchain.
WEBTC is comgplisnt with ERC-20 — the basic
compatibility standard of the Ethereom blockchain
— allowing it to be fully integrated info the latter’s
ecosystern of decentralized exchanges, crypto lending
services, prediction markets, and other ERC-20-enabled
decentralized finance (DeFi) applications.

Dogecoin (DOGE) is based on the popular “Dloge™
Internet meme and feamres a Shiba Inm on its logo.
The open-source digital corrency was created by Billy
Marikms from Portland, Oegon, and Jackson Palmer
from Sydney, Australia, and was forked from Litecoin
in December 2013. Dogecoin's creators envisaged it
as a fun, light-hearted cryptocurrency that would have
greater appeal bevond the core Bitcoin avudience since
it was based on a dog meme. Tesla CEQ Elon Musk
posted several tweets on social media that Dogecoin is
his favorite coin

Tron: (TEX) TRON iz a Blockchain with a crypio
currency native to the system, known as TEX. Justin
Sun founded the coyvpro currency in 2017. The block
chain Tron is separate Crypto Currency block chain.
Tron holds decentralised exchanges across the wocld.
High throughpuot is achisved by improving the TPS in
TRON, which has surpassed Bitcoin and Ethereun,
to a daily-use practical degree. More relinble network
strochire, wser asset, infrinsic vahie and a higher degree
of decentralization consensus come with an improved
rewards distribution mechanizm. Tron is being used
for purchasing crypio comency tokens lilke USDT,
ETHERILM atc .

From which Crypio exchange, the KY'C or dne dilizeace of the wallets acconar has been dene 7
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4. TransacTion METHODOLOGY

Mow let’s see how a transaction takes place. To complete a cryptocorrency transaction, nsers need
a public and private key.

o The public key is equivalent fo an accoumnt number.

o The privie key is like a PIN or password that allows the user fo spend (T crypiociiTency.
Public and private kevs are comprised of a long string of numbers and letters.

Public Key

Like an account number, this is visible to anvone with Infernet access when transactions are added
to the blockchain.

Evary Crypltocurrancy wallat
has a Public key, and & Private kay

C==

Evary Cryptocurrancy wallet
has a Public key, and a Private key

C==
l

Private key k5 only used ia
N EVSrEse RGeS SN0 D0 wl
wra i B pelatad F i B WL FEET

M e I Urdler amy OrcUimsEances

Private Eey

Figure 4 — Concept of Public and Private key
The password allows nsers to access the funds in their accounts.
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Biteain Addrks Private Key

Private key

' l
LH¥RLEEws 5w TR0 JuiHESH Jdd HHaRaaD

E ; 4 2

EEHEWETEV a2t QiRasSwIpong T 1SEFAz 4w LA E Yy 8 ey ETd0Txin

Figure 5 — Public and Private key and bitcoin Addresses
Source: hiaps:/Ahilog coinswitch. co/Bovw-fo-profect-your-cryple-holdmgs-with-aprivate-wallet-ad 2060707 784

Protecting the Private Key

To protect cryptocurrency, Bsers must protect their private keys. Phishing and malware can be used
to steal private kevs. If a private key is stored on a device with Internet access, the user is at greater
risk of eryptocorreney theft.

Note: LEAs should be aware of scam coins. 4 developer may creafe a new currency and offer
investors an opporTumily o “gef rich quick. ™ Bur in reality, they use this scheme fo fake advwanrage
af novice IMvEstars.

Users can store their poblic and private keys in a variety of digital and non-digital wallets; most nsers
will use a digital wallet.

Using a wallet is vital for coyptocorrency users becanse it allows them to store their private lkevs in
a safe place. Thoogh it is smportant to keep track of vour electrondic wallet, there is a backop should
something happen to it. This is called & recovery seed.

Recovery Seed

A recovery seed is a unigue and rendom series of words that are recorded when establishing an
electronic wallst. If the wallet is misplaced, damaged, lost, or stolen, the recovery seed allows voo
to regenerate the wallet, inchoding the poblic and private keys.

Figure 6 — Seed password example
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5. TyPEs OF WALLETS

A) Websites

A website is nsefol becanse it allows users to access their cryptocurrency on any web-enabled
device. Alfhoogh sn online accoont is at risk of being hacked, it is convenient for small quantities
of cryptocurrency.

o100 1000

10 . .][H

011. e 0101
1010 4an 010

Figure 7 — Website Wallet

BE) Apps

As an online accoont through a website, storing cryvptocorrency through an app is conmvendent for on-
the-go spending. Like wehbsites, becanse apps are connected to the Internet, you are at a higher risk
of being hacked than more disconnected wallets.

011000101100110110

101010001101 01
10 101111 g o |
01 001101100011
100011101010111000

e

Figure 8 — Mobile waller

]
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The User Interface of two of the most widely used Wallets used for menaging and storing
coyptocnrrencies are as below -

Exodus -

Jisable A

Figure 9 — Evodus wallet user infeface
Electrom

> B 405 - delmk_sabe [fandard] = [} .
Fle Wpler Vies Tipds Help
HEs Dy # cend A s B aochamn Chames
Trpa A chrwmrn Latrul Eslares L .
meerang] Belgddna lebe hpa kD2 mdv ey pn Bf UST o BAP L Iqes L |
FecERirg Declalpediagiaph sqhir ki ]33 s rp s Efoat ik o
mesping bolglelidedenhn Salnektaxdjryf oyt of s0niar a. o
mesrang bolglley Tdicr kphf ngylodd povubF rmlar rgoyBhEd o.a
receRing toLawd 33 pechdjd regn @bl rooy ) BT e g B e i [
IRCRRATE b logma s bwbaT sg uahev Sygotstovqorh kg B sk by 0. o
yecerdng beclaed Sy tus P cpd Shbaug? B ] vel genrac pddeeT [
IRERRATY b lomiTs Bbg Juwebod B racy S log B vu 5y soddu ark ca ol a. a
recerdreg bclarsddps it iuale lopebut jpecssat rejsvrdg [ |
meapang. brelgDkbiris Rl afngl Trys B b dy Jpaau gu eyl 0. a
yeceRArg Briasd10pce s dolarchon T I s AT Tl aa 3 py 0.0
ImERRing brlgenpgesaBane 145 206 nhvg P oo jugf 5 SE8EA a. o
IRERPATE bz igiyuSrdpgenkj ch ki Igegur palaculse D ek 5 . a
recepaneg Beclonzepglyvedbeapomde PG BE ke T vepafioes I |
THERPAN belgovgs pysere 62 § v B kv s popedcf 455 Td |
TECERATE] ber iy 5o Fge it ] Tdh kd it ph k2 ol ploend kA e kT AT a4, o
INCERATY belguwsbaruykhy ] a3ty uly ur e vdednd Ts a. a
TRt ERArg DeC Lok S ek 2o T kw kg s phor e ol Fepa Tl evins i o
mesparn belgarcudd) St ridetfybhgt Bakf o jdcthe kyagsdpt 0. o *
Fuarre: [t 0 sl 3 3

Figure 10 - Electrum waller user interface
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Computer Hard Drive

Both public and private kevs may be stored thoough o computer program. If the comgputer has
Internet access, the private key could be hacked, but hard drives have the potential to be more secure
than apps or websites since compuiers can be disconnected from the Internet.

Figure 11 - 4 hardware wallet
C) Hardware Wallets

Hardware Wallets, specifically desizned to store cryptocurrency keys, are more secure than other
types of digital coyptocorrency wallets becanse they can be removed from the computer, keeping
them safe from hackers. Types of Cold wallets: Eg: hardware wallets {Trezor and SafePal) and

Paper wallets.

- [

= )

Hardwsre Wallet

Oevsicas spacifically designed
o salely stong
crypracurranciog. They are
highly secure and probably
thig Beest wiry to sione funds.

Figure 12 - Collection of H'W wallets
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D) Paper Wallet

Paper wallets have a quick response ([JB) code containing a vwser’s public and private keys. These
wallets are the most secore way of storing cryptocurrency since they are not electronic and, therefore,
cannot be hacked. However, if someone steals a paper wallet, they will have the public and private
kevs to access the account.

)

g B

Cald 'Wallit

A “pald wallat® e any typa of
vaillak that s not cannected
b tha miwrnet, such Bs &
papar wallet ar a LSE drres

Figure 13 - Examples of paper wallets
E) Web Browser

A web browser may have links in its history of cryptocorrency sites where a wallet is kept. Use
kevwords when searching for cryptocurrency websites, such as block, chain, coin, and wallet.
Examgples of cryptocucrency websites inclode hitps://coinbase com, https://coinmarketcap com, and
https:/fophit. com.

The Warld's Most Popular Way to Buy,

Il‘l 4 Hold, and Use Crypto

wral wrsiler

Wiah wenllete wrs “hot wesllste™
nrnd Foatsd by third partiss
ELECh BN CrMETOE UFTETICY

i s amling fae

Incrmasmel semer Carrreee rleeagon,

Figure 14 - Browser based wallet
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F) Smartphone

Examgples of coyptocurrency apps that may be found on a smanphone include Blockchain Wallet,
Blockfolio, Coincap, and Bitcoin Balance.

G) Paper Wallet

You may suspect that a piece of paper is a cryptocurrency wallet if JR codes are present. Note that
QR codes are nsed for more than just coyptocorrency . Forther investigation will help voo determine
the troe purpose of the paper.

F) Anonymity-Enhanced Cryptocurrencies

Mew cryptocurrencies called anomymity-enhanced coyptocorrencies are significantly more anonymuons
than earlier coyptocorrencies. Examples include Z-cash, Dash, Verpe, and Monero.

Unlike Bitcoin, altcoins lack a public ledger, which makes it more challenging to tie an individoal
to a specific transaction. However, Bitcoin is still the momber one cryptocurrency among criminals
because it is much easier to convert to cash.

Despite the best efforts of law enforcement, criminals continne to devise new ways to operate to oy
to keep an edge and the use of coyptocorrency is no different.

G) Hot Wallets

i) Deskiop wallets like electrom and Armory
i) Mobile walletslike Fdgeand Trost wallet

iii)  Hybrid Walletslike BTC Pay and Blockchain

H) Cold Wallets: Hardware wallets, like Trezor, Safepal, Ledger nano and paper wallets.
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6. RoLE oF CRYPTOCURRENCY IN CYBERCRIME

Cryptocurrency is being adopted widely for its decentralization and anonymons namere. This psendo-
anonymous natre of corptocurrency mainly bitcoin makes it an motomatic choice for wsing it as
means of currency for nefarions purposes dark web markets, ransomware attacks, crypto-jacking,
money lmendering, tax evasion, etc. The crimes discussed above are directly facilitated by nsing
crypto transactions whereas some crimes involve coypto directly soch as Ponri schemes involving
coyptocnrrency exchanpes, theft of crypiocurmency, ete.

Total eryptocurrency value receinved by scam category
e
1 A

LRl el

B -

mir = min I

Fipure 15 — Stafistics from Cham Ananlyiis
Fource: htips:/'www chainalysis. com’

Investment scams and Ponizi schemes were most rampant and most smoonts of money in cryptocurrency
were received by the bad actors. These statistics prove this point.

Risk Catepories of wallets are decided on the basis of data sets and previoos transaction records and
the wallets are rated within the range of 1 to 10. As moch as high rating, the wallet is marked as
‘High Risk’ category. The Terminology used for categorising the wallets are; ATM, Child Abuose,
Gambling, Dark Net, High Risk , P2p, Exchanpe, Mixiore closter, Terror Financing, Ransom etc.
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Timeline of Crypto scams world over
TIMELINE - CRYPTO RELATED CRIMES
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Figure 16 — Timeline of Cryptoscams fworld over and india)

A) Contraband Transactions

The dark web is an online black market where illegal goods and services are sold. It thrives becanse
cryptocurrencies provide anomymity o boyers and sellers. Buyers can uwse cryptocurrency to porchase
weapons, drugs, and even hitman services with less fear of being conght.
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COrigin of funds sent to child abuse material sites
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Figure 17 - Statistics for share of funds sent to CEAM

Sonree: hitps:/fwerw chainalysis com

Total cryptocurrency value received by illicit entities | 2020
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Figure 18 — Srarisfics for ayplocurrencies received by illicit endities

Source: hitps:/'werw chainalysis com
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B) Extortion and Ransomware

Cryptocurrency is sometimes used as pavment for extortion becanse the money trail is so difficolt
D trace.

A comumon extortion tool is mansomware. BEansomware is software that takes over a compuoter and
does not allow access to its files until a ransom is paid, vsoally in coyptocorrency. Victims of

ransomware range from individoals to entire compandes.

Total cryptocurrency value received by ransomware addresses per
year | 20146 - 2020

00,000,000
300000, 000
200,000,000

£100,000,000

o . T R

2018 2017 2014 29

Figure 19 — Sratistics from Chain anabysis

Source: hitps:/fwww chaimalysis . com
C) Tax Evasion and Money Lanndering

The psendo-anonymous namre of coyvptocucrencies and the ease and speed that they can be moved
from one persom to another, anywhere in the world, make them attractive to people wishing to
laonder money or evade taxes.

D) Frand and Scams

As vou learned previously, scam coins are a way to illegally tale advantage of novice investors. This
is often done throogh an Indtial Coin Offering or 100, IC0s are a way for people to imvest in o new
cryptocnrrency ventmre, Some are lepitimate while others are scams.
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2019: The Year of the Ponzi Scheme

Total valee sent to scams in billions of USD

Yearly total funds paid to scams by type of scam, 2017-201%

[ | annr'rar! inwastmant s£am B Panzi scheme ] F'hi‘lhil'll.] B Other scam
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wiB
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Cowrencies dnclded: #7C, ETH, USOT, 8CH, LTC. OMG. PEX, ETC

Figure 20 — Funds puid for Crypie Scams 2019
Source: hitps./'werw chainalysis com/




ZoF on Invectigation Pmma:..l’lh[eﬂmduhgies for Cryptocurrency related Cyber Crimes

2020 Top 10 cryptocurrency investment scams
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Figure 21 — Funds paid for Crypto Scams 2020
Source: https/'werw choinalysic com’

There are also many Ponzi schemes and pyramid schemes designed with the same goal of defranding
noFuspecting of fadve investors.

Law enforcement officers shoold be alert to schemes where the novelty of coyptocurrency is used as
a way to distract attention from the namre of the scheme.

E) Theft of Cryptocurrency

The theft of cryptocurrency is very common. Criminals can use malware or phishing to steal private
kevs. There have also been instances of very wealthy coyptocoorency users being kidnapped and
forced to release their passwords to their kidnappers.

F) Cryptojacking

The world of Cyber Crime has seen several innovative means of attacking and exploiting infrastmctore
right from Clond Computing resources to traditional Hardware devices such as Workstations, GPUs,
and Deskiops. To uvnderstand Croyrptojacking, we need to first understand Croyptomining .
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Crypromining: The usage of computing resources such as CPU, GPU, or Cloud resources of an end-
user of an industry to solve a mathematical puzzle (Proof of Work ) to goess the cight valoe before
vpdating the ledger is known as Cryptomining. This allows hackers to be in a win-win sitoation as
thev have nothing to lose and the entire cost of wear and tear, electricity bills for the computing
resources are borne by the victins.

Cryprojacking is a type of amack wherein hackers exploit volnerabilities in the target’s infrastrocmoe
to inject mining scripts to ron on the target’s Servers or Cloud resources without the knowledge of
the owner. These scripts often supersede the legitimate purpose of the server or computing power
rendering poor performance of the target system.

Browser Mining: Along with Cryptocurrency comes the term Browser mining wherein hackers
exploit website vulnerabilities of a tarpet and inject their mindng scripts via a browser which in torn
allows the script to be ron on the Computing resource where the website is hosted.

The figure below illustrates the various symptoms to be noted to detect Croyptojacking.

DETECTING CRYPTOJACKING

'
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Eigure — 22 Symproms to detect Cryptojacking
Source hitps:/'aenw varonis com’
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7. SOP ror THE SEIZURE OF CRYPTOCURRENCY

CRYPTOCURENCY
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Figure 23 - Cryptocuwrrency Seizure SOP
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How will the comfainment of network help in restraining the crypio coarency? The wallets cam also be
accessed throush web browsers and using paper keys. The seized corrency is required to be Tansfermed o
official wallet or the respective exchange has to be directed to freeze the seized cormency. In case of Private
CeniTic wallets, the issuing exchange may be directed to freeze the transactions from the wallet

1) Identification — Once it has been esmblished that there has been the irvolvernent of bifcoins in a crime
there shomld be a guick response by low enforcement agenciss to seize bitcoins. At this step, law enforcenent
shonld deterryine if it is possible o access the wallst by obtaining the necessary passcodss or keyvs . the warions
types of wallets have been already covered in Chapter 5 officers shoold be well versed with thern so they can

Access should be restricted o all devices that may contain bitcoin

Figure — 24 Sample Seed pasmword
The above fig is an example of a wallet seed password that can be vsed to recover a digital wallet*
in case the password isn't available
2) Collection — Law enforcement agencies must have their own bitcoin/cryvpto wallet to store seized
1. If the bitcoin wallet is not encoypied, law enforcement has complete access (provided proper
warrants have been obtained for the seimnre of the device).

2. If the bitcoin wallet is encoypted, getting the sospect to give away the encoyption code/
passwords’ seed words is the easiest method of access.

3. If immediate access to the sospect’s wallet is not possible or the sospect is denyving to provide
password fencryption ke, the device shoold be switched to airplane mode or placed in a
faraday bag to prevent tampering (in case of a mobile phone )

If the wallet is a software
Note: Mohbile phones must be later snalyzed in signal jammer lab

1 Wallets are changing on o deily basis and security level is increasing s have token info considerstion the stemderd
wallet in onr S0P

I -
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Flowchart- Seizing Cryptocurrency (computer-based wallet)

.f
Computar
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at the scene
Cewice powersd ON
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Wimliet ook | pASSWORD PRESENT?
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Figure — 15 Seizure for Compuite based wallet

Note: For Acquiring Forensic image of Compuoter systems please refer to “Best Practices for Ficst
responders in context to computer systems -NCRIC (BPED) ™
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Flowchart- Seizing Cryptocurrency (Mobile-based wallet)
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Figure — 26 Seizure of Mobile based wallets

Mote: Just as a mobile phone is seized it should be kept in a faraday bag/ airplane mode to prevent
remote tampering, a5 the mobile phone coold contain seed words' 2FA codes/private kevs which are
required to restore a wallet.

I <
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In case of seizure of any cnple currency the registered exchange (CX-Wallet Exchange) of the
subject wallets may be Hasioned for blocking the wallet or re-serting of the keys to defuse the
rmansacrions and if, the waller belomgs o DX (De-Cemiralized Exchamge), then immediarely mansfer
the currency info the departmental waller. It is to be noted that the seized cryplo currency may not be
liguidated or converted info local cirrency; it may cause legal consequences io the depariment due
fo the fluctuarion in rates of the crypio currency in e marker.

Step 1 As in all cases involving evidence, responding personnel should thoroughly document the

SCETE .

Figure — 27 Faraday Bag
Source: hitps://prosecman com. an/produoct’'mission-darkness-medinm-neolok-faraday-bag-non-
window-advanced-wireless-device-shielding/

When a Coypto wallet is discovered, access to it is often protected by encryption. In the event the
suspect’s computer or mobile device is unlocked, follow best practices for maintaining the current
state of the device to prevent it from locking from inactivity. In the case of a mobile phone, a faraday
bag shoold be nsed.

Step 2 Ensure the authorized person at the location has access to the covpio wallet. waller. Withoot
a crypio wallet please D0 not use & personal wallet and proceed towands the preservation phase.

If a Deparemental coypto wallet is anailable the officer needs to male sore he has the access o the
suspects crvpto wallet he has to look oot for:

- Seed passwords
" Passwords
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- Private keys

¥ IFA codes
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Figure - 27 Collection of evidence to look out for at a Crime Scene
Following scenarios are there
g If a crypto wallet is unlocked ?FA and password is not required only an OTP is
required while doing the transfer
- If a crypto wallet is locked password is present 2FA is also available
The crypro-wallet can be opened in another device by documenting the whole process with an
g If a Crypto wallet is locked and password/2FA is not available

There are still chances of obtaining the seed words which can be used in tuen to restore the coypto
wallet Forensic expert should be consulted with they can restore the seed words and wallet addresses
from the waller. bar file this process will be discussed in the chapter B:Evidence of interest.

Step 3 Depending on the type of Bitcoin wallet encountered, follow the below process.

Wallets can be many types such as Mobile, software, hardware, cold paper exchange-based, etc. The
steps to transfer/seize Cryptocurrency vary with each wallet oype.

Mobile wallets: If the suspect is using a mobile wallet, the process for making a transfer is relatively
simple.

Stepl: In the suspect’s wallet, navigate to the transfer/withdraw or send tab.

I ::
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Figure — 28 User Interface of Binance Mobile Wallet

Srep2: Enter the department wallet’s address or scan its QR code in the space labelled recipient.
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Figure — 29 User interface while fransferring Crypto Currency (Binance)
Step3. Enfer the foll value of the wallet as the amount to be transferred.
Stepd: Then press transfer or send  to move the funds to the department wallst.

Note- while seiring mobile wallets it must be kept in mind that mobile wallets have 2-factor
sothentication methods. An OTP on mail and phone romber is required for the transfer of fonds

If the phone is unlocked
So the I'0 team must ensure to collect
. A password of the wallet
] The FA codes which are present in the mobile phone

Software wallets: Generally, funds can be obtained from a software wallet using the same method
a5 & mobile wallet.

However, with a software wallet, the suspect’s private kevs may be available either within the wallet
or stored elsewhere on the device. Access to a suspect’s private kevs gives indefinite access to the
accounts associated with those koeyvs. While it is not recommmended that the officer attempt to access
the private keys, it is important that the device is treated as an encrypted device and seized, even if
the officer can transfer the Bitcoins.

Following are the steps the LEAs must perform on any suspect’s System while investigating

| Er
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Cryptocurrency related crimes.
1} Connect a write blocker to the svstem and document the whole process
2} Enable the option to view hidden files and folders.

Control Panel > Appearance and Personalization Select Folder Options, then select the View tab.
Under Advanced settings, select Show hidden files, folders, and drives, and then select OK.
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Figure — 30 Listing all hidden files

Step 2 — Browse the following folder to locate the “AppData’ folder. Look for the different online
Cryptocurrency wallets. For example, the above image has been shown for Exodos.

- .  THEPC & OS[C] ¢ Ukar o Oed 5 Applats » Rasming » Eeodie
Word [icoa e
o Crestras Clyud Rls bleb starage
Coda Cache:
i Onalrrn
[ctionaries
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J 10 Otjects Locel Simrage
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= anresd e amath Jien
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Figure — 31 Viewing files related to various Crypto wallets installed
Step 3 — After having confirmed, click on the shortent icon of the wallet to open the wallet’s nser

31 I
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Figure — 32 Receipt address and details on Exodus User Interface

Step 4 — Either ask the suspect for sy Passwords, seeds, or any credentials required to login into
the Wallet. A pood practice is to look around for any possible trashed papers for Seeds or any
credentials as well.

Step 5- Once the wallet has opened in pay to section add the address of departmental wallet address

Online Wallets: If a suspect is using an online wallet, police con use the above method to transfer
fonds. Becanse online wallets use a third party to store Bitcoin fonds, that third party con freeze
accounts and assist in the seizure of fonds left online. Police can do so using the same method to
freeze traditional bank accounts, but the warrant muost be directed at the online wallet operator.

Hardware wallets: Because hardware wallets are external memory or paper [JE codes containing
private kevs, they must be loaded into a wallet that allows private kevs to be imported. For an officer
seizing the property of a suspect, it is sofficient to secure the hardware wallet and get it info the
hands of an IT specialist as soon as possible.

If the sospect’s phone/tablet/computer is present, the I'D team has to make sore to look for an app/
program called Ledger Live. This app conmects with the hardware wallet where the private key is
present.

NOTE: F iz importanit io remember that a wallet may have muliiple files that are holding Bifcoin

separately. If an offcer is rransferring funds from an open or umencrypted wallet, they should ensure
that there are not multiple files in the wallef.
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8.EvipENcE oF INTEREST

1) WALLET BAT FILE

This book is an introduction to cryptocerrency which deals with how to investigate and seize crypto
crimes hence coyptocurrency forensics is not coversd in this booklet, however

In some scenarios when the password is not available for a Deslaop wallet, there are ways to restore

a wallet nsing seed words. Seed wonds if not available can be recoversd from the wallet backop file
which is present in the compoter.
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Figure — 33 Viewing the waller = bat ” file

This folder con be accessed with a write blocker and the folder nomed wallets can be backed up o a
destination drive which can be later used to analyze and extract evidence

In case a forensic image is already present it can be loaded in FTE imager and the wallet file con be
copied to the destination drive

So this is an example of electrom wallet which is very popuolar
The locarion of the wallet file
C:\Users\BPRDO2 | AppDara | Roaming \Elecoum
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Figure — 34 Location of the bat file from Crypre waillets (Electrum)

Dace we have acquired the wallet. dat file which is highlighted in the above screenshot. We need to
ron it through Strings otility which can be found here hitps://docs microsoft. com/en-os/svsinternal 5/
downloads/strings

w
N - . hre
. - T FC = Orddep e
'
g Gk mreey
defa i eenlled
B i S
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- Exmonianss e prrengyia
Ll Fri vl g ids
Py T -
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Figure — 35 Viewing the sirings file
We need to extract it in a folder that also contsins the wallet dat file
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Figure — 36 Opening the Commmand Prowges

Click shift+right mouse click simuoltansously to open the cmd/ PowerShell prompt there and type the
command as given in the screenshot below

EX windiosvi PorworShel]
FS C:\Users\BPFROD2YDesktopi\test> .hstrings.exe .hZdefault_wallet > data. txt

Fipure — 37 Commands to comvert  bat file comtents fo text

A file nnmed data. txt will be formed in the folder after opening it has the following content The
evidence of interest has been highlighted

The contents of the file data_txt are displayed below
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Strings v2.53 - Search for ANSI and Unicode strings in binary images.
Coprrrighe (C) 1999-2016 Mark Bossinovich
Sysinternals - wew_sysinternals com

“addr_history™: {
“be1gl2903080v]jdh? pisp Skidt gtrjubddunlhngl ™ : [],
“belqlBaspwvdtictladeqd Snyyy 92 Trb6 T Smzbiwgad™: [1,
“be1gltylon 733 bpuzlemiTwiod JnSoweanfz4d 387: [],
“belglujhgdmadabw 3ImeY58mBtsddnjzyxh Td3ed; ™ : ],
“belg2whacwswiOmng 3 E3sp S 2vpd Sl 2 28447 [],
“belgdlhl? 0l ? £ 5x% pacgblmdfit8jfdd TocvamBz1x™: ],
“belg55jhvpxd Bw St 2ylelchmlhvy 89midjcwi4j3zp™: [,
“belgbveqluphgdegbiqrl2ypyrsezrdg Tad 3dfygv™: [,
“belgTpwp T How Stejrro 3 B35 gz Thwedmhgdd¥h™ : [],
“belg936vcB e trekscankas]Oxjec3s Tax2axtvak™: ],
“belq¥9nhTsedgSxjdrrsswiszSpziTaf3grolgBexd™: [],
“belgegmv?jiShenllztg Slc 3 impex? 62 38ds8dwhevB™: [,
“be]l geanStpodeztppdwyt T Bt dnz Shnes 3 flonl6d™ - [],
“be 1 gejw 2 wmzbexBegr viwwy Tom TpylkgxOxalanvei ™: ],
“ e 1 gekepz 36y04hgylp 39nrvselad? 4h 722 TaebTvad™: [,
“belgfmsy e Opw2 9O mdpeo Sga TviBasvx3 2 1gBB05357: [],
“belgekbethwipiul3nd(M T eswr 2 4od6dn Tz8za8tTe ™ ],

“be 1ghh7ji9%ggbzegwntd fnelkBenThOw2x83257327: [],
“belgkdidptwOcngiuilvefieadlDdmgervOgcelke™: [],
“be 1glx73019cds 81 2 relpwd 2 tdm 2 pdfevhxfnaalfs ": [],

“be lgme28m 38 Strrahlmecm YyrvebvyhSlszglgdwng - 1,
“belgmssudnSBeahlgvedvImaemduvsaji Sowlval ™: [],
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“belgmytIjredzigmabvenSd ImadedcFnsglarvsIhG™: ],

“be lgnz30hsjatntSviscalxgloymier Sipnenm 8xd3w™: ],

“belgrwBaxprgepfsbalgfe T30cPovlv Iveryme 253477 [1,

“belgsilvam3Sthdxhek? 2 fjzgzaq8yzulSzell5g 77 [,

“be lgswd 99y zimenBoamsSade gitmtzlewdhiwrl3cg™: [],

“be lgsxjSplam ? 2gesxldff2d 9] BlnwA12kded 7% ™ - [1,

“belgvir2iiplpkfmy3s3IxgdhdeSxhl Yjyi2sfrdk™: [,

“be lgvxjpmpvulm3cT Ipkdleberxafez Igectecknegy™: []

ke
“addresses™: {

“change™ [
“belgldjdpdwicinginSlvefieadlldmaevIgcelke ",
“be lgekbebhwipBuldndlM TsswrldudbdnTz8za8t7c ™,
“be lgeanStpedezigpdwyt 7 Stk 3uz Shors 3flnlbd ™
“bc] gswd 9y eimenSmomsSade gjmmizrlewdhBwrlIe ",
“be Lgleylorv T 53c9fopuzlsmfTwit] 3nxweaviz4 387,
“be LgsxjBplem 2 2qesxldfj? d9x=18lnmA02 kded 7% ™
“belg936vlcB3efrelscankasiOxjecIs Tan tamvzk ™,
“be Lgvir2eBpllpkfmy3s3xgdhd e Sxhl 2ty 2 st ™,
“be l gmssodnSBeahlgvedv imeemd Bovsajrl Soelhva2 ™,
“belg2whacwswifmng 338 8sp S 2vp 44Ol 2 B4de™

1.

“receiving”: [

“belgnhTsedgixj3crsswiszSpai Tgl Sgzul g9%ex3™,
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“belgTpwp T 2kow Stejrru S Bnnzl5 Sg iz hwedmhad4%h”
“be g3 5jhvpad Bty lzlchmlvy89mOdjew94di3zp”
“be lgnz50hsjatutlsca? xgloymier SfpncomSxda3w™,
“belgelepzdtyMhgylpIfnyrvseld24h 722 TgetTvnd ™,
“belql290308uvij4hlpfspSkjdrgtrinbidonlhngl”,
“belobveqaphgicebiqr®lypysezrdg Todiddiyge™,
“belgmytijredzigmabvenS4imaiadctBusghavsIhg”,
“be Lghh7ji%qqbtengwutIfnelkBenPhOw2xB3257327
“belg2ujhgdmadahwImeN58mBsddnjgyxh Tdf5ed)™,
“be 1ol 8019%ds81 2 relpwd 2tdm 2 gdfevhofnaallfs ™,
“be lgsjlhnm3 Sthdxhgk? fipgmgqgByond SzeBl5g 77,
“belqlBaspwrvdticdladeqISnyyy 92 TrbT T 5mzbiwgad™,
“be lgreBaxprgepfstalzOe T30cB vl Ivwyxe 213477
“be lgvajpmpvolim 3c 7 Ipldleberxefcz Igeciccknegy ™,
“belgejwlwmzbealegrivivwy Tom TpylogaSxaanve;”,
“be LgdIh02al ¢ 529 paceblmdft8ifdd Tacvnm9zlx" |
“be lgegmv2jiShsnllzbgSle Ikcapex? 62 8 3dsBdwbevBE™,
“be lgfmsywipw2 9 mdpeoiga TviBasva321g9805357
“be lgme?Bm 88 Strrahlogecm YyvrbvyhSlszglgdwyi™
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“pw_hash version™: 1,
“root_fngerprint™: “7440bdel”,
“seed”: “obey polar local high wtiliry sugar thythm refuse knee allow inside fit™,
“type”: “bip32”,
“xprv”™: “zprvAZREW3TuaGdetMFFL AZQC 148X qvC35UaTIE9PZ47hw Tpe
L aWET1EXy13CrX ASvF6GRoEFbmZ WGKsH6m 1550 99PMncd7HT encxiMhASPrw ™,
“zpub”: “zpubtnlauYzo(leBvigihl Mha? ¥ 8ic ANL EelorgoNe2XoAcuEvLd IVLIYRE 2 r
SeMySreRIRIUxbPGjaNaGw TE urBQQ T zos X AvHR YVHA Y nHhE YnC ™
b
“labels”: {},
“lightning_payments™: {},
“lightning_preimages": {},
“lightning_privikey2”™: “xprv9:217cQH143K3pr TEIMHTDdhBvg5(T2L uDaSXtAaBmrpdFkCes
REjqHsTN ApweSaBRAAA WsWre6lg TSI IvbNFESZEYSUUpWTGE3x Y ANFX™
“payment_requests : {},
“prevouts_by_scripthash™: {},
“qgt-console-history™: [],
“seed_type”: “segwit”,
“seed_version™: 33,
“spent_outpoints”: {},
“stored _height™: 675127,
“submarine_swaps™: {},
“transactions”: {},
“n_fees™: {},

o™ {},

“mo”: {},

“pse_encryption”: false,
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“verifled =37: {},
o 1lat wm: g 4 i:n-:

Figure — 38 Contents of the Data o file

In the above text file, we can pet to know that the portions highlighted in vellow are of interest to ws,
particularly the seed word is visible in plain text as we can see that wallet type is standand.

this means that while configoring the wallet standard security measures have been applied and there
is no encryption in this.

By getting the seed in plain text it is possible to then restore the wallet and transfer the coypto to the
departmental wallet.

NOTE:

4 Paper wallets and/or private kevs (encoyvpted or not) can be duplicated and stored in multiple
locations. on their local compoter, another in a docoment stored in the clood, a printout of the
same in & safe with a friend holding a forther copy. With multiple copies of the seme private
kevys.

Annther method is storing the private kevs on a low-cost compoter such as a Raspberry Pior
a cheap laptop which is then kept air-gapped from all networks.

Alternatively, a Linnx liveTAILS CD or USE can be used to boot info a known-safe
environment, with the private kevs lept on a separate, possibly encoypted, UUSE flash drive.

)
'I-.'I-

)
'I-.'I-

2) Blockchain Explorers

There are varions blockchain explorers available which help in getting more details from a coypto
address they have featores to search by address or transection 1D,

Let us take an example of a recent Twitter hack which happened where twitter IDs were hacked
of people like Elon musk, jazz Bezos, bill gates, Eanye west, and several other celebrities and big
company CEQs these accounts were tweeting a similar message along with a BTC address which
WS & MMAjod CIVpho SCam.

K




0P on Invectigation Prm:fMeﬂludulngim for Cryptocurrency related Cyber Crimes

ipia B

Wi ane giving badk 1o cur community. e support Bilcon
ancl we balewva you ghould oa!

Al Biteain sant ba auf addreas Balaw will be senl back ta
O b e

b gy 2kgovgirsgleg2niyr 24 23 pB3kEd] heolaih

Oinly going an far the nawt 30 minutes

Fll Gares @8
d R T

Evwmryorss in anking e 1o ghae Back, snd reow s i dlmes
| v sl o Py T P STMBTIG BTRE N0 TPy BT aokdnedes for

thm next A0 mércries. Yoo eend 57,0060 | meenad yoa Back
[ P i}

BTC Addrman -
e e b ol g sy g v F 23 055 B S b g o Oty

DIinhy goirsg -on for 30 miraisal Enjoyl

=] Taaus mais iey

Figure - 3% Screenshots of tweets by Hacked Twitter Accounts

The bitcoin address is belgay2kedyejrsgrzg2nlyef2493p8 3 kkfihnlwih

A Simple google search can get us many results let vs use different types of blockchain explorers and

see what information can be derived

A) Blockchain
Usl: https:/ v blockchain com
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Figure — 40 Screenshot of Blockchain explorer

We pet the following information Green Globe indicstes balance
The total amount received 12,901 BTC A

Tonal genr 1287 BTC Bad Globe Indicates
Final balance 0.0 16 BTC i balupes lafi [
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Figurg — 44 Tronsackan Details

Transaction section
Hash: Called a5 transaction hash the green arrow shows that the left side-address
lpkq is transferring BTC to the right side belg address which is the scommer’s wallet Address

We can see the date and time of the transaction and the miners fee is also there in the screenshot.
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B) Oxt explorer
URL:https://oxt. me

DOxt Explorer is a good site to find the transaction details on a visual graph of first seen and last seen
activities which are crocial in a piece of evidence.

It has various tabs such as the activity tab, temporal patterns, and Notes

ADDRESS

Figure — 42 Location of the bat file from Crypto wallets (Electrum)

The temporal pattern helps in identifving the incoming and outpoing transactions for the address and
which day of the week the wallet has been most active.

Figure — 43 Transacion paiferns
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Motes Section has the description of the address since it is crowdsourced this can be helpful for an
investigator to get crocial information if its a popolar wallet or a scam wallet related to ransocmware
ponzi 5CMNS eic

ADDRESS

kgdygirsqtzg2niyn 2493 paakkihx0wih [ ANCMN-29235

Fwnpkh

SLIMBIARY ACTIVITY  WOLUMES TEMPORAL PATTERNS NOTES (1)
I

ANMOTATION BY [ EDWIMUX | OM JUL 15, 2020 1716 FM

Figure — 44 Sampie of waller diring Scams

Cross-referencing with https:/"wew bitcoinabose com/ we can get more information about the BTC
address that its a scam address and many have reported against that address and links where the

address has been fearred.
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Figure — 45 Bitcoin abuse database
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Let us take an example of an individoal wallet address 1Bm 5 TSELEBnwiESTT TieWEABR VM4
A) Blockchain

Addross L]

[=]?
e
=]

Transsctions

ST

Figure — 40 Blockchain explorer
B) Oxi explorer
We can find oot that this address belongs to Binence exchange

ADDRESS

. e} d Y
—

Ll EALAHCE L EHU G FREL)

Eipure — 47 Soreenshaor of OXT explorer




Bureau of Police Rezearch & Development, Mew Delhi

C) Blockchair
UEL:https:/blockchair. com/

& BLOCECHA

* A Ry
Cernrad infa
- [ e "
¥
¥ . ¥ .
-] -]
ki x e
s

T

Hodecharoom

%J BLOCKCHAIR 1B A1 TSE LS Bl i S 77 Tluvying BT 1afad

Showing 3 results out of 3 [1.70 sesooe sy

tcoin address 1IBmSijTSELE Bndyik 57 ¥ T ioA fArBRTieM4
Last seen refelving: 202140107 0797
Balances: 4 ETC

Bircnin h add 1EmSHTSELXBnIwviKS T 7 7o \WHArBR 7 tohdd
Lacd st nesra i
Balances 0 BCH

$

Bitcoin 5V address 1BmSijTSELY Brdyil 57 T T oW fArBR /14
Last seen recelving

Balance: { sy

b

Figure — 45 User Interface of a Blockchair Website
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~erdors Hecpmnis

Fignre — 48 Transachion shown in Blockchair website

The above explorers are fairly similar to each other and give similar results hence there is no need
for forther explanation. There is however a chance to get details of social media footprint [P address
details of a wallet address in some cases as shown below

D)) Bitcoin whoisWHO
UEL: https:/ bitcoinwhoswho.com

This is a handy website to give us the social media footprint of the bitcoin address and also possible
IP location ([ there are chances of the I[P address being from a VPN or Tor network .

HITCOIN ADHEREES REPORT

uuuuuu

Figure — 49 Details of Wallet
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There are quite a few advanced measores to trace the blockchain and map it on a graph format for
tracking transaction mode to node those methods are not in the scope of this introductory bookdet

Chain analvsis, cyphertrace, elliptical have commercial products to achieve the same
There is a simple method of tracking sach transaction and plotting it on a piece of paper using
hbitps-iwrery walletexplorer com the suthor of which is presently working in the chain snalyvsis team.

Walletexplorar.com: smart Bibooin black explarer

Address 1BmSijTSELXBnTyiKE 77 TicWTArBR Tteid
part of wallet B [G00051 1k0])
P 1 /1 |icid barsaciiorn: 34 g 35 5

Fipure — 50 Wallet Explorer transachion details

Samples of Crypto Addresses

Fthereem OxHEASSTBIES T 5a07 864514 BACA9] 360aFe255 D]
ETH or any

ERC20 Token

BTC belq220k2445 faulpxnIhfn? Bq 3w 4kI9epThwsadta

DOGE DEfWVp613N3dyl M6Zoghj3dZaFjbGZBepX

Tron or any TRC20 Token TSZMerQzMLdK rgiMPoeuQMHL eEpkf2;8E

Cosmos cosmos ] sjrﬁmmmrsglﬂmr@lﬂﬁdlghﬁ'luﬂnﬂtye

Tezos tz1dM Yz 3pc XY KnfH5gjr652iSDg9zc2SrgRi

Solana GobimSeTVWE SDnjiMMezijzh Y QgL Tei%hZsTL YHY s 1z
Binance Smart Chain 0x5C9E5571B1 TD91e6ACD4F0c29bBe 199ATIT/B0S |
Litecoin lic]qcjud2qBe3vv2a3uddndzenalsizlmalEdpatiz

Ripple (XRP) e METTTCwp92 WX Ly 7 s1 3F8HprbeiB05Mud

Tron (TRX) TDvi5eATUBdvWIWvbS22 507 IMX SsLmA3oK
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9. Law RELATED TO CRYPTOCURRENCIES

RBI (Beserve Bank of India) has issoed a circolar on 6th April 2018 which states as follows
Technological Innovations, inchiding those onderdving wirtnal correncies, have the potential to
improve the efficiency and inchisiveness of the financial svstem. However Virmal Correncies
(ViCs), also variously referred to a5 cryptocurrencies and crypio assets, mise concerns of consumer
protection, market inteprity, and money lendering, among others.

Reserve Bank has repeatedly caotioned vsers, holders, and traders of virmal comencies, incloding
bitcodns, regarding various risks associated with dealing with soch virtwal correncies. Because of
the associated risks, it has been decided that, with immediate effect, entities regulated by RBI shall
not deal with or provide services to any individoal or business entities dealing with or settling VCs.
Repulated entities that already provide such services shall exit the relationship within a specified
time. A circolar #n this regand is being issned separately.
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10. CHALLENGES AHEAD

With ever changes in techmology security has become more robost and cryptocorrencies are also
improving their structore and hence it becomes difficult to seize them withouot heving good knowledge
of their srchitecture. The criminals are also emploving new methods so that tracking them weill
become difficult for LEAS.

Multiple wallet addresses

Adversaries have got to know the pseudo-anonsrmons nature of BTC and have realized that they can
be tracked they have resorted to using Monero and other privacy-centric coins. They have further
complicated the tracking process by using a new wallet address for each new transaction this pattern
can be foond in any of the blockchain explorers, but makes it that difficult to trace them.

Bitcoin mixer service

Iz a coyptocorrency service that allows vsers to “anonymize”™ their Bitcoins by eliminating sy
possible conmection between their oripinal deposited Bitcodns mnd the mixed Bitcoins that they
withdraw later fromm the service This mixing process can make the tracking of Bitcoin movements
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