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MESSAGE

Indian Police Forces have to face numerous emerging security
challenges from extremist elements, cyber criminals, insurgents,
terrorists, anti-social elements and hate mongers who misuse
various social media platforms such as {twiller, [ucebook,
instagram, etc. To meet these challenges and to deliver effective
and timely response, the Indian Police have adopted the concept of
SMART Policing as suggested by the Hon'ble Prime Minister,
Shri Narendra Modi in 2014. The concept of SMART policing
encompasses the entire range of policing activities e.g. cyber-crime
prevention, drug de-addiction, capacity building, SMART police
station, counter measures against LWE/Naxalism, protection of
vulnerable sections of the society etc. Dedicated, sustained and
sincere efforts by the Police are required to achieve the desired
objectives of SMART policing.

2. I am happy that States/UT Police & CAPFs have shared their
best practices on various aspects of SMART policing which have
been incorporated into this compendium by the BPR&D. I am
confident that police forces in India will find this useful and
replicate some of these best practices to improve their service to
the public.

3. I congratulate the BPRD & team, under the leadership of
Shri Balaji Srivastava, Director General for bringing out this issue.

M\ vi—

(Ajay Bhalla)

Place : New Delhi
Dated : 11.04.2022







qrarelt shared, sy it srurT wam, fawm =g
ERIECRIET TE AT, WA BN

WY TET-f, HETETT,
Balaji Srivastava, IPS § feeeit-110037

Director General
Bureau of Pollce Research & Development
Ministry of Home Affairs, Govt, of India
Mational Highway-B, Mahipalpur,

Mew Delhi-110037

Tal. : 91-11-26781312 ()
Fax: 91-11-26781315
Email : dg@bprd mic.in

Message

The concept of SMART Policing enunciated by Hon'ble Prime Minister
has provided an impetus to the ongoing efforts of the Police in transforming its
image to meet the ever-increasing expectation of the Indian population. New
responsive styles of policing & pro-public strategies need to be adopted with
optimum use of technology. Knowledge sharing and partnership among various
police forces, innovation; adoption of Cyber and Information Technology; and
cost-effectiveness are going to be guiding principles in achieving the desired
resulis.

The Bureau of Police Research & Development has been striving, over
the last five decades, to bring out transformation in the processes for ensuring
efficient law enforcement and service delivery by Indian Police. To address this,
the BPR&D is regularly publishing compilations of Best Practices adopted by
various States/UTs Police & CAPFs on various policing topics.

The present compilation ‘Best Practices on SMART Policing' is one
such effort. In this compilation, Best practices adopted by various States/UTs
Police organisations have been described and the same can easily be replicated
by other LEAs by tweaking them commensurately.

This compilation ‘Best Practices on SMART Policing’ is a result of the
commendable efforts of the Director/IG (Mod. Division) Dr. Karuna Sagar, IPS,
the PSO (W) Dr. Raveesh Kumar and the DEO Ms. Neha. | place on record my
appreciation for their hard work, sincerity and dedication. | also thank all Police
organisations for sharing their inputsiwrite-ups with the BPRA&D.

| am sanguine that this publication would help different State/UT Police
organisations to identify and replicate good initiatives by other similarly placed
Organisations.

(Balaji Sri\rastay

“Promoting Good Fraclices and Standards”
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Inspector General/Director (Modemization)

Bureau of Police Research & Development

Tel: 91-11-26782023 Ministry of Home Affairs, Govt. of India
21-11-26782030(F) Mational Highway-8, Mahipalpur,
E-mail: igmod @ bprd.nic.in Mo Delhi-110037
Executive Summary
SMART word as an acronym with particular
m reference to policing was coined by our Hon'ble Prime

Minister Sh. Narendra Modi during his address at the

DGP/IGP conference held at Guwahati on 28-30th

Nov.2014. He exhorted Indian police to become SMART
in terms of being Strict & Sensitive, Modem & Mobile, Alert &
Accountable, Reliable & Responsive, Tech. Savy & Well Trained. As a
follow-up, BPRD published "A Compilation of Best Practices and
SMART Policing Initiatives in 2015.

A need was strongly felt to bring out a new edition incorporating
the latest trends and innovations in this subject. The topic of SMART
Policing was also deliberated in the recently held DGsP/IGsP
conference at Lucknow 18-20 Nov. 2021 and listed as recommendations
Nos. 4 and 37.

State/UT police organizations and CAPFs were requested to
provide the write-ups /SOPs /Best practices on seventeen policing topics
viz Community Policing, Countermeasures against LWE/Terrorism/
Maxal activities, Cyber Crime, Drugs De-addiction, Emergency
Response, Human Trafficking, Intelligence, surveillance and monitoring,
Road Safety and Traffic Management, Safety of vulnerable sections of




the Society, Smart Police Station, Training and Capacity building.
Contributions on above mentioned policing topics were received at
BPR&D in large numbers and the same were edited. The articles have

been arranged in alphabetical order of topics.

This publication 'Best practices on SMART policing’ is a result
of dedicated & sincere efforts of the team comprising of Dr. Raveesh
Kumar PSO (W) & Ms. Neha, DEOQ. | congratulate them for this excellent

work.

| thank all contributing organizations for sharing their
experiences/initiatives for this publication. It is hoped that these best
practices shall be replicated in other police organizations and help in

ensuring efficient law enforcement and service delivery by Indian Police.

Jai Hind

¥
101"
(Dr. @mg Sagar, IPS)
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Police Headquarters, Mangalagiri, Andhra Pradesh-522502 dgp@appolice.gov.in

PROJECT VARADHI
INTRODUCTION

PROJECT VARADHI is a new-age community policing program in Left Wing Extremism
affected areas aimed at boosting connectivity to extremely interior areas by involving tribal communities
and elders, as well as ensuring speedy completion of existing long-pending infrastructure projects
through positive interventions and liaison with government and non-government agencies. It is simple
as well as futuristic in vision as it impacts not just connectivity, but also boosts the morale of the people
in Maoist dominated regions, gives them the courage to work hand-in-hand with government agencies
like the Police department, live without fear, and increases access to public goods like health and
education. It has a community-led and community-owned approach which is supported by the Police
department. The innovative community-policing program has been started in the Chintapalli-Sub
Division of Vishakhapatnam Rural District of Andhra Pradesh on 16-11-2020 during the Cheruvuru
Community policing event with the repair, enlargement, and conversion of a harsh bike track between
Korukonda and Cheruvuru as a full-size motorable track which can fit two heavy vehicles side-by-side.
The initiative led to the event where Cheruvuru - a village considered to be a Maoist stronghold area,
saw an ambulance for the first time in that village. Buoyed by the positive vibes this initiative set off,
Vishakhapatnam Police, through Chintapalli Sub-division has converted this into an organized effort of
proactive policing to improve connectivity in interior areas and strategic pockets affected by Left Wing
Extremism.

BRIEF-OVERVIEW
VARADHI in the Telugu language means- a Bridge.

Vishakhapatnam Police has initiated PROJECT-VARADHI in Chintapalli Sub-Division as an
Organized effort to develop connectivity in the most critical Maoist-affected areas of Chintapalli Sub-

Division in form of creating motorable & cost-effective roadways with help of community participation
and enabling speedy completion of infrastructure projects through positive interventions.

Chintapalli Police Sub-Division covers a significant part of the Vishakhapatnam agency area
(more than 1400 square km) and its bordering area with Malkangiri, - the ‘A.O. B (Andhra-Odisha
Border)’ as it is popularly known, has been a hub for Maoist activities for Low-connectivity between
villages in terms of road and mobile network often results in death and hardships to pregnant ladies,
critically ill and handicapped persons as they’ve to be often carried on shoulders and risky mountain
tracks and irregular arrival of teachers. The presence of Maoists has resulted in a fear-psychosis among
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the people. Often, the tribals who commute and connect with the mainland and ask for development
and roads are viewed with suspicion and sometimes killed by being branded as Police informers. Due to
the Maoist presence, many times the contractors and government officials face the risk to their life and
also valuable machinery which makes it challenging to lay roads in interior forest areas.

This project was conceptualized to:

. Project an alternative vision to the tribals of interior areas who did not have a glimpse of
development and dispel their fear of government & government agencies like police which was
built up due to Maoist Propaganda over decades and thereby strengthening the democracy.

. Create low-cost motorable roads with community participation in such areas where no roads are
present & other government departments find it difficult to even survey and initiate the process.
These areas include extremely risky and interior areas considered strongholds for Maoists and are
risky to operate in.

. Make those people who never saw an ambulance or public transport in their area see them for
the first time and to reduce the deaths due to lack of connectivity and increase access to medical
services, education, and development benefits.

. Develop awareness and a sense of courage among tribals to come out of fear of Maoists and
participate in the developmental process by taking part in creating low-cost motorable roads to
strategic interior areas by themselves with the support of the Police department.

. Enable completion and repair of existing road projects sanctioned to be completed using funds
given by MHA for L.W.E areas by proactively monitoring the process in liaison with concerned
execution agencies and positive interventions.

. Give confidence to the tribal population in L.W.E affected areas that the government and police
are with them and will help them in the betterment of their standard of living and basic amenities.

. To send a message to Maoists that in a democracy, power doesn’t flow from the barrel of a gun,
but from the wishes and will of the people.

Positive interventions include

0 Enabling smooth execution by motivating villagers near the work area to protect the machinery
from Maoists and providing security by deploying security forces in the area to keep away the
Maoists from destroying the work equipment and machinery.

0 Daily monitoring of contractors and their movements and warning them of Maoist movements
and protection of their equipment at designated safe areas of Police departments during Maoist
Bandh call and in risky situations.

0 Providing protection & logistical support to contractors during execution in interior Maoist
affected areas by the smooth movement of machinery and men even during risky bandh calls.

E. Community Policing
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The cooperation and initiative go beyond this even to the point of securing the required materials
to contractors in coordination with Police Subdivisions in neighboring areas whenever shortages
come in so that work does not stop.

CHALLENGES FACED DURING IMPLEMENTATION

The built-up fear in the minds of tribals and the false perceptions created by Maoist propaganda
over decades were the main hurdles we faced before the implementation of this project. Hilly terrain,
thick forests, and rough climate are also the primary hurdles in the A.O.B area and Chintapalli Sub-
Division Jurisdiction for executing infrastructure projects.

But the psychological hurdles in minds of people proved very tough to overcome. But where there
is a will, there is a way. Multiple community policing programs encompassing various aspects with a focus
on improving the skills, incomes, and access to basic amenities had to be taken up. Removing the stigma
attached to the government and government agencies, especially the police department was a major
challenge. Often, interaction with police was seen as a taboo, and fear among tribals that Maoists may
spark violence in their villages and that they will be branded as anti-Maoists and police informers if they
participate in working with the police department existed though they have the desire for development.
They often spoke individually during private interactions away from their villages and resented
the interaction with police in presence of others. Though they have the urge to become a part of the
mainstream, due to the presence of Maoist menace in their areas, they were often forced to take up anti-
government and anti-development stances much against their wishes, but out of fear for their life.

This type of behavior from tribals was not without any reason. Panchayats like Balaam (Stronghold for
Korukonda-Pedabailu Dalam) and Galikonda (Stronghold for Galikonda Dalam) did not have elected
representatives for a decade until recently. Though roughly 15 km from A. Annavaram Police station
and 9 Km from a Police outpost at Rallagadda, to date Balapam Panchayati and its main hub Korukonda
do not have a mobile tower and the villages like Cheruvuru which is 4 km away did not have a proper
motorable road, nor saw an ambulance or public transport in their area until recently. This is because
previous sarpanches who stood as candidates and got elected against the orders of Maoists to boycott
local body elections got killed. People who come to relatively plain areas in hope of securing a livelihood,
a regular job, and income or those who raise their voices to ask for development, roads, and mobile
towers were branded as anti-Maoist, anti-people, anti-revolution, and finally as police —informers and
were killed, often in front of the entire village. Brutal instances of impaling and cutting of throats can be
found in the history of Maoist violence in these areas.

Other Challenges include

o The reluctance of contractors and construction equipment owners to come to interior places to
execute the works

Community Policing E




. DBest Practices on Smart Policing

A

0 Inaccessible areas in Maoist-affected areas have the risk of ambushes and land-mine attacks on
security forces or attacks on owners of machinery. Community elders have a high chance of being
taken up by Maoists and even killed by being branded as Police informers.

0 Fear among the staft of other government departments to be seen along with police department
as they will be branded as pro-police and the risk of being targeted by Maoists.

0 Low response for a call to participate in road-laying works during village visits by police due to
fear & false propaganda generated by Maoists.

0 The absolute lack of mobile connectivity in work areas makes it difficult to supply logistics for
works and reinforcements in case of an attack by Maoists.

TARGETS ACHIEVED & POSITIVE RIPPLES GENERATED

Till now, in form of individual projects taken up by the police department with the support of tribal
communities as well as the existing projects completed by initiative and positive interventions through
PROJECT-VRADH]I, a total of 45 km of strategic road has been laid in hotbeds of Maoists activities
through a community-owned and community-led effort with support from the Police department and
ITDA Paderu. The beneficiaries include a population of 12,500 or more from the most interior tribal areas
which were not had any connectivity to date. As part of the goodwill generating activities community
policing programs were conducted on a large scale through which nearly 5000 people benefitted. A
permanent Aadhaar center was set up at Chintapalli due to the initiative of Chintapalli police as part
of PROJECT-VARADHI to bridge the gap existing regarding Aadhaar coverage and for wider reach of
government programs. Through this Aadhaar center, to date, more than 4000 people have enrolled and
are availing of various government benefits for their families. As part of project VARADH]I, a free and
permanent bus service was started for the first time in the history of the area to the Maoist stronghold of
Korukonda through which a population of 2500+ will be benefitted.

% Community Policing




Haryana Police

Police Headquarter, Sector-6, Panchkula, Haryana-134109. police@hry.nic.in

Community policing or Community-Oriented Policing (COP) is a strategy of policing that
focuses on developing relationships with community members. It is a philosophy of full-service policing
that is highly personal, where an officer patrols the same area for some time and develops a partnership
with citizens to identify and solve problems.

Historical perspective: When Sir Robert Peel established the London Metropolitan Police, he set forth
many principles, one of which could be considered the seed of community policing: “The police are the
public and the public are the police.” For some reason, the police lost sight of this relationship as the central
organizing concept for police service. Researchers have suggested that the reform era in government,
which began in the early 1900s, coupled with a nationwide move toward professionalization, resulted
in the separation of the police from the community. The police generally assigned its officers to rotate
shifts and moved them frequently from one geographical location to another to eliminate corruption.
Management also instituted a policy of centralized control, designed to ensure compliance with standard
operating procedures and to encourage a professional aura of impartiality.

Purpose: The central goal of community policing is for police to build relationships with the community,
including through local agencies to reduce social disorder. The main purpose of community policing
aims to reduce low-level crime, but it is also a fact that this can reduce serious crimes as well.

Community policing is democracy in action: Community policing is democracy in action. Ti requires
the active participation of local government, civic and business leaders, public and private agencies,
residents, churches, schools, and hospitals. All who share a concern for the welfare of the neighborhood
should bear responsibility for safeguarding that welfare. In addition, it has been suggested that
community policing can play a primary role in changing the way all government services are provided
at the community level.

Common methods of community policing-

. Encouraging the community to help prevent crime by providing advice, talking to students, and
encouraging neighborhood watch groups.

. Increased use of foot or bicycle patrols.

. Increased officer accountability to the communities they serve.

. Creating teams of officers to carry out community policing in designated neighborhoods.

. Clear communication between the police and the communities about their objectives and
strategies.

. Partnerships with other organizations such as government agencies, community members,

nonprofit service providers, private businesses, and the media.

. Moving toward some decentralizing of the police authority, allowing more discretion among
lower-ranking officers and more initiative expected from them.

Community Policing E]
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Framework: Many community-oriented police structures focus on assigning officers to a specific area
called a “beat” The officers become familiar with that area through a process of “beat profiling”. The
officers are then taught how to design specific patrol strategies to deal with the types of crime that are
experienced on that beat. These ideas are implemented in a multi-pronged approach using a variety
of aspects, such as broadening the duties of the police officer and individualizing the practices to the
community they’re policing; refocusing police efforts to face-to-face interactions in smaller patrol areas
with an emphasized goal of preventing criminal activity instead of responding to it; solving problems
using input from the community they’re policing; and, finally, making an effort to increase service-
oriented positive interactions with police. Community Liaison Groups and Police Public Meeting are
also effective systems for community policing.

Incantation of successful community policing: Effective community policing depends on optimizing
positive contact between patrol officers and community members. Patrol cars are only one method of
conveying police services. Police departments may supplement automobile patrols with a foot, bicycle,
scooter, and horseback patrols, as well as adding “mini-stations” to bring the police closer to the
community. Regular community meetings and forums will allow police and community members to air
concerns and find ways to address them.

The necessity of Media involvement:

The media must be included early in the implementation process to market successfully the idea of
community policing. Media involvement ensures wide dissemination of the community policing message
and encourages the media to stay involved in future community policing efforts.

The media also will be less apt to “derail” if there is a bump in the crime statistics or if some community
policing policies are less effective than hoped. If the budget allows, engagement of media consultants/
agencies can be useful. Its internal media relations unit should thoroughly understand the chief executive’s
vision of community policing and communicate it clearly in news releases and interviews. All who are
marketing the concept must be careful not to claim more for community policing than it can deliver.

Performance Evaluation and Reward: Systems for evaluating personnel performance should reflect
the goals of community policing. “Emphasizing quality over quantity represents a major difference
between traditional policing and community-oriented policing” Patrol officers could be evaluated on
how well they know their beats- a prerequisite for the identification of problem-solving techniques.
Other relevant performance measures include the extent to which personnel has formed partnerships
with the community and the nature of their contributions to this team effort. Since officers are working
as part of a team, they should not be evaluated as if they were operating alone.

Experiences of Faridabad Police: Haryana Police in Police Commissionerate Faridabad has adopted
the Community Policing and worked on it through Beat Systems, Community Liaison Groups, Police
Pathshala, and Police Public Meeting and found a better result than Traditional Policing.

Conclusion: Police agencies should not allow political leaders and the public to develop unrealistic
expectations for community policing in terms of crime deterrence or speed of implementation.
Community policing calls for long-term commitment; it is not a quick fix. Achieving ongoing partnerships
with the community and eradicating the underlying causes of crime will take planning, flexibility, time,
and patience. Management can measure progress by their success in meeting interim goals and must
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reinforce the concept inside and outside the organization that success is reached through a series of
gradual improvements.

As a part of community policing, the project ‘Mitra Kaksh’ was launched in Haryana. The details of the
project are described in the next paragraphs.

MITRA KAKSH

The project ‘Mitra Kaksh’ was launched on 27.11.2017 as a pilot project in Karnal and Rohtak.
Presently 17- Mitra Kaksh are functioning in Rohtak (8), Karnal (8), and Panchkula (1). The construction
146 Mitar Kaksh’s are administratively approved.

The vision of the project is to provide citizens dignified access to police-related services through
a single-window system and to win over the trust of the community. These centers are providing space
for police-community partnerships in crime prevention, grievance redressal, victim assistance, and
information related to law, rules and procedures, civic rights, duties, etc.

The functioning timing of Mitra Kakshs is from 9.00 AM to 06.00 PM Monday to Saturday with
a dedicated help-line to support the victim of crime in general and specifically women and children.
These centers are providing services which include complaint registration, delivery of copies of FIRs
right to information character verification request, employee verification, police clearance certificate,
untraced and cancellation reports, no-objection certificates for armed licenses permission for religious
and political processions, verification of tenants, registration of servants safety and security services, etc.

Mitra Kaksh is playing a significant role for the public to lodge online complaints free of charge
through Har samay portal and complaints are disposed of within seven days. It is a beneficial project for
the general public as well as for Government, as shown in the below-mentioned performance report.

Performance Report of Mitra Kaksh 27-11-2017 to till date

District Services Provided

Karnal 1,77,991

Rohtak 45,687
Panchkula 62

For proper utilization of services provided for the general public and to upgrade the functioning
of these centers, 46-services are to be launched in near future, which has already been approved by Govt.
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Police Headquarters, 12- Subhash Road, Dehradun, Uttarakhand-248001 dgp-police-ua@nic.in
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Andaman & Nicobar Police

Police Headquarters, Port Blair, Andaman & Nicobar Island- 744104 dgp@and.nic.in

Policing involves the delivery of law enforcement services to the community. The traditional
policing models have been largely reactive i.e responding to calls for police service. The interaction of
police with the citizens is thus mostly of an emergency nature when telephone calls were made to dial
100/112 number/police stations or otherwise crimes were reported. Police then swing into action. This
is the traditional reactive model of law enforcement.

In recent years there has been a drastic change in this approach, with police being proactive in
delivering services to the community. Today, the police and citizenry are working together to identify
and address various issues related to law & order. As a step towards community policing, Police Stations
have been organizing regular awareness programme on Crime against Women & Children, POSCO Act,
JJ Act Domestic Violence, Citizen Committee meetings are being conducted in various villages & at
Panchayat levels.

Besides these, the following steps have been taken by the A & N Police -

. Regular meetings by Police Station Staft at ward/panchayat level.

. Interaction with fishermen, vegetable vendors, and various small shops to collect intelligence and
find any grievances, if any.

. Active tracking of social media platforms to follow issues of public interest and to curb the
spreading of any fake news.

. The police also utilize assistance from the Police Mitras and Mahila Police Volunteers for gathering
intelligence and maintaining law & order and also to disseminate information.

. Meeting with senior citizens is being conducted at the police station level, to understand the
problems of old age people regarding safety and security.

. Sharing of contact/telephone number to an elderly person of respective police stations.

. Beat officers have been instructed to pay special attention to any matter related to senior citizens.

Community Policing Model can help in reducing the trust deficit between police and the public
as it requires the police to work with the community for prevention and detection of crime, maintenance
of public order, and resolving local conflicts, to provide a better quality of life and sense of security.
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Tripura Police

Police Headquarters, Agartala, Tripura- 799001 dgp@tripurapolice.nic.in

Best Practices of 6™ BN TSR(IR-II)

Tripura, one of the smallest states of the Indian Union is situated in the North-Eastern part of India.
Though it is a very small state it shares a border with Bangladesh, Mizoram, and Assam. It is surrounded
by Bangladesh on its north, south, and west: the length of its international border is 856 km (84 percent
of its total border). It shares a 53 km long border with Assam and a 109 km long border with Mizoram.
Due to varying reasons; political, social, economic, etc. Tripura has witnessed insurgency on its soil. To
name some of the few insurgents groups that existed and operated in the past were; TNV, ATTF, NLFT,
etc.

However, a concerted and planned effort was made by the Govt of Tripura to curb militancy and it has
proved fruitful. The state has managed not only to curb it but has managed to sustain the militant free
environment in the state to date. But, despite all that has been said, it is still a fact that some militant
groups are trying their best to make their presence felt once again. They have not been successful but
their continuous attempt is being observed and has been put under the microscope. It has been now over
a decade that militant groups have not been able to make their presence felt once again but are constantly
trying their best to regroup, recruit and raise funds for their survival.

The acronym of ‘SMART’ in Smart Policing reads as; The Police force which is Strict and
Sensitive, Morden and Mobile, Alert and Accountable, Reliable and Responsive; Techno-savvy and
trained.

Now, to curb and contain militancy our unit has adopted the following SMART practices :

1. Maintaining of SOG: The 6™ Bn TSR (IR-II) has trained Special Operation Group located at
a strategic location to operate against any movement of the militant group and thereby to foil
their plan. The members of the SOG group are disciplined, strict as well as well trained in jungle
warfare and jungle operation, and are motivated and alert to face every challenge. The team has
hitherto managed to prevent the entry of militant groups into the state.

2. Mobility & Modernity of the SOG: The SOG is mobile and well versed in modern techniques
to counter-insurgency problems within the state. Every Battalion of the Tripura State Rifles has
SOG. So, these group works in collaboration when the need arises. They are not confined only
within the AOR of one’s own BN though in normal situations they move only within the AOR of
Battalion and its outlying posts. The members of the SOG undergo a Refresher Training course
from time to time to remain fit and effective.

3. Intelligence system: Another good practice adopted by the unit to Counter Insurgency/
Militancy is maintaining a good Intelligence system. The unit keeps trained personnel to collect
reliable information about the movement of active militants/ extremists and sends feedback
to the appropriate authority for follow-up action. This helps a good deal in checking extremist
movements.
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Feedback and Analysis: After every operation made by the SOG the Zonal commander or the
operation commander submits feedback to the competent authority, which in turn is analyzed
and debriefed for future operational benefits.

Working in Collaboration with Sister agencies: As a part of countermeasure towards extremism,
the unit also works in collaboration with the sister agencies like BSF and every reliable information
are shared and sometimes joint operations are conducted along with the porous border areas.

ADP, Community Policing: Another countermeasure is constant Area Domination Patrolling
being conducted by the personnel of outlying posts. During such patrolling the house of
surrendered extremists is visited and information is collected about their whereabouts if not
found in their respective houses. Besides ADP they also conduct the Prayaas Meeting, which is
one such initiative of Tripura Police to forge a strong Police Public Partnership aimed at improving
the delivery of law enforcement services to the community and thereby controlling crime as well.
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Indo Tibetan Border Police

ITBP Headquarters, Block No-2, CGO Complex, Lodi Road, New Delhi, Delhi 110003 dg@itbp.gov.in

Introduction

Left-Wing Extremism (LWE) presents a serious internal security challenge to India that needs a careful
and coordinated policy response from both the security front and the development front. For the CPI
(Maoist Party of India), the main outfit propagating LWE the plan and execution of this style of people’s
war against the state is like the Churchillian ‘a riddle wrapped in a mystery inside an enigma. On one
level, the LWE can be described as a democratic revolution through tactical offensive with the tactical
speed in the protracted people war of strategic defensive. On another level, it can be simply castigated
as terrorism disguising itself as a class struggler and social justice. Any riddle mystery enigma cannot be
understood or solved without finding the missing links or the keys. The keys are counter-strategy and
tactics and these have evolved from the challenges presented by LWE. While some counter-responses
have worked well, others have failed in their objective and many times compounded the problem. Before
developing any comprehensive counter approaches it is important to understand the riddle, mystery,
and enigma of the LWE strategy and tactics.

The strategy of winning the hearts and minds

The Integrated Action Plan (IAP) launched in 2010 to develop 82 LWE affected districts is one of the key
development initiatives in operation. There are additional schemes for the generation of rural employment
to build roads, infrastructure, schools, hospitals, and efforts to activate the Public Distribution System
(PDS) with a bid to make subsidized food items reach the impoverished population. There have also
been efforts to reform the land acquisition laws for new industrial as well as mining activities in the
tribal inhabited areas. Legislation has been enacted to protect the forest rights of the troubled population
and initiate land reforms in various states. Implementation of each of these measures however remains
a key challenge, affected by bureaucratic inertia, political myopia as well as the challenge posed by the
extremists. The Security Forces (CAPF) who are fighting the left-wing extremism in the frontline should
be provided with more schemes and budgets to interact, monitor, and execute development work on
ground zero, to gain trust and win the hearts and minds of the local population.

Proportionate use of force

The CPI Maoist has carried out a sustained and systematic campaign of violence targeting the security
forces, police stations, informers, and civilians seen as sympathizing with the state. Deploying security force
battalions into the conflict-affected areas has always been a convenient strategy of gaining control of the
liberated zones. The area under extremist domination has shrunk after security forces cleared some Maoist
strongholds and manage to free areas previously controlled by the Maoists. Police stations previously most
vulnerable among the Maoist targets, turned into impenetrable fortresses operations should continue till all
the hardcore extremists are neutralized.
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Dynamics of Maoist insurgency

Some sections of the society, especially the younger generation have a romantic illusion about the Maoists
arising out of an incomplete understanding of their ideology. The central theory of the Maoist ideology is
violence. People Liberation Guerrilla Army (PLGB), the armed wing of CPI (Maoist) has been created with
this purpose.

In the areas under Maoist domination, the absence of governance becomes a self-fulfilling prophecy. Since the
delivery system is extinguished through killing and intimidation, this is the step in the strategy of the Maoists
to seek to control the countryside. In the meanwhile, many frontline organizations are created to facilitate
mass mobilization in semi-urban and urban areas through ostensibly democratic means, most of the front
organizations are led by well-educated intellectuals with a firm belief in the Maoist insurgency doctrine.
These ideologies function as masks to cover the violent nature of the CPI(Maoist) ideology. They strictly
take up issues like displacement of tribes, corporate exploitation, human rights violation by security forces,
etc. and often makes fanatic claims in this regard which get repeated even by one mainstream media. The
front organization skillfully uses state structure and legal process to further the Maoist agenda and weaken
the enforcement reasons. The important function of these organizations includes recruitment of professional
revolutionaries, raising funds for the insurgency, creating urban shelters for underground cadres.

In a nutshell, the CPI (Maoist) the main Lowe outfit in India, aims to overthrow the existing democratic state
structure with violence as their primary weapon and mass mobilization.

Important initiatives for LWE affected states

i) Security Related Expenditure (SRE) Scheme

This scheme was extended on 27.09.2017 as a sub-scheme of the umbrella scheme modernization
of police forces for 03 years till 2020, further extended up to 31.03.2021. Under the security-related
scheme, reimbursements to 11 LWE affected states. SRE relates to training operational activities of
security forces, ex- gratia payment to the security forces killed /injured in LWE violence, compensation
to left-wing extremist cadre who surrendered. The SRE scheme aims at strengthening the capacity of
the LWE affected states to fight the LWE menace effectively.

ii) Special Central Assistance (SCA) for 30 most LWE affected Districts

This scheme was approved on 27.09.2017 as a sub-scheme of umbrella scheme, modernization of
police force for 3 years i.e., from 2017-18 to 2019-20 and was further extended up to 31.03.2021.
The main objective of the scheme is to fill the critical gaps in public infrastructure and services.

iii)  Civic Action Programme (CAP)

This scheme was approved on 27-09-2017 as a sub-scheme of umbrella scheme modernization of
police force for a period i.e., from 2017-18 to 2019-20 and was further extended up to 31.03.2021
CAP in LWE affected areas is being implemented since 2010 -11 to bridge the gaps between
security forces and local people through personal interaction and bringing the human face of
SES before local population. Under the scheme, funds are released to CAPF deployed in LWE
affected areas for conducting various civic activities for the welfare of local peoples.
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iv)  Media plan

This scheme has been approved by the govt. On 27.09.2017 as a sub-scheme of the umbrella
scheme modernization of police for a period of 3 years i.e., from 2017-18 to 2019-20. The Maoists
have been misguiding and luring the innocent tribes/local population in LWE affected areas by
their so-called poor friendly revolution through petty incentives or by following their coercive
strategy. Their false propaganda is targeted against the SFS.

V) Road Requirement Plan-1 (RRP) for LWE affected Areas -

This scheme is being implemented by the ministry of road transport & Highway for improving
road connectivity. The government approved RRP-1 on 26.02.2009 for providing adequate
connectivity in 34 LWE affected districts of 8 states. The RRP-1 envisages the construction of
5,422 km of roads for Rs. 8,490 crores, out of this, 3887 km of roads have been completed at Rs.
5,341 crores as of 31.12.2019.

RRP-1 to further improve road connectivity in 44 districts of 9 LWE affected states, a detailed list
of proposals for the construction of 342 roads (totaling 5,466.31 km) and 126 ridges have been
included in the EFC note of the ministry of rural development.

vi) Installation of Mobile Towers:

In 2014, the union cabinet approved the construction of mobile towers at 2199 locations, identified
by the MHA in consultation with BSNL/State Governments in 10 states. By 2019, 1032 mobile
towers were operationalized.

vii)  Integrated Action Plan (IAP)/ Additional Central Assistance:

The NITI Aayog (The Planning Commission) had commenced the IAP in 2010-11 covering 60 tribal
and backward districts for accelerated development by providing public infrastructure and services.
The scheme was extended to 82 districts in 2012. From 2012-13, the scheme was renamed as aca and
extended to 88 districts covering 76 LWE affected districts. The major works included under IAP/
ACA relate to the construction of schools, Anganwadi centers, drinking water facilities, construction
of rural roads, panchayat Bhawans/ community halls, godowns/PDS shops, livelihood activities,
skill development/ training, minor irrigation works electric lighting, health centers/facilities ashram
school, construction of toilets, multi-purpose chabutaras, passenger waiting hall, special coaching
classes for students, and development of playgrounds, etc. This scheme was in force up to 2014-
15 and discontinued from central assistance from 2015-16 of 1,31,859 projects taken up, 1,39,729
projects have been completed by 7.1.2016

viii) Implementation of Scheduled Tribes And Other Traditional Forest Dweller (Recognition of
Rights) act, 2006:

The government has enacted this act to recognize and vest the forest rights and occupation in
forest lands among forest-dwelling scheduled tribes and other traditional forest dwellers, who
have been residing in forests for generations, but whose rights could not be recorded. The rules
were notified on 01.01.2008 and have been further amended on 06.09.2012 to ensure better
implementation. The ministry of tribal affairs has also issued comprehensive guidelines on issues
relating to the implementation of the act.
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ix)  Surrender and Rehabilitation Policy

The government of India has issued revised guidelines for the ‘surrender-cum rehabilitation
scheme of left-wing extremists in the affected states, which is effective from 01.04.2013. The
rehabilitation package in the revised policy, inter-alia, includes an immediate grant of Rs. 2.5 lakh
for higher-ranked LWE cadres and Rs 1.5 lakh for middle/ lower rank cadres surrendered, to be
kept in their name as a fixed deposit which may be withdrawn after completion of 3 years subject
to good behavior. They will also be imparted training in trade/ vocation of their liking and paid
a monthly stipend of Rs 4,000 for 3 years. Besides, incentives for the surrender of weapons/
ammunition are also provided under the scheme. The government of India will provide 100%
reimbursement of this expenditure to the states under the SRE Scheme.

Countermeasure by combating

To combat the LWE menace, the govt.of India has formulated a national policy and action plan in 2015,
which consists of a multi-pronged approach comprising security measures, development initiatives, and
ensuring rights and entitlements of local communities. MHA is supporting the state governments extensively
by modernization of CAPF battalions, local police, and other agencies engaged in tackling Naxalism and
equipping them with sophisticated weapons, UAVs, and provisions of helicopters. Funds are provided under
the Modernization Of Police Force (MPF), Security Related Expenditure (SRE) Scheme, and Special
Infrastructure Scheme (SIS) for modernization and training. Besides, security forces are continuously
launching anti-Naxal campaigns like interstate/district joint search operation, area domination, MCPS,
ambush, etc. in the Naxal infested region.

Specific Countermeasures Taken

Review and monitoring mechanisms: Many reviews and monitoring mechanisms have been put in place
by the government of India in this regard and the Ministry of Home Affairs monitors the situation regularly
at various levels.

i) Strengthening the Intelligence gathering mechanism:To counter the growing challenge of LWE
activities, several steps have been taken to strengthen and upgrade the capabilities of intelligence
agencies at the central and state levels. These include intelligence Sharing through Multi-Agency
Centre (SMAC) at the subsidiary level on a 24x7 basis.

ii) Better Inter-State Coordination: The area of operation of the Maoist cadres is not confined to
one single state. It is often spread over two or more states. The government of India has taken
many steps to improve inter-state coordination which includes frequent meetings and interactions
between the official machinery of the bordering districts of left-wing extremism-affected states
across the country. States such as Bihar, Odisha, Andhra Pradesh, Telangana, and Maharashtra
are particularly vulnerable to Naxal Violence. Interestingly, West Bengal where it originated
ceased to be on their radar now.

iii)  Tackling the challenge of Improvised Explosive Devices (IEDs): IED is the most potent
weapon in the hands of Maoists. The Union Home Ministry has formulated a Standard Operating
Procedure (SOP) on ‘issues related to explosives/ IEDs/ landmines in Naxal affected areas” and
the same has been circulated to the stakeholders for compliance.
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iv)  Strengthening of air support: State governments and the central armed police forces (CAPES)
have been provided with enhanced air support in terms of UAV's and helicopters for Anti-Naxal
operations, including evacuation of causalities/injured persons.

Conclusion

It is the belief of the govt of India that through a holistic approach focussing on development and security-
related interventions, the LWE problem can be successfully tackled. However, the left-wing extremists do
not want root causes like underdevelopment to be addressed in a meaningful manner since they restore to
targeting school buildings, roads, railways, health infrastructure, communications facilities in a major way.
They wish to keep the population under their influence. This needs to be recognized by the civil society
and the media to build pressure on the left-wing extremist to eschew violence join the mainstream and
recognize the fact that the socio-economic and political dynamics consequently the process of development
has been set back by decades in many parts. Aspirations of 21*-century India are far away from the Maoist
view. Further, an ideology based on violence and annihilation is doomed to fail in a democracy that offers
legitimate forums of grievance redressal.
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Police Headquarters, Sector-19, Atal Nagar, Raipur, Chhattisgarh- 492001 ps.dgp-cg@gov.in

I Ufaefafest & faeg B3 A5 AR 3 & U8t
Teaferdl & aR & fatdR Ydes ST 3maae @ -

AT - Ty & Uit I H A Th R f5idHT 319t Hikepfded Uge & feid STHT S1TdT &, 3998 el 31t
3151 I8 T4 3R 3mds & foid =t # 8 | nfafbiaar, aifwiar ik Ferditaar & qa @ey are HRA
AT ¥ & fafia wut & amg & | ieret &, Fawet &, e f&a, sddt féan, ammfsie f&ar snfe
U A FHTST fedds 1dT 511381 8 | Td=IdT UTfE ULTd 2f & YdTaR 1541 A 3%dTe Td fed, Usire # f&ar 3k
3TddbdTe, STH-BRHR H ATddbdle, 31Tl Uel, STRUS, BdETe, 35141, f6eR, Brfcd, Hed Uerl, HERTY,
IR U2l 3R UfYH SITeT H Tdel 3ATddbdlq TG Pt dedt Udfddl & BRUT HRA I FATST bt Hi< bt G20
FCol T & | 37751 IH15T IR T8 gRacTTare! g1l 8ld STE & |

YRd H T d 3eIad & U IR fay § aiiare! afbadrdare & U § €1 oPit & | 59 9751 4
S21 b ATaRds & R T THR The TeT e féar 2 |

feaT W 3meTRd EfEhI0T AT AT BRI W ARATD Eldt & | hifd b ATH W - e arrmet & Anf
P YR BT & | 3Tdeb 3R f&aT Bt HY USTTa o bl U9 Tt 2dT | STATAT BHT i 31Tdd P TR A
BIdT & | ATddb & TER GHITd AT & IR § i1 T UfdTHT Afadbdr & |

TGS T phifd b THt Uqgfd 8 5 3rday &l 7 & 3cud gidt & | fay &bt ura: ot sifdat ar
HTETeTA! &b el H Uh of gRT &R aIf T MWOT qAT deebleita Jdl &b BHSIR AT UeiEl &b Tl FHTfeid
faera &1 Afdal b smacaddr g gHTdt &1 2 |

WRd A gfeal A snfearft vd HHIR avf & @1 319t uga WATUd B3 A 3102 38 & | 3HdI ol
BRUT 3BT NYUTIET B | TG ScATebl A RIS, TR, ATATATd &b HTEHT ol FefaT 34T 28T &, 518 51
&A1 # fFameRa et et Ht fdera Bt g eRT A nfAe 78t 8 urd |

HI3{IeITE T 81 577Tell Td W51 TrieT § Tfd8 Jat 381 & | HRd # Aiiarct nfafafeat & gvifaa
AP AT T €, STal & 0T 3R U851 &b BRUT HiMfaid fRifa fawm € | snfeardt snerct &t agaar &
3R 5781 G W@lA5T Td UTdbidds ATeAT & dras]e 3Mfid fddry &t 71fd et & 2 |

HRd H 79T ATddbalg &1 SRR gestiadal, il , fdenferat a amisie erfeaft # H ag
T8 | GAW TR GHE HRd TRPBR deT Heiftid A58 BRI &b feid T HRY AT S T & |

BT IR dR R ARIeTdIE T ATHTSTh-31Tfld THET &, Aifded f2dT &b I W I 5T b
BRUT YE GTeI BT HawT bt fifd FHl Jgame |

:9cg ABfaTfedl # 371 BT ATHAT B 3R T & ol Tod B4 bl IR0 Td 2Afch Hit g8 &,
H3IATG 3Mfearnadl &t seast & faid oY o= 38T & AT ISdd gl dl UTTe &b faid 37T 3uAT o= 38T
eSO farT Rk asa T 2 |
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& foedt vt g g7t § Tilerf 98t @ 7 58 fdt ave STR-IST 58T 51T AdbdT & | Afded T T
P g Afde Fimert 8dt & b a8 37 BRoM &1 337 g, foiaq, fasavor &2 5ad g8 fear gAudt @ |

ARATdIE &1 3.8d Td fdb™ - WRd & IRIdTct ATGIeH B 96T d 3dR dJald b s UfeH §ITTet 59
& 31fd IS qeIT G151 & TMid TraeTdTSt § 02 AT 1969 Pl Tféd Teb TeAT A diRATT 3iTddbdre & sfaer™
®I €l gcd fGaT | TRaeTdTst 7Tid & T 3Tfeardt gab faraet (fBam) 7 319+t YfH Bl Siad &1 31ftdR
~ATATAT Y YUTH PR (U W d b 5iTd- BT T T dl T Y- TRl 3 3704 U] &b 1 38 WR ATHHUT
& & 39 &y & nfearfaal # sq gedm B sToReE Wﬁfﬁ?ﬂg‘gsﬂ?25ﬁ's‘1967aﬁqo|1awm 3R TS
H5(HER & Adcd A STHIGRT & deal bt STHI B &1 TE Fod 83 3a1 | 39 3Tcle A fdgg &1 3u
YRUT 1 fel T | Sﬂﬁwwsﬁmaﬁ?ﬁmﬁaﬁa’rzﬁmg‘rﬂé | THRETET-ATHRETET- TdeTaTS!-
TRACTITS! BT ART S ATGIA H d I151T | TAAcAaTs! TTid A YR B4 & BRUT 58 HY Bl TdeTdG bl
ST @01 | T ASTS! ITid UfgH §7Te 15 & qlistict 5iet & e gt #ed & siarfa san @ |

TAHM | 3T Uc2l, f[deER, BdiarTe, STRWUS, Bfcd , e U2l HERTY, 3Tk Vel 3R ufgw dma
HRNATGAT BT ATel IMAART 7 I1AT €1 Tl TeaR | 3114 dTet 31feidsier 8 ¢2f & fAeHan 5ial & 9 v
€ | W51 Td arfAt & 3gRd Py & Tgi bl e &I Jei ATER € |

Taacrare &t gt At/ aaard/Bria: - TaTerde B 75 [fgid T2 pifd € | 39% ded 2Nfeq,
3ufeid vd gfeid @t 3ot Fe 2rfts @ Ysitufdaa, STHICRT, ATEART Td ATH®T B 30T fibR §HTd & 3R
ST DY AT 3T AfTBR AAA & |

JdgeTdle cldbdifzd Fdl # faUTd Tt BidT 3R 396! 919 I ¢ fd Ja1 deie 8 78t dfe gete
8 fAeperdt € 3R I8 5Tuafta gldt € | 371 AT € fib §igep &t Teit & fAper aret am & Asieyl, TR,
AT 3R AeH orf &l YT, TR, HEIR, dITETeit Td theald! § Heb PBRIbBI Jdl H 37! HPTGR!
gfAfgd B & ary AfafFuRor § ufdfifaca adt 2 |

HI3eTET faaREmRT &1 UHA o183 HRd A YSTTd S bl STHIA I 3%a18 thepAT 8 3R 3Hb U IR U Bl
a1 fAfHa <A1 8 51 o GATsT A Bifdert aRadd & ol v e 94 |

ARafera) & PRIBH - Tafa 7 319 TTfafaferRn BT T B & o B BRiGH aIR A & | 370
T U BTdshH FAH € |
01- STHIGRI & IRY 5THIT 37R Ird51fAds STHIT &1 3Tect &R 39 STHIFT Bt fdoaTi & 7ed fdaruT AT © |

02- faazor ufd @t 3R W fBar SR 3R fear faaka s & Aifcie s STR—JTT dor sTHIT
B1d B & feid 3¢ HerIdT HedT s S

ARIIdIE Bl BRIV /AT D

TP HY YT 579 Addetdic &l dael faery vd et @ 5137 201 3R 88 dariie TR R A6 3R
317felcs e HIAT STTAT 2T 57 ATcehTef 1 ! T 2T &l RaTS By & foid fAfia gam o |

Tagerdiet &b THAq H difgd arf & T o 91HA 311d & | 519 Tagetdrat 4 60 & I &b TR |
ATl B 3761 &P A & foid G PIf BT fa7]eT ST I gAAT BT e 39 31K 37Tahfud fasan
AT | TET 379 37 ATHIHRIT deb A&l fAeTd € | IdAT BT TddeTdle 37U HetHd 3623, figTd 3R erdyomet
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T EC DI 8 | 379 TIGAdIG BT URafdd el ATHA 377 38T 8, 51 7 bdd fddd &, Sfed diHed 91 & T
379 BTT B 315TTH ¢ TET &1 379 TRIeTdIG bl 3R HTdd, TTGRT T GRIGIe 8 gl & | fard 20 asf |
MY fRIRY & o1 Aaafctdl A 37T A Pl ST & St BT & | 37 foidl rfeanfad ed afeidl &
TREMUT b He AT NI B T2 & | IRAfdd ERTAA R FeRIcHt BH3IR Ud g ot GHGTT & Ufd HagTad
BITRE |

TRl d8 AR, 3T, ATEPRI d ShaR] bl TREUT ¢ &b TdsT H 374 MRI 9ged & |
9 dRE U ST 5T a1 d TRIET o 3Tfeantaal ds 2Mubi bt Heg Bid & | Tt ATaTRAT Td Jemmafaal §

EURAT a1 PR 3e &1 d fohdldit, 3TUER0T Ud EcaT Sidt TeAT37l &bl 315TH & 38 § | Sebl H BHIRM [MT 3R B
I HEH IR &b TRBRT BERT Pl HIHT RaAT 37T I0HITG BT T s bl 2 |

HRA ® ARCTdIG - TRBR 3ATb3] &b IR G20 b TITHIT 20 1531 &b b1 220 el § Taaedt febet 7 faset
BU H HISG 8 | TE &R BT ITHIT 40 FfaRId Y-HIT 3R 45 UfdRrd aTelT &3 8 | IE 311heT 37 3= 3UdTet
HTGIEH! bt gor T H dgd 31fdid 8 , 511 2l & 11.09 Ufderd &7 3R 45 Ufderd SHdT # 317ded 6T ugig ¢ |
HIM{eid 28 T¢I db ditd 92 B5TR i fh0HT0 b Teei! THT & &1 i 38 BRISR BEl SITdl € | AddeldIq
BT YHTIdd &1 AUTeT bl HHT I S Blh CIeivl H BAicd ddb STTdl & | HRd &b T Tsi=t 31 &b TR
AT H 20 E5TR TR Al Td 50 E5TR FAAfAd b33 511 31eT71-37617T Faictt 161 § B R L 8 |

YRd & WA et @1 - fuar € -

HRd H BIC 3 66 TaIcll HIT6T TRRA BT b i fedT b1 I¥dT 31T BT 2, dlfdd 47 dR W R
HRIfATC Ut (AT3NaTEt) e 3171 8 | §9b 3faRdh HRAT ergfATe urdt (Aradaret-a-erct ) & &8 faka?
TUEE |

01- BRI UTel 3T Sfosar (ATadfaret- aifAqarct ) tiged ar U - 59d TH! U1ey Td e T7eA|
02-  HBNAIET BRIAR T (THATHT) S8 THT UTHU Td Te 716 | (05 fGHRR 2001 & YHTeT)

03- PRI UTel 3T SUSAT (ATBNATET)- S8d FHT UTSU Td T HITS | (22 51 2009 & JHTd)

21 fHdRR 2004 &Y FRIATE UTeT 3Tt Sf2aT (ATeRdaret-afAarct), fiyedar U 3R Aredardt erRIfA
Q=3 (er ) &1 eryfAwe urdt 31t SfEar (Amsardt ) # faer g |

BRI Ut 3110 SfEaT (ATedardl-aifATardt) &t Taactarst RaT Td el giAdt gu 5
BRI UTet 3110 SfEan (Hredarct-afAaarct) Bt sRifs & ATH A STHT STTdT AT BT BRI UTct 3t
sfEar @mnaret) § fae & |

e aR U - g TdcTdIe bl 3RI5Tbdrare! [daReRT 8 | A7 & 57 féT 22 31%eT 1980 BT 31T+l TRl
& et faorg & v Tpet fRiares plusTdedit Hiar AT T AffetTg & Teded! AdT PIvesIHAT & A1 fAed X
GIqed IR U &1 RATYAT 6T | FiYed aR YU BT Agcd bi1d AT gRT fbaT STTdT & | 59 A 7 21 it
TeH Ud 6 AT e ¢ |

TR bl HITAT:-TdNTeit HITGA] bt HTHT FHETTAR & -

01- bl TR R Ulfeid R, el BAC Td dge fAferdt BHIM BRId 2|
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A fAfedt wHlA & e ua $U @ g fawrr 2 |

01- g3 fbbat BACT (i)

02- f5c1 BHIUS (3R

03-  TR[eT TaRM <X (TH.E.H)

04-  frfeidt seeftsi~g (TA.3TS)

05-  Ufeeidhe ©Us fEeiRRaet diS 311t 57

06- Il fAfeidt s~gae W (Fenamse)

07- PRIFADBRAE

08- faedat B3R AThfGd BT (¢4t am)

09-  Ulgew cftereM Rear 31HT- 58 dfiH U e Haed dd & -

a  UHE Sl - BRI, WIe , Wi TRRM ¢, Sclisi~g gfc,

b-  fgdla ot - TWRIeT ReedT Tharas , dibel Rexdl TRITds, We, fEfigae/fEdise oiaer &n
c-  3MUR d - Ulged fAfcifRidT, UTH 3eid oo, TRAT 87 G, Gethisth~ WIS,

02- TFIRW

- WewHId

b- ¥ fAfcidt BHIRM - 88d  31=d7id ST BHCT Bd TRAT BAT BrRA ¢ |

Taafcial &t BRIOTTE - Tae JRem gal Bt die daf e &R IRl Bl 3 § | CREIRKEL ]
©d I TP R AT 3R U8 FRT ¢d 8, 588 g sPTET & Yfcid ot Ud JRefl 9¢f Herddl e Ugd 1
b | TRl STHIT | 4-6 i & 31eR Uh q1dbat T faBTd €, difcs Yfetd aet 38T UdT 7 o/l Jb | I
TS 12 51 &A1 H B8 57Tel R Yfeid 3R 37ef A ol Pt hidl IR gHAT BId & | TBRT UfdSHI Bl
T8 IR & WHRI Trfd Td Ml 9166 B ¢fed & | adi | Tauel ofret 91 # el sfcanfaat & gas
gafadr Ht 2nfiet 81 32 €, Riifd 32 31a (Fafia $u A dd7 fAerdr @ | fRifera ufifera g SRASPTR 87 6t

37U Fagct 9T | 6000 & 15000 BUY ddb & ATGD ddd W IASPIR A BT & | Tagait offtel 941 # e
3TfeaTtadt & gad gatdal BT A e fdTsd Ud gTddb ¢ |

HRA A THRICdTG & BROT:- TaRIc! 36T bt IRUTT Hel & 2 I fAct 81, IR o0 &bt ATATHids Ud 3Tf2ids
uRfEifdal 3 58 fdbr & foid 3T A dIR &t | Ehidd dl Ig & fb 50 3627 &1 58P 36T 81 &b
BRUTI Pl TE BId € | S7PT 3639 & HSERT ATH T Pl RATIAT BT f578H AT, pUDI Ud 310 Tl peret
't BT YT & |

YR ¥ TaGerdrg & 369 81 & fa HRT S -

01- TS & g 31fRie, TR, 31eTHar, ATHTsid Td 31feld fissmA |

02-  &Eladr, srdfeid faddrd, sRIsPTRY vd A e U8 |

03- cfcid Td 3mfeardt aif &T 39AH, 3cisT 3R IHTGid JfeshR |
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04-  YfH GERY Bl yMTelt &1 q @] Tt fdoar 51T |

05-  IPR GRI FAdH H3IG3t BT ([HURUT 63 & STasie Y-FrfHal gRTYfHEH fdBam] bl BH AsTgll G
37T NYUT BT Td STHIERT gRT TR fhamHT T HfH FiRet e 37T 0907 BT

06- oI &l TEHCT CTchal dT 3= HHIET P BRITR W IR ATfGaraal B1 fAF=01 eH1 vd dUe0T {6

TR gAY BT 3fd Hed A&l fAerT |

TRACTATG! THEIT BT YHTE:- THRICTdTC! HHEIT Bl Uh 3R S8 HBhRIcHD JHId UST &, dl GEsT 3R SHPBT

ABRIHD YHTd a4 Bl fReTdT 8 |

H-  AFeIdIe! GHRAT BT JHIT R BRIHS YHIT - Tagcdict THET BT 0131 R 8 THR 4
JBRIHD YHTT UST & |

01 AP 3TGIeH BTl ATUP BU of bl &, FATST b GHT a7t vd IHt 31 IHE & @7 589 R A
STHGRI RAd € |

02. Tt Tele & BRUT AMfSd o@f, Asigy dT 79 vd weaw of & fBam 347 3ifderl & ufd
STPTB Td Tid U & 3R STHIA, UTdhfdd JATEMT Td 5i7Tell bl 3194 31fdfSd 31feidRi R 3ifeibR 5dT
EE

03.  37fcarst arf Forféd g311 € 3R STHIA Td 5i7TeT &b JATEMAT U 37 3fedbR BIIH gL & | fTfcardt arf
I 8P DI YABT TR 2 |

04.  MCATTEdl # dg ud &b SbaRl, ATUTRAT a1 AfEHRAT & fabe Fa fbar g, f5idd BRI 3= &
HABAATC Hi BT 82 @ | 3= IHIUST & 3fcid Hed UTd 81 38 € | dg udT digd i Asigdt # i gfig g8
gl

05. 2M9UT & fdeg Jad &3+ &b BRUT 3MMfarfgal & NToT H HBHI TS € |
06.  #sigX of I 3feid AT T BT & € |
07. IRPR BT M ATHIUT T gaiaad] § fahrg dt 31R 71T & | 379 39 &1 § fdbrg &t sl &r

TTefidsdr ST ST § |

08. et YMTfdd &Yl § STl db 37AE 3TETEfe PeTs R Ah oPil & 3R 3TORIfErT & soRTfees fdfafeat
W GATATE |

g  Aacdict GHET BT U R ABRIHP WHIEA- Tacdict JAXT BT Ia75 R {75 gbRrR 3
APRIHD YHTT UST 7 |

01 WA Bt aARl | CH Fagdd b AfthTd sitad # Ht B3 2d He € 5d f6d I dud R dbd
€, IR 38 g TEl B UTd A1 38 AHAh Tel B UTd A1 38 pifd &b A Tel GHsT UTd GFRI &
TE AZ TR E |

02.  TdEcit A3 & BRUT ATHI STsitad g1t die A YHTdd §31T € | Tddfctal & BRUT dHIH FRPR]
YIS 3W U 778 |

03. Adwfcidl & dis-Hig Bt Mfdfafeal & BROTIA APT B ThAM 311 81 d a1 d {hd wie Jad?
Ueidt 3814d € A1 U3l & sffa didbs! 311fS d 37eRTEl 309 PR JhdM Ugdid & |

% Countermeasures Against LWE/Terrorism/Naxal Activities




Best Practices on Smart Policing

=3

04. Adfcidl BT 37Td 39 YbR ETdT 81 7T 8 fob TRMAfA 3MfeipRt vd JRaThHAT Ht 37d I & Taae
gHTferd eYsit # 5714 & BarId € |

05.  AdEc YHTIdd &A1 H T féd Tt sig & 3TEIH &b BRUT &AdTHT ETelThlH &1 713 € | YRaed 3R
THTGD AT sig B4 & BRUT & P HHTT TR T YHTI UST © |

06. ANAfGIdl gRT AUTRAT Td AGATGIT F & 311G Pt HiTT &bt STt 8 H R B R AdHhD
Trfadl Be 34d URAR 6t &M b1 HY &1 &dT 2|

07.  HETEd ETe-S5R T&l &M A fCartadi o 370t ¢fAd 5T5d Bt axqe fAe H Brehl WAt eldt
2|

08.  pf¥ Td gAY HUEUT §ic &1 A 3Mfeartadt &1 sfia-fHafe ofed g 7 & | Jeaferdt grT dg uar
b1 ST R oIS TRt Ab A 3nicantaal Bt smsitfaer R faudtd gHa ugT 2 |

09. T 37H MTeardt Yfcdd o Faafeial & sfta d T € | Afe I Tafeidl A T ed 8 al AW
gfeid T HRAfeR 817 BT 3TRIY TPTTR Tdett 37T 33T Bid €, afe I Yfeid 3R gar aal &1
T TEt &d € dl 3¢ Aadfcidl Bl NPT B &b 3R H FRIAR R f@arsidre |

10.  Adgcit R & it faaror yorredt 1t yHTfad g8 € f5dd BRUT s8I IRMA BIelT IIRAT &
U UgI ST € |

N el & & wafta STl 3R 781 3 57 seTre! & o¥ garerdl § 39T fAard o &4 e g,
f5iad erRuT Afdcar gfaeme wifdd g2 8

12. SRl 6t &St A 311 st &b BRUT Aae YHTfad et # JTHIOT 372 reel & b B1e-dieTR
STeRA s B ST & 3Tfeart 9 d 319t a¥qe &d Aebd &, 7 & 3701 575d BT ATHIA Wle Tebd 8

| faaRr 1 3fearfaat ar 30-40 fdail Hiek Aed Teichr 5TH3d bl JTAT Wied & feid ST usdr
€ | 38 3{UAT GTH Hi A STHT § e & el AT EMT USdT @ |

ofEd -

0.  TFIIdIC & da+ & BRUN bl HSIPR Aifd a1 STHT dTfed | 89 JoH H s dg | 57 df HT
AR BAT & fdb TaTTdIG SAAT ATUD Fl BT IET ¢ |

02. PR Bl SH 3R 57TT F Heifeid 37 4T Hel &bt Yol STHBRT gt a1fed 511 Tadeil eI B

icaTfed Bl € |
03. Jddetare & fAued & @ fuss & &1 fadbr, SRISPTRT gX AT a1 YfH e 31fd TaRIH € |
04. gl gHTfad &7 H 318 GRTH bl 31TeRTchdT €, 57ddb fofd aeprt Hifddt vd At o1 agfaa

BT T ATed |

05.  3ffdpan WA HiHT sifafiam o @r fdsar ST =féd 3iR aF BT # HMed &Rd U YfH &1 :
faazuoT fepan ST 2TfEd |

06. WA 3R & ATEIH A YTH 51 B a19d 321 &1 & fdbrareAd nfafafet § emar sEr
el

Countermeasures Against LWE/Terrorism/Naxal Activities E




Best Practices on Smart Policing

an

07.  YcRI S H&g HiFAA! Bl Tcidl A EfR BISdH & YR H ATfHeT &1 bl Ugd Bid &, al Addicial
B 3TMfCanaal & fed # g uRT H A 81 § T&l fEedAr el |

08. Adfaidl gRI fbd T I=R) § Uifsa a&fhdl/ArTRe! & Ted WeH faar s amed |

09. Y\ ud g 3iftipR & Heifehd TrEd HeT &Y ATHA &M ATfed 31K 8 GHTEH & [ v afnfd or
& b STHT T |

10. B g I YfAd gl bl A 36ER) BT ArfeRi 3ucted & 51T a1fed |

1. TGI8 B 9md dF & fad 3R 50 J037 & a1 & fad Th 3waaid R afafd &t meq
fpar stAT =Tfed |

12, Tdcil gy W AR 7 AN &b URSHI &b ol Th TAM G3MTaT Jifd ST ST 2med |
13, GPTI &l AT 3UcTed BRI STHT aTfed 31R 396 AfUdRY B 36T &t STHT aTed |
14, 59§ OF fauersii & gfafd g1 STt a1fed 51 39 THWT BT & AT ddbd & |

15.  dAdcdIGal gRT IeTd 57 I Al Tfdfafert & e del bt eradr § UfdbRIcAs 30 I
e =nfEd |

16.  Adcrarct &l # 37l fadra P dsT did T 3TH APl &t RIdTId g AT a1fed |

7. I BRI DI CH GHT Tdeelt ST &b H1el STd-Thd B Pl dIR EFT ATed 571 d1d-<Atd &b STHeb
81 3R 12T &1 IRAT BYeq &t Hem Rad & |

18. Tt YHIfdd 831 H TTH TREIT et aTd BRd T Tede faRIEit 3ifHam Pl dsT BT =mfEd |

19. el GHET bact I GHET T&! € 58 bde efIARI & T&t [Uer 51T JebdT € | IE U ATHIIiDh
THEIT H € | 3Ticartaal 3l fadbrd & Head § 4o URT H AT STHT e |

20.  Aaelt f&dr R A A & foid Tt 5T B TEYh Uge AT TTfed|

21, FR&f del Bl SgreT HTdt M & foid 73 ERIFR, Jsad UiRiaqvr, fFRaR 3namd, HaR & TdtidH
AT 3UcTeE] BT T 7 BT Td T8 AT ag BT HATIRIB ¢ |

22.  TdEc YHTIdd &A1 H A5PTR & 73 3781 A gfig bl 5Tt 21 |

23.  37IICATIEYT ol 37cht STHIT 3R 5i7TeT IR YUT JfEIdR Ga 3 det A5PTR bt I IucTee] TS ST
a1fed | ATCaTtal Pl g STl ot RadTell BT B HIY fGam STHAT ATME S8 STel bl e bers
Bh bl © |

24,  SASTGY &A1 § ey, Riafl iR fUssuT &Y g¥ &3 Pt YTl ANSHT Bl o] dids ST Yof
SAMCRT & A1 fohar=aed fasar sTHT anfed |

25.  WRMAMA® AR Bl geg b stAr anfed 5w fos amiisics-31feids fadr o1 M TH1sT & faet

i db U I |

26.  fier, Ted, fGaTE, G5 3R -ReplS 34 Awal A 21 Mfafafet & i e & gge ot st
aIfed |

27.  SHsTtadl Bl fRifeid B & T Ty ¢, wei ATt & BrRihH It 5T a1 |
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28.  IAANAY] B ol F Se, 2Ige, STEl-gfedi 31fe v B &b TR BT AR |
29.  HYhH NI &b HeH H I5T TBR B TG R IR 0 dIR BRAt aTfed |

30. Aogd yMTfad &A1 B sftaq argq &t uRfeifaai AR1msTad & | 7 &3 &t 151 ST 3iR @
&1 AATGHAT 30 foid ITRERI 8 77 Gur fdbar sTAT anfed |

3. ol A Yeifed b dbad fearadl &f Jedbr! afmfaal o gt faar [T anfed |

32.  IRPR Bl YA ITd FATRA BT AMED TUT ATHA-YRHT B fdM, AT, BT 3R 7d Gaehl bl
THEIT3] & FATE | 3fdd uget Bt e |

33. U MR AdT &1 URTd od gE Tad(crdl Pl EfdR STeTd G2l Bl {3 URT H ATfHA B & feid
3TTHIET PR §C HHEITT BI dTdl i W3l TR eAsT bt € W BeH FSr-IT ST e |

34. MG & § [iHT Td o MUt o] 32T fdoidd far stHT anfed vd e/ 3! TSRt
giAfaa fdsd s anfEd |

35.  IRBR DI 37 il Bl AT T I Bl & URT H S1e BT & GHT YT BAT d1fed, 57 f&a #
T3+ BT 1T A ’INATS! AT Tadell T dd & |

36. 157 &t # Aaafaial & fafafeaal & dRoT fder™d & &rf 781 81 9138 & 3iR 3haR &l i & &
feid aaR &1 81a, geT uafe GRaiT 3R 3MTaRAd BeH 36T i [dbr 1Al B I STHET ared |

37. S8 91d B AUS FIR-YHR 1 5THT A1ed b cilebda b1 BIg fadbed TEt & 3R THTa & 37etrar
llebd T blg cXiehT T8l € |

38.  AdAfcIdl B AWM, MAT-d1He, Ef2IR Bl A e eld & 39 WR B3l fHIF0T ATaIB 7 |

39.  Addfcidl BT Yo A & feid A fobam ST anfed | 57 fefd {1y S, dedk IR 3R
TR S BT fadebrd Td A fdaroT 31T 2|

40.  TTA1 P b 511G T AT &b 3H IR IHRAT & faer fam siam =nfed |

41,  JecISe UG gdTg difSIIUTh & HTEAd I Tadfaid] & fSbMI BT IdT o TiaT STHT aled | Th aR
3 fEBMT B Ugd 81 571 WR 37db AT 1A= Ief [T 319 &1 5T |

42. Adgicidl & fdeg STHIAT 1818 A WM Yfeid 9o7 /AtRdiesw,/  dheaes, st sik
BIERT B B GAfRId TI BAT a1fed |

43. &g TG 50 B Tl HAT dF Bl HTeld BT dlfed |

44. ATl P ATERYd i 3R e Tonfad] & fdog grf<d gfed erdaret & aiel s 1 &
foTa Ffosar GeATsit & 3Me-ve & |ref A1si1 0TI o1 fwfor féar s amEd |

45.  SHCRI, AUIRAT Td 3EPTAad] & Tadierdl P IT TS5 P dlsd &b faid g d 50 TRBRI Bl
gHfd T SAT ATfed |

46, 39 ot ST BT dc far sTAT T1fEd 5iAd aread & Taafadl B 3791 T767 Ia & e eF
U/ EaT g |

47.  Fagicidl o AET Td RIET I1eA! O A aret 90 & Aead &) Iarg faar ST arfed |
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48. Aagcit fadt vt geqr & 315 S & fad didt-eldt, AT, IR A, RPpre a2 giisies &f
3UANT BRd & TRBR B 57 3BT BT IdT TPTTdR I8 BT T |

49. g I I TIBRI B 3T AT 30 YR I I el 599 o &4 &b Arf R e 38 3nfeardt
el T bl H&d URT A d19d 317 Hdb|

50. 50 B5IR & 37ftics Fadfeid] ol 7 dl 5ict | e bl 51T HbdT & 3R 7 €l TMeit AR 3ehT FHet A1l
fdsaT 5T gabaT & | Fagett fedm R 73301 1ifid &3 & il 397 BT T Y Big S8R fddbea
TEt 81 Tdgeil HRd & GRHA el & 15 fdog ST BIs [HuTiae gg o9 | d 31TH HRT §, 51T 3104
3TfUBRI Bt AISTS &g T8 € | 31 d1d AT STt anfed | fdbra & foid Tebtepd 0THiTd 370ATE STt
TR | AT 3R FgTd T IRAT GITH STH 81 Aebdl &, U] 3Ted et &l debdl |

fAsBY - TaTedIG T Sacid THET & | 3T JHTUT fadt Ht ger gRT fédd aids 3T &t fasa 5
gl | IfS Tagelt I8 gAsTa & fos feaas nfafaferay & Aream @ o WRAHT at &) &1 9 af T8 3BT
[GaRay &, 31dd: TaTIdIc BT Ml d&l 31570 81T 311 U1 | Aifaiea aHefe 8@ ddarg 3R siteier #
affiet itdl &T 831 |

7SpY & BU H I BET 5T Hbdl & fb Tt Il B J1ed dl 3fdd & , dfdd 38 foid 3214 i
TEMA A €, 38 fdodil Hi TbR A —TIHITd Tl e ST HPpdT € | 37b fhdThad 37cd-d §H Td fRIR5HP
fd & uRRaras ¢ | Taaferal & I8 TAsHT aTed {6 fear & wHl Gt & oo erfda et glar g | sfdem
TTaTe & fob fET & o1eT R E1fTat b 7T T A1 IS H IareiT )Tl fed dds A8t aet uTd 3R 37da: favafosa
B STt 8 | aad #, Aadfcidi ot fedT & RieR qoaa: 37 Afts 8id 8, 5 fdd d 58 e1fia A1 ared
2 | ST UBR T 37U fGgd &6 W 37aeaT BRIk € | 3erTaaret Ht f&ar Saress il &I 3fTdfdd aid
& 3R Agei! vl | B8 | 37T o2l & Ufd ST Heerug 81 5iTdl & | Afdh bt 8T ol UHId gRT 3Tddbdig
, AEPTAATG Ud RHAdIG H 3R BT BidT &1 ST1dT & | G 3R TBR Pl W BT ael bf Jie §
3 35 B §ADI HeTHd FAET Bl G A BT YATH BT MY | TBR DI 37 A1 DI FATST 3R IF Hi
HOIERT & 57134 P X8 BIRRI BT T, 5iddb f&d # Tacit s B3 BT TaT PBd @ | TBR Bl
ST ATHTGUTE P T SH AT BT FATE GedT A1fed fob g FHET TR Wed € 81, IReg eTsetis 781 € |
YA HIB3NAIG 89 dldbadd Bl fddbed dal &l GdbdT 3R 39dT &30Hd GHA 3TH4 & |
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Introduction

Cyber Crimes are a new class of crimes rapidly increasing due to extensive use of Internet and L.T.
enabled services. Computer crime is one of the fastest-growing types of illegal activity internationally.
While the Internet links people together like never before, it also provides endless opportunity for
criminals seeking to exploit the vulnerabilities of others. There are several different types of computer
crimes, many of which overlap. Below are a few of the most commonly reported.

L. Phishing - Phishing is the practice of sending fraudulent emails in an attempt to trick the recipient,
usually for the purpose of obtaining money. The elderly are particularly vulnerable to these types of
cyber crime.

2. Hacking - Hacking is similar to digital trespassing. Hackers infiltrate online networks to illegally
download confidential information, manipulate functions and in some cases steal identities that can
be used to fraudulently purchase goods online.

3. Stalking and/or Harassment — Not all types of cyber crimes involve money. Some cyber criminals
use the Internet as a cover for other illegal behaviors like stalking, harassment and in lesser cases,
bullying.

Nature of Cybercrime Acts

Cybercrime acts may be financially-driven acts, related to computer content, or against the confidentiality,
integrity and accessibility of computer systems. The relative risk and threat may vary between Governments
and businesses.

1. Internet content targeted for removal by governments includes child pornography and hate speech,
but also defamation and government criticism, raising human rights law concerns in some cases.

2. Some estimates place the total global proportion of internet traffic estimated to infringe copyright at
almost 24%.

Cybercrime Perpetrators

Cybercrime perpetrators no longer require complex skills or techniques, due to the advent and ready
availability of malware toolkits. Upwards of 80 per cent of cybercrime acts are estimated to originate in
some form of organized activity, with cybercrime black markets established on a cycle of malware creation,
computer infection, botnet management, harvesting of personal and financial data, data sale, and ‘cashing
out’ of financial information. Cybercrime often requires a high degree of organization to implement, and
may lend itself to small criminal groups, loose ad hoc networks, or organized crime on a larger scale. The
demographic nature of offenders mirrors conventional crime in that young males are the majority, although
the age profile is increasingly showing older (male) individuals, particularly concerning child pornography
offences. While some perpetrators may have completed advanced education, especially in the computer

By Capt. Arjun ,V Kansal, SWS
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science field, many known offenders do not have specialized education. The full depiction of a ‘cybercrime
perpetrator’ may contain many elements. Age, sex, socio-economic background, nationality, and motivation
are likely amongst the core characteristics.

Cyber Crime in India

India accounts for close to $8bn of the total $110bn cost of global cyber crime. Bangalore accounted for
the majority of the cases with around 83 per cent cases being booked here (NCRB report 2012). Banglore
is the IT capital and most networked city in India. But these IT-fixation leads to being obvious top position
in national charts when it comes to cyber crime. Bangalore city itself accounts for 24.4 per cent of cyber
crimes booked under the IT Act among 53 ‘megacities’ across India and 11.4% of the total cyber crimes in
the country. While ‘greed/money’ and ‘fraud/illegal gain’ account for the majority of motives behind cyber
crimes a majority of offences recorded come under the hacking category. A majority of recorded crimes
under the IT Act or the Indian Penal Code fall under two heads: ‘loss/damage to computer resource’ and

‘hacking.

42 million cyber crimes happen in India every year about 52% of victims have suffered attacks such as
malware, viruses, hacking, scams, fraud and theft. Over 80 people are victimized under various cyber crimes
every minute across India. Security firm Kaspersky ranks India ninth on its list of countries with the highest
percentage of computer attacks. India has also been a victim of cyber intrusions by neighboring states. As
a recent media report by a leading channel reveals, China has repeatedly mounted cyber attacks on Indian
websites through its cyber warfare army. However, according to EC-Council, a professional certification
body, India is unlikely to meet the target of creating a workforce of 5,00,000 cyber security professionals in

the next five years due to a lack of infrastructure and investment.
The Road Ahead

The latest edition of the nation’s cyber security policy is available and it aims to safeguard information and
fortify the nation’s efforts to prevent cyber-attacks. Air defense system, power infrastructure, nuclear plants,
telecommunications system will all have to be protected to ensure there is no disruption of the kind that
will destabilize the economy and cause instability in cyber space means economic instability, therefore it
is essential not just to have a policy but to operationalize it. On the whole, the policy will look to protect
India’s physical and business assets. Even as India continues its march towards being technologically adept,

it continues to grapple with instances of rising cyber crime.
Findings

L. In a world of cloud computing and data centers, the role of evidence ‘location’ needs to be re-
conceptualized, including with a view to obtaining consensus on issues concerning direct access to
extraterritorial data by law enforcement authorities;
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2. Law enforcement authorities, prosecutors, and judiciary in developing countries, require long term,
sustainable, comprehensive technical support and assistance for the investigation and combating of
cybercrime;

3. Cybercrime prevention activities in all countries require strengthening, through a holistic approach

involving further awareness raising, public-private partnerships, and the integration of cybercrime
strategies with a broader cyber-security perspective.

4. Options to strengthen existing and to propose new national and international legal or other responses
to cybercrime include:

(a) Development of international model provisions.

(b)  Development of a multilateral instrument on international cooperation regarding electronic
evidence in criminal matters.

(c) Development of a comprehensive multilateral instrument on cybercrime.

(d)  Delivery of enhanced technical assistance for the prevention and combating of cybercrime in
developing countries.

National approach to cybercrime prevention- role of various institutions

A crime prevention plan with clear priorities and targets needs to be established and government should
include permanent guidelines in its programmes and structure for controlling crime, and ensure that clear
responsibilities and goals exist within government for the organization of crime prevention. In addition
to the traditional laws, legislation must also consider new concepts and object related to computer data.
Criminalization, procedural powers, jurisdiction, international cooperation, and internet service provider
responsibility and liability are crucial to preventing and combating cybercrime. Investigative measures,
jurisdiction, electronic evidence and international cooperation can provide the much needed support in this
direction.

L. The Private sector is more aware of the cybercrime risk assessment and uses cyber-security technology
but many small and medium-sized companies incorrectly perceive that they will not be a target and
do not take sufficient steps to protect their systems. Some companies have taken proactive steps to
counter cybercrime acts, including through the use of legal action.

2. Internet service providers and hosting providers can play a key role in cybercrime prevention.
They may retain logs that can be used to investigate criminal activity; help customers to identify
compromised computers; block some kinds of illegal content such as spam; and, in general ,support
a secure communications environment for their customers.
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3. Academic institutions represent an important partner in cybercrime prevention through knowledge
development and sharing; legislation and policy development; the development of technology and
technical standards; the delivery of technical assistance; and cooperation with law enforcement
authorities.

Conclusion

Cybercrime acts may be financially-driven acts, related to computer content, or against the
confidentiality, integrity and accessibility of computer systems. The relative risk and threat differs between
Governments and businesses. Age, sex, socio-economic background, nationality, and motivation are
likely amongst the core characteristics of cybercrime perpetrators. A crime prevention plan with clear
priorities and targets needs to be established and government should include permanent guidelines in
its programmes and structure for controlling crime, and ensure that clear responsibilities and goals exist
within government for the organization of crime prevention.

In addition to the traditional laws, legislation must also consider new concepts and object related
to computer data. Criminalization, procedural powers, jurisdiction, international cooperation, and
internet service provider responsibility and liability are crucial to preventing and combating cybercrime.
For effective cybercrime prevent practices, proper legislation, effective leadership, development of
criminal justice and law enforcement capacity, education and awareness, the development of a strong
knowledge base, and cooperation across government, communities, the private sector in the national
and international spheres is required
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Police Headquarters, Leh, Kargil, Ladakh- 194103 igpladakh@gmail.com

CYBER CRIME

Cyber-crime is an illegal activity done by using computer or any other electronic device or through internet.
Cyber-crime can cause financial loss, loss of confidential information or harm our privacy.

Cyber-crime also defined as “offences that are committed against individuals or groups of individuals with a
criminal motive to intentionally harm the reputation of the victim or to cause physical or mental harm or loss
to the victim directly or indirectly using modern telecommunication networks such as Internet (Network
including - chat rooms, Emails, notice boards & groups) and mobile phones (including - Bluetooth, SMS,

MMS etc.).

TYPES OF CYBER CRIME

1) HACKING: - Hacking in simple terms means an illegal intrusion in to a computer system and or
in network.

2) CHILD-PONOGRAPHY: - The internet is extensively used for sexual abuse of children.

3) SPYWARE: - Spyware invades a computer and its name implies, monitors a user’s activity without
consent.

4) PHISHING: - Phishing lure users to a phony web site usually by sending them an authentic
appearing E-mail.

5) CYBER STALKING: - The term is used to refer to the use of the internet, E-mail or other
electronic communication devices to stalk another person.

6) DENIAL OF SERVICES: - This is a technology driven cyber intrusion, where by the influencer
floods the bandwidth or blocks the users mails with spam mails depriving the users, access to the
internet and the services provided therefrom.

7) DATA INTERCEPTION: - Hijacking e-mails interference of an intermediary in the network
may be a prelude to another types of computer crime, typically data modification.

8) DATA FORGERY: - By doing data forgery ,a fraudster takes money of a user’s through illegal
means by using computer or modern telecommunication network.

REMEDIAL MEASURES

To decrease the increasing level of cybercrime in today’s time, following measures shpiuld be adopted: -

1) DIGITAL SIGNATURE: - A digital signature is a technology by which it is possible to secure
electronic information in such a way that the originator of the information, as well as the integrity
of the information, can be verified.

2) ENCRYPTION: - One of the most powerful and important method for security in computer
system is to encrypt sensitive records and message in transit and in storage.

Mohd Ali, Sub Inspector Station House Officer Police Station, Leh
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3) SECURITY AUDIT: - A security audit is a systematic evolution of the security of a company’s
information to a set of established criteria.

4) CYBER FORENSICS: - It is a very important ingredient in the investigation of cyber-crimes,
cyber forensics in the discovery, analysis and reconstruction of evidence extracted from any
elements of computer system, computer network, computer media and computer peripherals
that allows investigation to solve a crime.

5) ORGANISED CYBER CRIME RELATED AWARENESS PROGRAMME AT VARIOUS
LEVELS: -

By organizing cyber-crime related awareness programme at school level, college level, university
level, village level, community level etc. the rate of increase of cyber-crime can be decreased.

Though not all people are the victim of cyber crimes, they are all still at risk. Cyber crime is indeed
getting the recognition it deserves. However, it is not going to restricted that easily. In fact, it is most
likely that cyber crime and hackers will continue developing and upgrading to stay ahead of the law.

So, to make us safer, we must need cyber security and knowledge about latest cyber related crimes so that
we can protect ourselves before falling prey to cybercrime.
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Police Headquarters, 12- Subhash Road, Dehradun, Uttarakhand-248001 dgp-police-ua@nic.in

e-g&ll ddb

HRd PR, & HATeTT (MHA) gRT THHIARUT Uidet & 37<7fd T APTR® oty Arser eiRaregt
R 3R w&=MA woTe (Citizen Financial Cyber Fraud Reporting & Management System) CIGK:]
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Cyber Crime

“Any crime, committed using a computer system or computing device or network device, or hardware device
is termed as Cyber Crime”.

In broader terms, it could be generalized that a crime committed through any device, capable of receiving,
storing, processing and/or transmitting information or data, may be called as cyber crime. The computer
system or the device may be the agent of the crime, the facilitator of the crime, or the target of the crime. The
crime may take place on the computer alone or in addition to other locations.

Characteristics of Cyber Crime

. Socially dangerous illegal behavior is punishable by the law.

. Specific way and device for committing crime using computer.

. Special object for protection, security of stored data of information system in segments, or
Globally.

. The aim of the perpetrator is to gain benefit (material or immaterial) and cause damage to other
person.

Now a days, cyber crimes are associated with the most of the crime in foreground or background, these are
also categorized accordingly, as given below:

Online Frauds

. Financial records . Internet browser history
. Credit card data . Image files

. Accounting software . Internet activity logs

. Chat logs . Databases and

. Online financial transaction software . Email communications

By K.V.V. PRASAD, Inspector , OCTOPUS (Organization for Counter Terrorist Operations)
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Cyber Stalking (Harassment)

o Emails communications, IDs o Temporary internet files

. Internet activity logs . Graphic editing and viewing software

. IRC (Internet Relay Chat) Logs . User created file names with Time stamps
. Images . Digital camera software

. Diaries . Suspected system’s IP and MAC addresses
. Address books . Internet browser cache files

Identity Theft (Internet Related)

. Credit card skimmers . Birth certificates

. Email and news group postings . Digital photos

. Fictitious court documents . Driving license

. Fictitious loans / sales documents . Electronic signatures
. Online trading information . Scanners and

. System files and file slack . Financial records

Computer Intrusion

. Internet active logs . IRC (Internet Relay Chat)
. Temporary internet cache files . Executable files and
. Internet Protocol (IP) address and User e Configuration files
IDs
. Source Code

Software Piracy

. Source Code files (.c, .cpp, .asp, .java, etc.) Serial numbers of products / keys
. Executable files . Software certificates and Image files and
. Configuration files . User created files and directory reveals that
. Dynamic Link Library files Copyrighted Software
. Compact disks, DVD and Thumb drives
Narcotics
. Financial records . Drug recipes and Medical records
. Prescription forms . Drug Bills / Invoices
. Customer records . Email Communications, IDs

. Address books
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Digital Evidence

In computers, information is stored in a digital form on a magnetic, optical or semiconductor media and
such information, used as a physical evidence for a cyber crime is commonly referred as Digital or Electronic
Evidence. Electronic devices can be used to commit a crime, can contain the evidence of the crime, and can
even be the target of crime. Electronic evidence is collected and analyzed using special tools and techniques.
Understanding the role and nature of electronic evidence that may be found and how to handle the crime
scene containing potential electronic evidence are crucial issues facing all law enforcement personnel.
Testimony may also be required to complement the findings, accelerate the analysis and overcome process
limitations.

In its natural state, we cannot see the evidence that the physical object holds. Equipment and software
are required to make the evidence visible. Some characteristics of electronic evidence are:

. It is latent just like fingerprints and DNA.

. It is fragile and can be easily altered, damaged, or destroyed.
. It can transcend borders with ease and speed.

. Sometimes, it is time sensitive too.

For this reason special precautions are taken to collect, preserve, and examine this type of evidence. Failure
to do so may render it unusableand unacceptable in court of law. This document suggests methods that will
help to preserve the integrity of the evidence. While dealing with digital evidence, the following procedural
principles should be applied

. Actions taken to secure and collect electronic evidence should not change that evidence
. Persons conducting the examination of electronic evidence should be trained for that purpose
. Activity relating to the seizure, examination, storage, or transfer of electronic evidence should be

thoroughly documented, preserve, and ensure it should be available whenever is required.

However, electronic evidence has several advantages over other type of evidences and principle
of computer forensic process of electronic evidence is based on these advantages:

. It can be duplicated (exact replica, called image) and there is no difference between an original
and its replica. Hence, always, analysis is carried out on the image. Thus, the original evidence is
safe and its risk of damaging is minimized.

. By using specific tools, it may be easily determined whether the original evidence or its replica
has been modified or tampered after its seizure or during making the replica.

. Digital evidence, even if it has been deleted by criminals, but the same may be recovered from
the storage media.Criminals although try their best to destroy (delete) their traces, footprints and
digital evidence,. Computer Forensic Examiners look for the digital evidence inadvertently left
by the criminals in the storage media that they were not aware of.

Evidence for a Cyber Crime

Evidence from a site of Cyber Crime can be categorized as follows:
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a. Material Evidence

Real Evidence is any evidence that speaks for itself without relying on anything else. In electronic
terms, this can be the logs produced by an audit function ,provided that the logs can be shown to
be free from any contamination.

b. Testimonial Evidence

Testimonial Evidence is evidence supplied by a witness. This type of evidence is subject to
the perceived reliability of the witness, but as long as the witness can be considered reliable,
testimonial evidence can be almost as powerful as real evidence. Word-processor documents
written by a witness may be considered as testimonial as long as the author is willing to state that
he/she wrote it.

c. Hearsay

Hearsay is the evidence presented by a person who was not a direct witness. Word processor
documents written by someone without direct knowledge of the incident is also hearsay. Hearsay
is generally inadmissible in court, and should be avoided.

Five Rules of Electronic Evidence

Electronic evidence collected and presented in a court of law, should be:

L. Admissible -This is most basic rule that the evidence must be able to be accepted in court or
otherwise. Failure to comply with this rule is equivalent in the first place, except the cost is higher.

2. Authentic -Investigator should be able to show a strong link between evidence and the crime.
Investigator must be able to show that the evidence relates to the incident in a relevant way.

3. Complete -It is not enough to collect evidence that just shows one perspective of the incident.
Investigator should try to collect complete information regarding any evidence without any
preconception. Look at the all the aspects of an evidence even though it is in the favor of accused.

4. Reliable -Electronic evidence collection and analysis procedures must not cast any doubt on the
evidence’s authenticity and veracity.

5. Believable-The evidence should be clearly understandable and believable by a jury. Avoid complex
technical and analysis terms in court. The court is fundamentally a non technical panel. Present
the evidence in a formatted, human understandable format, to show the relationship between the
technical evidence and the crime.

Cyber Forensics

Cyber forensics is the application of computer investigation and analysis techniques for finding the
potential legal evidence. It can also be defined as the discipline that combines elements of law and
computer science to collect and analyze data seized from the computer systems, networks, wireless
communications, and storage devices in a way that it is admissible as evidence in a court of law.
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a. Key Rules of Computer Forensics
. Never work on original evidence.
. Never mishandle evidence.
. Use proper software utilities.
. Never trust the subject operating system.
. Document everything
b. Computer Forensics Procedure

There are six stages

. Identification of evidence
. Seizure, Acquisition (Imaging) and Authentication of the evidence
. Preservation of evidence
. Analysis of the image of the evidence
. Documentation of all the actions and findings at all stages
. Report preparation and providing testimony in a court of law
c. Steps taken by Cyber Forensic Expert during investigation and analysis
. Protect the suspected computer system during examination.
. Discover and recover all files.
. Access the contents of password protected and encrypted files.
. Look for evidence in slack space, unallocated space, hidden partitions, etc.,
. Analyze the relevant data obtained from the suspected system.
. Provides testimony in the court of law if required.

Acquisition of Digital Evidence
Identification of Evidence

a. Storage Media

Storage media is used to store data in electronic devices and may be made of different material,
e.g. semiconductor chips, magnetic, optical, etc. and their types and packaging are of many types.
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Collect instruction manuals, documentation and notes.

. Document all steps involved in seizure of storage media.

. Keep away from magnets, radio transmitters and other potentially damaging devices.
b. Hard Disk - Formatting, de-fragmenting and wiping

Formatting, de-fragmenting, and wiping are three of the most common processes used by people attempting
to destroy computer records. Formatting a drive is a quick and easy task that eliminates the document
indexes and file/folder pointers on a computer hard drive. In most cases, formatting does not harm the data
on the hard drive. The contents of the documents, files, and folders still physically exist on the drive and are
tully recoverable by computer forensic experts. De- fragmenting is easily thought of as a reorganization of
the computer’s filing cabinet. To make the computer run more efficiently, all of the files are condensed to
the smallest space possible, reorganized, and placed on the front of the drive. De-fragmenting a computer
will not harm the active data (the data that a user can access on their own from the desktop) but may render
normally recoverable deleted data (the data that only a forensic engineer can recover) virtually unrecoverable.
However, depending on the size the drive, amount of data, and order of operations, in certain circumstances
deleted files might be recoverable after de-fragmentation. Wiping involves the use of a software program to
intentionally overwrite data with a specific or randomly generated pattern of “1s” and “0s”. If it is run properly,
a wiping utility will make the data unrecoverable by commercial computer forensic experts. Depending on
the software program that was run, computer forensic experts might be able to tell the date, time, and specific
program used to conduct the wiping.

Points to be considered regarding digital evidence by a cyber forensic analyst

. No possible evidence is damaged, destroyed, or otherwise compromised by the procedures used
to investigate the computer.

. Evidence is properly handled

. A continuing chain of custody is established and maintained. All the procedures and Findings are
thoroughly documented.

c. Forensic imaging (physical backup)

Creating a bit by bit copy of the original media including free space and slack space, also called
physical back up.

d. Logical back up

A logical back up means the copy of the active directories and files of a logical volume. It does not
capture other data that may be present on the media such as deleted files or residual data stored
in the slack space.

Preparations before reaching the Cyber Crime Site
A. Check List

Please conform whether the following items are readily available before reaching the Crime Scene:
. Search authorization Letter obtained from a Magistrate.

. Documentation tools such as Cable tags, indelible felt-tip markers and Stick-on labels,
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. Digital Camera.

. Disassembly and removal tools. (e.g. screwdrivers - Flat-blade, cross-tip, Hex-nut, secure-bit,
Star, Needle nose; standard pliers, wire cutters, etc.)

. Packaging and Transporting supplies (e.g. antistatic bags and bubble wrap, cable ties, evidence
bags, faraday bags, packing tape, sturdy boxes of various sizes, etc.)

. Bootable CD or DVD, Bootable disk (floppy), Network Cables.

. Laptop, Forensic hardware (Write blockers) and Softwares.
. Sterile (wiped) Hard disk for On-site evidence acquisition.
B. Crime Scene Security and Evaluation

The first responder should take necessary steps to ensure the safety of all persons at the crime scene and
protect the integrity of all electronic evidence. After securing the crime scene and all persons on the scene,
the first responder should visually identify potential evidence (both physical and electronic) and determine
if perishable evidence exists. Then first responder should evaluate the scene by formulating a search plan.

How to Secure the Crime Scene

Following recommendations are made to secure the crime scene-

Following jurisdictional policy for securing the crime scene. This would include ensuring that all
persons are removed from the immediate area where evidence is to be collected.

. At this point in the investigation, do not alter the condition of any electronic devices. If it is OFF,
leave it OFFE. If it is ON, leave it ON.

. Protecting perishable data (physical and electronic). Perishable data may be found on pagers,
caller identification (ID) boxes, electronic organizers, cell phones, and other similar devices. The
first responder should always keep in mind that any device containing perishable data should be
immediately secured, documented, and/or photographed.

. Identitying telephone lines attached to devices such as modems and caller ID boxes.

. Document, disconnect, and label each telephone line from the wall rather than the devices,
if possible. Other communications lines may also be present for Local Area Network (LAN),
wide area network (WAN), or other network technologies. Consult the appropriate personnel or
agency in these cases.

. Preserving the computer mouse, keyboard, diskettes, compact disks (CDs), or other components
that may have latent fingerprints or other physical evidence. Chemicals used in processing latent
fingerprints can damage equipment and data. Therefore, latent prints should be collected after
the completion of electronic evidence recovery.

C. Conduct Preliminary Interviews

The investigator should conduct preliminary interviews by—

. Separating and identifying all individuals (witnesses, subjects, or others) at the scene and »
Separating and identifying all individuals (witnesses, subjects, or others) at the scene and
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recording their location at the time of entry.

. Being consistent with departmental policy and applicable laws in obtaining information from
these individuals, such as passwords and user names of owners and/or users of electronic devices
found on the crime scene and the Internet service provider (ISP). Obtain any passwords required
to access the system, software, or data. An individual may have multiple passwords, such as basic
input-output system (BIOS), system login, network ISP, application files, encryption pass phrase,
e-mail, access token, scheduler, or contact list.

. The purpose of the system.

. Any unique security schemes or destructive devices.

. Any off-site data storage.

. Any documentation explaining the hardware or software installed on the system.
D. Crime Scene Documentation

Documentation of the crime scene creates a permanent historical record of the crime scene.
Documentation is an ongoing process throughout the investigation. It is important to accurately record
the location and condition of computers, storage media, other electronic devices, and conventional
evidence. Moving of a computer system while the system is running may cause changes to system data.
Therefore, the system should not be moved until it has been powered down. The initial documentation
of the physical crime scene should include—

. Observing and documenting the physical crime scene, such as the position of the mouse and
the location of components relative to each other (a mouse on the left side of the computer may
indicate a left-handed user).

. Documenting the condition and location of the computer system, including the power status of
the computer (on, off, or in sleep mode). Most computers have status lights to indicate that the
computer is on. Likewise, if the fan noise is heard, the system is probably on. Furthermore, if the
computer system is warm, it may also indicate that it is on or was recently turned off.

. Identifying and documenting related electronic components that will not be collected.

. Photographing the entire scene to create a visual record as noted by the first responder.

. The complete room should be recorded with 360° coverage, if possible.

. Photographing the front of the computer, monitor screen, and other components. Take written

notes on what appears on the monitor screen. Active programs may require videotaping or more
extensive documentation of monitor screen activity.

. Performing additional documentation of the system during the collection phase.
Ik Authorization to Seize Electronic Evidence

Search authorization should be obtained from a magistrate, a civilian judge at the state level, or the
property owner. However, in almost all cases, courts have held a relatively high standard with regard
to the specificity of computer-related search authorizations. Investigative personnel seeking search
authorization must be able to articulate specific and recent information pertaining to the individual
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items cited on the affidavit and authorization in order to establish probable cause. In many instances,
information that is several months old cannot be used to generate probable cause. More recent
information, gained through “pretext” phone calls or online undercover operations, may be required to
develop current and reliable information. Additionally, if during the conduct of a search for one offence,
evidence of an unrelated or different type of offence is identified, the scope of the search authorization
must be expanded accordingly. If probable cause cannot be developed, consideration should be given to
requesting a consent search. However, this may make the suspect aware of law enforcement interest and
cause investigators to lose potential evidence.

Collection of Evidence

Computer evidence, like all other evidence, must be handled carefully and in a manner that preserves
its evidentiary value. This relates not just to the physical integrity of an item or device, but also to the
electronic data it contains. Certain types of computer evidence, therefore, require special collection,
packaging, and transportation. Consideration should be given to protect data that may be susceptible to
damage or alteration from electromagnetic fields, such as those generated by static electricity, magnets,
radio transmitters, and other devices.

Electronic evidence should be collected according to departmental guidelines. In the absence of
departmental procedures for electronic evidence collection, use the procedures outlined below.

A. Volatile Evidence Collection

Volatile evidence is disappearing very soon, such as information about active network connections,
or the current contents of volatile memory. Contrast this with the contents of a disk or tape. In router
environment, volatile evidence is very crucial that we can get the active destination IP address and etc.

Volatile evidence can be obtained from the following areas:
. Registers, peripheral memory, caches...

. Memory (Virtual, physical)

. Network state

. Running processes / services

. Loaded kernel modules / dll's/drivers
. Network shares

. Mounted file systems

The Check Lists , mentioned as above also might includes the following:

. Sysinternal’s, filemon, regmon, process explorer, tcpview, autoruns, rootkit-revealer, dumpevt,
dumpreg
. Microsoft’s windows defender

. F-secure’s blacklight and

. Icesword
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While collecting volatile evidence, ensure that evidence from following volatile areas also have been
collected: Download / mount your tools (Net, Floppy, CD, Flash)

. Get information about network state (connections, promiscuous interfaces)

. Copying memory, swap, /tmp. Pagefile.sys.

. Get information about running processes.

Write results to flash or across the network and do not write to the suspected hard drive.
B. Non-electronic Evidence Collection

Recovery of non electronic evidence can be crucial in the investigation of electronic crimes. Take proper
care to ensure that such evidence is recovered and preserved. Items relevant to subsequent examination of
electronic evidence may exist in other forms (written passwords and other handwritten notes, hardware
and software manuals, calendars, literature, text or graphical computer printouts, and photographs)
and should be secured and preserved for future analysis. These items are frequently in close proximity
to the computer or related hardware items. All evidence should be identified, secured, and preserved in
compliance with departmental procedures.

Multiple computers may indicate a computer network. Likewise, computers located at businesses are
often networked. In these situations, specialized knowledge about the system is required to effectively
recover evidence and reduce your potential for civil liability. When a computer network is encountered,
contact the forensic computer expert in your department or an outside consultant identified by your
department for assistance. Computer systems in a complex environment are addressed later in this
chapter.

C. Stand-Alone and Laptop Computer Evidence Collection

A stand-alone personal computer (PC) is a computer that is not connected to a network or another
computer. Stand-alones may be desktop machines or laptops. Laptops incorporate a computer, monitor,
keyboard, and mouse into a single portable unit. Laptops differ from other computers in that they can be
powered by electricity or a battery source. Therefore, they require the removal of the battery in addition
to stand-alone, power-down procedures.

If the computer is ON, document existing conditions and call your expert or consultant. If an expert
or consultant is not available, document all actions taken and any changes observed on the monitor,
computer, printer, or other peripherals that result from actions taken. Observe the monitor and determine
if it is ON,OFF or in sleep mode. Then decide which of the following situations applies and follow the
steps for that situation.

Authentication of the Evidence

While seizing the evidence on the crime scene, the first responder has to generate the hash value, e.g.
md5hash of the suspected digital evidence storage media. The integrity of the evidence is maintained
through the case investigation cycle.
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Hash Values

Packaging, Transporting and Storing of Evidence

Packaging

Transporting

Storing

Investigative Questions by Police Officers on the Crime Scene

Purpose: This section is to provide assistance to the patrol officer, detective or investigator in identifying
particular types of electronic crimes as well as providing general questions which should be asked during
the initial phases of the investigation.

In conjunction with these investigative questions, the following information should be provided /
documented to assist in the forensic examination of the electronic media:

. Case Summary - Investigative reports, Witness statements
. Internet Protocol (IP) Addresses - If available

. Key Word List - Names, Locations, Identities

. Nicknames - All nicknames used by victim or suspect

. Passwords - All passwords used by victim or suspect

. Points of Contact - Name of investigator making request

. Supporting Documents - Consent form, Search warrant

. Type of Crime - Provide specific information

General Investigative Questions that may be asked regarding a crime involving computers and electronic
evidence are as follows:

. When and where was the computer obtained? Was it new or used?

. Who has access to the computer hardware and software?

. Where is the computer’s electronic media (compact disks, floppy disks, thumb drives, etc) stored?

. Whose fingerprints might be found on the electronic media?

. If other people have access to the computer, hardware or software can they access everything on
the computer or only certain files, folders or programs?

. How many people use the computer? Who are they?

. What is the level of computer experience of each computer user?

. What times of the day do the individual users have access to the computer?

. What are the user names on the computers?

. What programs are used by each computer user?
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. Does the computer require a user name and password? What are they?

. Is there any software that requires a username or password?

. How does the computer have access to the internet (DSL, Cable, Dial-Up, LAN, etc)?

. Does the victim or suspect have an e-mail account? Who is the service provider (Yahoo, AOL,
Gmail, Hotmail, etc)?

. If e-mails are involved in the case, ask the victim and suspect for their e-mail addresses.

. Which e-mail client (program) does the suspect or victim use?

. Does the victim or suspect remotely access their computer (can they get into their computer
when away from the office or home)?

. Does any o user use an on-line or remote storage?

. Have any programs been used to “clean” the computer?

. Does the computer contain encryption software or hard drive wiping utilities?

. Is the computer always on?

Do’s and Don’ts on the Crime Scene

Do’s

Minimize Handling/Corruption of Original Data

Account for Any Changes and Keep Detailed Logs of Your Actions
Comply with the Five Rules of Evidence

Follow Your Local Security Policy and Obtain Written Permission
Capture as Accurate an Image of the System as Possible

Be Prepared to Testity

Ensure Your Actions are Repeatable

Work Fast

T O mmO0® R

L Proceed From Volatile to Persistent Evidence

Some electronic evidence is more volatile than others. Because of this, one should always try to collect
the most volatile evidence first.

Maintain the chain of custody from recovery

First Responder’s Guide for Search & Seizure of the Digital Evidence

. Ensure you have appropriate warrant for search & seize letter.

. Document/Record every action while collecting the electronic evidence.

. Photograph the crime scene.

. Send the working professional associated with the suspected system away from the crime scene.
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. Look for other electronics media,. Like CD, DVD, Flash Cards, Thumb Drives, Floppy disks, Zip
Drives, Tape Drives, Smart cards, and also hard copies and etc.,

. Note the difference between the system date & Time and current (seizing date) date & Time.

. If Computer is “OFF”, don’t turn it “ON”.

. If Computer is “ON”, collect the Volatile evidence. (If first responder can).

. If Computer is "ON”, take the photograph and don’t shut down just pull the power cable from
back side of the CPU (Not from the UPS or Wall).

. Give proper marking/labelling for the removed cables and connector of the corresponding CPU,
because it is good for while assembling the computer back.

. Before disassembling the computer please take either photograph or video.

. Try to get passwords from the computer administrator, if possible.

. If you are seizing the Laptop, please remove the battery from the back side of the laptop.

. Don't forget to seize the laptop charging cables.

. If the computer is in network environment, consult the forensic expert or photographic the
entire network before disassembling.

. The seized hard disks and other electronics media should be kept away from the magnetic fields.

. Don't run any program on the suspected computer.

. Ensure that all containers used to hold evidence are properly labelled.

. Avoid folding, bending, or scratching computer media, such as a diskette, compact disk-read
only memory (CD-ROM), or tape.

. Pack magnetic media in antistatic packaging (paper or faraday or antistatic plastic bags).

. Avoid using materials that can produce static electricity, such as standard plastic bags.

Analysis of Digital Evidence

Deleted files

Slack Space
Unallocated file space
A. Spool Files

B. Temporary Files

C. Email Files
D.Temporary Internet Files
E.Installation Files

E. Swap Files

G. Partial Files

H. System Crash
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Network Forensics

A proper investigation process needs to be followed so that the evidence recovered during investigation
can be produced in the court of law. The network forensic can reveal that-

. How the intruder entered / access in the network.
. Path of the intrusion
. Intrusion techniques
. Traces and evidence.

The intruder can enter the system using any one of the following methods:

. Enumeration

. Vulnerabilities

. Viruses

. Trojans

. Email infections

. Router attackers

. Password brute forcing and etc.

Evidence can be obtained from the victim computer through log files, altered configuration files,
remnants of trojanned files, unknown files extensions and firewalls in the form of logs.

The logs must be created reasonably with the event and it should not be tampered. The logs must be
recorded by someone with knowledge of the event. The most important is that the logs must be kept as
a regular business practice.

E-mail Forensics

Functionality of an e-mail sever

. Delivers the outgoing emails

. Stores incoming email in the user’s email box in the server

. An email server uses SMTP

. Incoming emails in a server may be kept or deleted depending on the email protocols or
. User configurations

Client protocols to fetch emails from an email server:

. Post Office Protocol (POP)
. Internet Message Access Protocol (IMAP)
. Web-based email applications

File format

POP3 download and keep emails in local mailboxes. Some email protocols do not keep emails in the
local machine by default. Different clients store emails in different file formats, e.g
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. Outlook Express: .dbx, .eml

. Outlook: .pst which includes other information
. Mozilla based: .msf

However, most can be opened using a text editor and the email contents are in text format. Emails can
be opened by the corresponding client.

Deleted e-mails

e-mail headers analysis
Finding full e-mail headers
Analysis of Log Files

A log is a record of the events occurring within an organization’s systems and networks. Logs can contain
a wide variety of information on the events occurring within systems and networks. Each entry contains
information related to a specific event that has occurred within a system or network.

Type of Logs

There are various types of log files available particularly on web server (httpd) hosted on a linux machine.
Most of the web servers including Apache HTTP Server provide very comprehensive and flexible logging
capabilities. Apache basically contains two types of log files, error log and access log. The access log file
contains all the requested information processed by the server. Error log is the place where httpd server
sends diagnostic information and record errors while processing users request. It is the first place to
look into when a problem occurs with starting the server or with the operation of the server, since it will
often contain details of what went wrong. The location and content of these log files are controlled by the
Custom Log directive. The Log Format directive can be used to simplify the selection of the contents of
the logs. The LogLevel directive is used to control the types of errors that are sent to the error_log by
restricting the severity level. If in a web server SSL is enabled then ssl_error_log and ssl_access_log are
also produced.

In Linux system the logging is done by the syslogd daemon.

Syslog is a centralized logging mechanism which allows logging of all the syslog messages from various
Network Devices including firewalls and IDSs and OSs including Unix/Linux/Solaris and Windows.

Report Preparation & Presentation

The following is a list of general guidelines that may assist the examiner throughout the documentation

process.
. Take notes when consulting with the case investigator and/or prosecutor.
. Examiner is accessing original data must be competent to do so and have the ability to explain

his/her actions.

. An examiner is responsible for all actions taken with respect to digital evidence while the digital
evidence is in his/her possession.
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. Maintain a copy of the search authority with the case notes.

. Maintain the initial request for assistance with the case file.

. Maintain a copy of chain of custody documentation.

. Take notes detailed enough to allow complete duplication of actions.

. Include in the notes dates, times, and descriptions and results of actions taken.

. Document irregularities encountered and any actions taken regarding the irregularities during
the examination.

. Include additional information, such as network topology, list of authorized users, user
agreements, and/or passwords.

. Document changes made to the system or network by or at the direction of law enforcement or
the examiner.

. Document the operating system and relevant software version and current, installed patches.

. Document information obtained at the scene regarding remote storage, remote user access, and

offsite backups. During the course of an examination, information of evidentiary value may be
found that is beyond the scope of the current legal authority.

. No actions performed by investigators should change data contained on digital devices or storage
media.

Additional search authorities.

Certificates under Different Sections of Evidence Act
Certificate (u/s 65B (4) (b)of the
Evidence Act 1872)

Certified that this electronic record/computer output has been produced from (description of the
system) using (description of the output device) and that its contents are truer production of the
original to the best of my knowledge and belief.

Certificate (u/s 65B (4) (c) of the Evidence Act 1872)

Certified that this computer output/electronic record has been produced from (description of the system)
using (description of the output device) and its contents are true reproduction of the original to the best
of my knowledge and belief.Further certified that conditions as laid down in section65B(2)(a) to65B(2)
(d) of EvidenceAd,1872regarding the admissibility of computer output in relation to the information
and the computer in question are fully satisfied in all aspects.

These certificates are to be issued by a person occupying a responsible position in relation to the
operation of the relevant or the management of the relevant activities, whichever is appropriate.

The first of the three certificates pertains to an electronic record containing a statement. This
implies that a witness can now be examined through e-mail also, provided a certificate u/s65B (4)
(a) is obtained.
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This special unit is formed to provide immediate assistance to citizens across Gujarat in cyber crime
cases such as frauds related to credit or debit cards, jobs, loans, insurance, matrimonial, shopping, mobile
tower installation, lottery reward, SIM swapping and so on. The unit would also assist in social media
crimes ranging from online stalking/ harassment to identity theft.

How these frauds take place? The fraudster /accused use a telephonic conversation, SMS or other
messages, websites, emails or social media platforms. The frauds often take place when the victim is not
knowledgeable about the virtual world and how cyber crimes happen.Often, the victims of cyber frauds
get panicked about the crime and don’t know whom to approach for legal or technical help. Finally,
when they go to the nearest police station to lodge a complaint, the perpetrators might have already
transferred the money or spent it online.If the accused gets immediate help, it is possible to stop the
transfer or shopping by approaching the right authorities. Police agencies can also prevent other crimes
by identifying oft-used mobile phone numbers, bank accounts, and modus operandi.

Thus, Gujarat Police have launched Incident Response Unit (IRU) as a new helpline service to provide
immediate aid to victims of cyber crimes. The victims would be approached immediately by the unit
when they dial 100 or 112 (for seven new districts) for police assistance.After the victim gives detailed
information about the case, the unit will take immediate action. At the end of the process, a ticket
number will be generated based on which a person can approach the nearest police station and report
the incident easily.

How IRU can help?

- Cyber crime perpetrators use technical tools, telephonic conversations, payment processing, fake
bank e-wallet or social media and use fraudulent information to trick or deceive the victims

- The victims are often unaware of procedures such as report to the bank about the fraud within 72
hours to recover their money

- Thus, when a victim approaches 100 or 112, he/she is provided immediate legal and technical
help. If taken at the right time, the step can prevent money transfer online

- The helpline can also facilitate the filing of the complaint
Major types of cyber crimes in which IRU can help
PHISHING

One of the most common cyber attacks, it can be defined in general parlance as an email-based attack
where malicious emails are sent to the individuals or mass users. Once the user opens the email, phishing
opens a back door for hackers to exploit. They can steal data such as financial statements, medical
records, credit/ debit card transactions, passwords, sensitive documents and so on. Banking, healthcare,
and insurance sectors are often targeted by the fraudsters due to the availability of large databases.

Some of the variants of phishing include -

Vishing: Voice-phishing or vishing is the method where a potential victim is approached on his/her
mobile phone. The caller can seek personal data by impersonating a company or bank representative/
employee.
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Smishing: SMS phishing or Smishing is the method where hundreds of users are sent SMS. When a
user clicks on the link provided in the message, he/she is directed to a fake website for the collection of
information.

Search engine phishing: In this method, the perpetrator creates similar-sounding websites and lists it
on search engines. Once an unsuspecting user clicks the link, he/she is taken to a fake webpage seeking
information.

Spear phishing: Like targeted fishing by spear by fishermen, in this method, a specific person in the
organization is targeted. Often the victims are the top-ranking official who are sent fake/ malicious links.

Whaling: Whale signifies a kind of very large water animal and here hackers use spear phishing methods
but concentrated on CEOs, CTOs, CFOs or COOs.

DEBIT/ CREDIT CARD FRAUDS

One of the methodologies constantly on the rise.In this fraud, a potential victim is approached by phone
or SMS and is cautioned/ threatened by a person impersonating a bank official about the closure of bank
account or increased bank fees if they don't ‘verify’ their account with relevant details. Sometimes the
victims are also lured with the promise of good discount or benefit of special offers to get the information
such as card number, Card Verification Value (CVV), expiry date and a one-time password sent by the
bank for verification. Once the accused gets relevant details, they transfer money into another account
or go shopping online.

In many cases, the victims don't get any phone call and still their debit or credit card is misused online.
In such a scenario, the accused might have gathered the details through an online database or use of
skimmer machines. These machines look like swipe machines but can read and copy magnetic tape used
in a card. With this detail, the accused can alsocreate a clone card.

JOB FRAUD

Thousands of job aspirants upload their details including qualification, communication address and
phone number online on various portals and websites. After getting hold of information, the accused
make a tailor-made pitch by telephone or email that congratulates the person on matching their criteria
and taking the process further.

On the pretext of the processing fee, caution money or other charges, the victim is encouraged to transfer
money to a specific bank account which gets closed after the fraud is over.

MATRIMONY FRAUD

Similarly, various portals and websites have thousands of profiles of youth searching for life partners. A
fraudster registers on these websites.The fraudsters then start contacting persons, projecting themselves
as a perfect match. Once someone responds, they further the conversation online and then seek help
financially. Sometimes they even get married and then decamp with valuables.

LOAN FRAUD

Accessing the online database, the fraudsters identify potential victims and send emails/ SMS or make
calls to them to offer loans at a very competitive interest rate and without registration, tax or GST. The
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victims get duped when the fraudsters ask for processing fees for the transactions. Once the money is
transferred, the phone number and bank account get discontinued.

INSURANCE FRAUD

In this method, the accused retrieve information on customers of various insurance firms and contact
them on pretext of getting them the refund for insurance or threatening them with discontinuation of
the accounts for not accessing it regularly.Sometimes, the fraudsters even use the name of regulatory
authorities to scare the insurance policyholder and coax them in to paying the amount immediately.
Money is also demanded on pretexts such as insurance premiums, security deposit, penalty, etc.

CHEMICAL/ SEED RELATED FRAUD

In thismodusoperandi, fraudsters create fake email id or social media profiles and approach manufacturers
of chemicals or seeds. They are almost always based abroad and identify themselves as doctors or subject
experts in need of a specific chemical or seed.Once a person agrees to supply the seeds or chemicals,
he is asked to submit a deposit or make forward payment for large shipment orders. The callers/ email
claim that once the samples are found satisfactory, a bigger order would be placed — which never comes
through.Experts believe that India-based Nigerian gangs are active in this fraud where they send across
hundreds of emails or read the script to lure citizens on phone.

ONLINE SHOPPING FRAUD

Fraudsters put advertisements for electronic goods, vehicles, clothing, etc. on social media or portals
for sale. Once someone contacts them for the same, they are asked to make payment in advance for
the goods. Once the fraudsters receive money, they don't deliver the goods at all or deliver wrong/ sub-
standard goods. Some websites store credit/ debit card information keyed-in by the customers and
misuse it online.In a variant identified as OLX fraud, the fraudster keeps goods at a very cheap price
on the web portal. Once people start spending money on the same, it is removed from the listing and
the fraudsters pocket the money. The goods are not sent or are sent defective goods. The fraudsters also
approach officials of payment gateway.

TOWER INSTALLATION FRAUD

The fraudsters lure victims by promising huge returns after they allow the installation of a mobile tower
on their piece of land. For the same, they ask for caution money or deposit, claiming that many want to
install it and thus they would have to choose the right candidate. Once the person agrees to pay, the fake
companies seek money in the form of the registration fee, advance deposit or payment in advance for
tower installation. Once the money is received, the calls/ email get discontinued.

LOTTERY/ REWARD FRAUD

The victims get email/ SMS/ call informing them that their name/ number was selected in a lucky draw
and they can get a huge prize. But for verification, the company would ask for financial details or ask for
payment towards processing fees. It's considered to be one of the signature Nigerian frauds.

CUSTOMER CARE FRAUD

Citizens primarily resort to searching online for helpline of various brands. The fraudsters can get
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contact details right from the company’s open access platforms or can spoof a website that looks the
same as original to steal data. Likewise, the fraudsters create websites with alternative contact numbers
for lodging a complaint. Once a person lodges a complaint, he/she is asked to make a payment towards
various charges. The caller can also assure the citizens that they wanted the bank account details for a
refund but it’s not the case.

EMAIL HACKING

In this crime, a hacker illegally gains access to a laptop/ desktop/ tablet computer. For the purpose, he
sends an email and if it's opened, the hackers can steal details such as the password of banks, transaction
details, and email conversations. The method is also used to harass a person by sending unwanted,
disturbing images.

EMAI SPOOFING

Here, the fraudster make a replica of email id or uses similar-sounding words to spoof the email. Emails
are used to share important information quickly and here the fraudsters try to gain by changing the
delivery method for the goods and bank account in which the money is deposited. As part of the fraud,
the accused also tries to divert funds or seek money on different pretexts.

SIM SWAP

With improved security for online accounts, the mobile phone has become a key factor. If a person
experiences fraudulent practice, he/she approaches the police but what if the one-time password (OTP)
was the basis of the transaction? Fraudsters swap SIM or copy information which can be transferred
across the devices.With the advent of net banking and other online services, possessing mobile numbers
is a must with companies sending verification and OTP to customers. The OTP is verified by the fraudster
without knowledge of the original owner for financial gains.

RANSOMWARE

Hackers try to get into the target’s computer or computer system. If the system is not protected properly
by the system called firewall, there are chances that the hackers gain access to the computer which can
be misused for various purposes including data theft. Ransomware goes a step beyond by encrypting
all the data on the system - making it virtually useless for the person. The hackers demand money by
anonymous sources or Bitcoin to ‘release’ the computer system.

DATA THEFT

In simple parlance, any information or data which belongs to a person or organization gets stolen by
methods of spoofing, phishing and malware attack, it can be identified as data theft. The data can also be
stolen from a website, computer, pen drive or email.

MALWARE/ VIRUS ATTACK

Malware can be trojans, worms or ransomware. The viruses affect system functioning and make the
system slow whereas trojans gather data in the background without getting detected in general scans. The
accused can also steal credentials for identity theft or install a key-logger to identify common keyboard
strokes and steal information on debit/ credit card or sensitive data.
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DENIAL OF SERVICE

A denial of service (DoS) attack is meant to force shut down a machine or a network. It can also flood
the server or machine with irrelevant traffic that can trigger a crash. In both the scenarios, the attack
prevents regular users of the service from accessing it normally. Major targets for such attacks include
websites of banking, e-commerce, government, and media organizations.

How will IRU work?

Victim Dials
100

District/City
Control Room

Call attendant
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Operator at Oybar Crime Control Operator at Cyber Crime Control
Toam Gets Real-time Pop-up of Hoom takes further course af
wictirn's information. aclion

HELPLINE UNIT

Toll-free numbers for police assistance - 100 and 112 (in seven new districts) - are available for citizens
to contact the IRU.When the victim dials 100, a police staff member at the control room would hear
about primary case details and then take action as follows:

Marks Cyber
o Y Caller Details forwarded 1o
Crime Incident Central Cyber Crime Call Center

- Is there a ticket number generated by the Cyber Crime Helpline in the past related to the same
caller? Try to establish that in the computer-aided dispatch (CAD) system before registering the
call.

- Entry into CAD is required only if a call is made for the first time regarding cyber crime.

= If a ticket number is generated earlier, inform the citizen about the nearest police station from
where he/she can get written reports about the action taken by the helpline unit.

= Police control room staff members will ask for the caller’s name and mobile number and would
key-in these details in CAD software on the computer with them.

- Click on the ‘Incident’ option, which will open the drop-down menu. Select ‘Cyber Crime’ and
click on it.
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- After the process, talk to the caller and read the following script provided to the control room
after selecting a victim’s name, mobile phone number and incident option in CAD software.

- “The Cyber Crime Helpline unit is functioning at the state level by Gujarat Police for the help of
cyber crime victims. We are sending your name and number to this helpline unit after which an
officer/ employee of the unit will contact you shortly. Only when you get a call from number 079-
22859000, provide your details and case particulars.”

- Once the conversation is over, the staff member will click on the ‘Save’ button at the end of the
CAD form.

- The details including the victim’s name, number and nature of crime along with city/ district
name will pop-up on the screen of the Cyber Crime Helpline unit.

- The unit members will click on the message notification and call the victim based on details on
the screen. Further action would be initiated.

- If the victim is from one of the seven new districts of Gujarat, the victim will call 112 from where
the control room will forward the call to 079-22859000. The staft member would communicate
to the caller in the following manner,

- “The state-level Cyber Crime Helpline unit is being operated by Gujarat Police for cyber safety
and help. We are transferring your call to the unit. Please be on the line”

The Cyber Crime Helpline unit staff will take the following action:

- The staft member will open https://gujaratcybercrime.org/eaglebravo/ link and will see ongoing
and completed tickets.

- The staff member would fill-up the details including
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Name of the victim

IFSC code of the bank involved
Bank account number
Debit/credit card number
Time and date of transaction

Bank statement

N &> B =

Screenshot of the debited amount
8. Name of accused and mobile number

A verification message would be sent to the caller on SMS or WhatsApp messenger. Once the
caller sends a verification screenshot, it would be uploaded with other documents.

Tick “Verified” in the box adjoining the ticket number in the dialogue box.

An automatic email would be generated for the bank/ e-wallet/ e-commerce company informing
them about possible cyber crime and stopping the transaction as part of the process.

Once the websites/ portals/ digital platforms send details of the beneficiaries and stop payment
message, the IRU ticket would be closed.

If the victim’s amount from the wallet/ bank account/ e-commerce website is sent to another
account, contact the other platform and request stop payment as per the proforma.

Once the confirmation of stop payment is received or message on cash withdrawal/ purchase of
valuable online is confirmed, the ticket would be closed.

The caller would be sent a message as follows, “Thank you for contacting the Cyber Crime Helpline
unit. Your ticket number is CCIRU..... Please contact the nearest police station and submit a
written report’

Work Flow in Portal:

The staff member will open https://gujaratcybercrime.org/eaglebravo/

IRL S Y32 A

Ry el waal

Log in on the portal with the user name and password. The following screen will be displayed
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Click on Call Pulling List. The following screen will be displayed
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To generate a new ticket, click on IRU. The following screen will be displayed and fill all details of the
transaction as per the bank statement of the victim.
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After filling up details, click on choose files and upload all screenshots. The following screen will be
displayed when clicked on the save button.

| List of thchits
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Click on Ticket No. The auto-generated mailbox will generate an automatic email for bank/e-wallet/
e-commerce and the following screen will be displayed.
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By clicking the send mail button, the letter will be emailed to the bank/wallet/ e-commerce company to
make a suspicious transaction stop until the next order is made.
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The below-mentioned procedure will be followed when an e-mail of Bbneficiary details or stopping
payment is received from whichever platform.
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The below-mentioned procedure will be followed to close the ticket after receipt of the email from the
Bank /e-Wallet/ e-Commerce if the payment is stopped or money has been withdrawn in cash.

& (282 seilln pocuedl B A Bz sy N cmez Al dloase su ad wp wlls seg

% Cyber Crime




Best Practices on Smart Policing -

ol ] el @8lE sl el aloN Closing Bemarin 3 GRz w AGENT @ AHil siwa we desnddoniivd ool Smds fla
& a8y o Bl sadtn fN A=l wll= Y wudlls aral
i -4
= =
= A dehzilnd arped Al wd )
Wil Sl wills sra wbie pEse aninteam fu awm 3:'1_,“,:‘::. ;S':':_ .,:..": ,,L.-: ,,: -

ey wral

The following display will be opened when clicked on Close Ticket.
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- Once the confirmation of stop payment is received or the message of cash withdrawal/ purchase
of valuable online is confirmed, the ticket would be closed.

- The caller would be sent a message as “Thank you for contacting Cyber Crime Helpline
Unit. Your ticket number is CCIRU..... Please contact the nearest Police Station and submit a
written report.

If proof of the victim’s money transfer to wallet/ bank account/ e-commerce company’s account is
received, the firms would be instructed to stop debit of the amount till further orders are issued. The
investigators would try to find out the last transactions and repeat the procedure until the entire flow of
money is established.

When the victim goes to the police station, he/she will show the officer on duty the SMS or message sent
by the Cyber Crime Helpline unit. The application of complaint will be registered based on the ticket
number generated.

Afterward, the following process would be initiated at the police station:

- If the victim arrives at the police station with a written complaint, get the application with a ticket
number (e.g. CCIRU211010-822954)

- Open a web browser (Google Chrome, Firefox, etc.)
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- Open https://gujaratcybercrime.org/eaglebravo where the staff member will see the following
screen
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- Login on the portal with username and password. The following screen will be displayed

The following screen would appear when clicked on ‘Search IRU tickets’
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- Search IRU Ticket as shown below
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Search by the victim’s ticket number and mobile number will lead to the following screen
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Enter investigating officer’s name and mobile number and click the accept button. Then the

following screen will appear.
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Clicking on the ‘Accept’ button will show that the victim’s application has been accepted.

Once a police station accepts the ticket number, it cannot be accepted by any other police station
which is part of the system.

If the need arises to transfer the case to another police station in the future, the standard procedure
of the FIR can be followed
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- Click on ‘All Tickets’ will show details of all the tickets accepted by a specific police station

Click on the ticket number

By

1]

o
- After clicking on the ticket number, the following screen will be displayed. Click on the
‘Download History” button to see all the correspondence made by the unit with the bank/
e-wallet/ e-commerce/ payment gateway so far based on the information of the victim.

- Investigators would carry out the further process under provisions of CrPC Section 91 to send a
notice to the bank/ e-wallet/ e-commerce/ payment gateway to retrieve the money siphoned by
the accused.

- Moreover, the unit would have to provide further instructions for the investigators at the police
station under the ‘Remarks’ column. The investigators would have to follow that process.

- The unit caller would have to write in remark as following,

“This unit has carried out relevant correspondence with the bank/e-wallet/ e-commerce companies
and has stopped the suspicious transaction. The entire process carried out by the unit has been
uploaded in .png or .jpg format which can be downloaded by the investigators after logging on
the portal’

- If the suspected transaction money has been deposited in cash, the official would have to write in
remarks as follows,
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“The unit has carried out relevant correspondence with the bank/ e-wallet/ e-commerce companies
and the money has been transferred. The entire process carried out by the unit has been uploaded
in .png or .jpg format which can be downloaded by the investigators after logging on the portal’

If the victim has lost money, he/she will have to dial 100 or 112 (in newly-formed seven districts of
Gujarat) after which the call would be transferred to the unit for further process. The units would have
to take immediate steps to give a sense of timely help for the victims. The investigating officer would have
to report the progress to DGP, CID (Crime & Railways) regularly.
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The nodal officers of bank/ e-wallet/ e-commerce companies would have to inform the unit about
blocking of the fraudulent transaction and returning the money so that the record for the same can be
kept at the unit. This unit will work as a feeding team for prevention and detection units with details on
e-wallet, name of the accused, mobile number, websites and email ids used in an incident, type of fraud,
modus operandi and so on.
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Technical experts will provide the following advice in case of cyber crime:

Ransomware:

Hacking:

Disconnect the system immediately from the internet/network
Do not shut down the computer system/laptop
Approach nearby cyber cell/police station with an affixed laptop/computer system

Change password of the computer system

Change password for the email id/online directory

Change access permissions for the code/data.

Approach nearby cyber cell/ police station with the affected laptop/ computer system

If the computer is infected:

Change the password of the computer system
Disconnect from Internet

Open the Task Manager

Open the Malicious service/application

End this service from Task manager

Open the antivirus and scan the system

If the mobile has a virus, trojan or any malicious application

Disconnect from Internet

Take a screenshot of the application

Open settings

Uninstall a third party application that you (the victim) did not install yourself
Change the password for all the accounts used in mobile

Change all banking password associated with mobile number

Reach cyber cell/ police station with the affected laptop/computer system

Who will be Partners to help the IRU and what will it work for?

RBI

NPCI

All banks

All E-Wallet companies

All e-commerce companies
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CyTrain: Cybercrime Training Portal with Simulated Learning
1. Introduction

Cybercrime is becoming a worldwide phenomenon and therefore a global concern. As it is a
borderless crime, the traditional law enforcement approach will not be useful, as identifying, investigating
and prosecuting cybercriminals across boundaries are becoming huge challenges.Cybercrime s predicted
to inflict damages totaling $6 trillion USD globally in 2021 and in comparative terms it would be the
world’s third-largest economy after the U.S. and China. With global cybercrime damages predicted to cost
up to $10.5 trillion USD annually by 2025 up from $3 trillion USD in 2015, cybercrime is now a subject
that poses a very real and present danger to most businesses. While greater connectivity via the world
wide web promises large-scale progress, it also leaves our digital societies open to new vulnerabilities.

With the second-largest internet population in the world, India also faces a serious problem in
cybercrime. Each year, the number of cybercrime reported across the country continues to increase at
a significant pace. The nature of crimes, on the other hand, ranged from petty online frauds to lottery
scams and sexual harassment. The sector most targeted though, seems to be in the banking and finance
segment. At the onset of the coronavirus pandemic and most services moving to the online space, a
higher risk extends to other sectors as well.

Digital India may have become a soft target for criminals as country recorded a huge increase of
63.5 percent in cyber crime cases in the year 2019, showed the National Crime Record Bureau data. The
NCRB’s data stated that 4,4546 cases of cyber crimes were registered in 2019 as compared to 28,248 in
2018. The data showed that fraud was the motive in 60.4% of cases followed by sexual exploitation (5.1%)
and causing disrepute (4.2%).Realising the enormity of the problem, Ministry of Home Affairs, Govt.
of India, launched Indian Cyber Crime Coordination Centre (I4C), a scheme which aims to assist state
law enforcement agencies in all aspects regarding cybercrime reporting, training, forensics, research,
and also by facilitating the exchange of information and cooperation amongst various law enforcement
agencies. The scheme was approved in October 2018 and currently it has a total outlay of rupees 340
Crores. It has following seven components:

National Cyber Crime Threat Analytics Unit (TAU)

National Cyber Crime Reporting Portal (NCRP)

National Cyber Crime Training Centre (NCTC)

Cyber Crime Ecosystem Management Unit (CCMEU)

National Cyber Crime Research and Innovation Centre (NCCRIC)
National Cyber Crime Forensic Laboratory (NCFL)

Platform for Joint Cyber Crime Investigation Team (JCIT)
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Out of the above seven components, two namely NCRP and NCTC have been given to NCRB
for establishment and monitoring.In the current scenario where number of cybercrimes are increasing,
it is important that the state law enforcement agencies have cyber intelligence, investigation, and
forensic units that are fully prepared both from the equipment and the knowledge point of view to face
cybercriminals and their destructive actions. The LEAs constantly need to acquire critical new skills and
build capacities among investigating officers and prosecutors.

Capacity building for cybercrime investigation is critical given the rising trend of such crimes.
Under the NCTC therefore, NCRB has developed a Massive Open Online Courses (MOOC) platform,
namely the CyTrain portal for imparting training to law enforcement agencies at mass scale on
cybercrime investigation related matters. It offers professional-quality e-learning resources to all law
enforcement agencies, prosecutors, judges and other stakeholders. The key feature of this facility is to
provide a simulation based environment for learning on cybercrime investigation.

2 CyTrain: The MOOC platform for Simulated Learning

NCRB has developed a MOOC platform called the CyTrain portal using the open-source
MOODLE framework. Presently, the platform is based on the latest version of MOODLE 3.9 and
supports 10,000 user concurrency. The portal supports both English and Hindi languages.User can
register himself/herself in any online course with his Government email ID and undertake the course at
his own comfortable pace. At the end, he has to undergo an online test, passing of which will entitle him
to a Certificate.

CyTrain Dashboard has two types of course displays:
a) Recently Accessed Courses: Courses which are recently accessed by user.
b) Course Overview: Courses in which user is enrolled.

User can access a course by just clicking on the Course icon or course name, after which the user will see
the following screen:

mEfter msa e arazer uftsm dveg
NATIONAL CYRERCRIME TRAINING CENTRE
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3. e-CyberLab

NCRB has also established a State of the Art Cyber Lab through C-DAC at NCRB Hqrs, New Delhi.
The Lab is equipped with more than 25 latest Digital Forensics tools from industries and more than 50
open source cybercrime detection and forensics tools. The Cyber Lab is also integrated with the MOOC
platform (CyTrain portal) and called as e-Cyber Lab which was launched on 13 Oct.2020 for providing
virtual experience on experimentation on the latest modus operandi on cybercrime. The officers can log
into e-Cyber Lab and learn about and use any tool on pre-arranged use cases or by importing his own
problem statement.

4, Current Courses under NCTC

The CyTrain portal has the following six tracks under which course modules have been clubbed :

a. Responder Track (For First Responder and Duty Officer)
b. Forensic Track (For Digital Forensics Specialist)
C. Investigation Track (For general Investigator and Cybercrime Investigator)

d. Intelligence Track (For Cybercrime Intelligence Officers /Analysts)
e. Management Track (For Cybercrime /Digital Forensics Head of Unit and Heads of Police Forces)

f. Judiciary / Prosecution Track (For Judges / Prosecutors)
Each track will have courses under Basic, Intermediate and Advanced categories.

NCRB has signed MoU with Consortium for Educational Communication (CEC) and also with
National eGovernance Division (NeGD) of MeitY. CEC has shared many useful contents (videos, pdfetc.)
on Cybercrime investigation. These contents have been uploaded in the NCTC MOOC platform. The
portal has now more than 850 videos and e-Books available for trainees. Currently Cytrain is providing
three courses namely Cyber Crime Basic Awareness Course, Cyber Crime First Responder-Basic and
Forensics Track-Basic.

The registration process on this portal is very simple and free of charge . Any user who hasan
email id in the Government domain (viz. email id having gov. in or nic.in etc.) can instantly register
on this portal by providing some basic information like name, designation, present posting, contact
number, etc. This registration process is completely automatic and the user can register by validating his/
her email id through OTP. The police officers/judges/prosecutors who do not have Government domain
email can also get registered on this portal by forwarding their offline registration forms through their
State nodal officer. The list of such nodal officers is also provided in the portal.

The complete flow starting from registration to generation of online certificate after completing
a course can be depicted as in the following picture:

Cyber Crime E
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Besides preparation of traditional training modules like books, boards, PowerPoint/PDFs, there
is a strong need for simulated environment based modules. This would mean the creation of scenarios,
including digital exhibits (logs, etc.) for extraction by trainees using forensic tools preloaded on the
infrastructure. To develop world-class interactive e-learning content with simulation and gamification
activities, M/s PwC has been engaged as a Course Content Developer for one year. Till date, CyTrain has
more than 850 e-learning modules including videos, eBooks, PDF, PowerPoint Presentations, etc.

5. Conclusion

The keen focus of NCTC is to provide, world-class training on Cybercrime related courses for all
Officers dealing with Cybercrime Investigation across the country. More than 5000 users are currently
registered in the CyTrain portal and around 1500 certificates have been issued to those who have
successfully completed the courses. NCTC is the first initiative in the country to provide massive open-
source online training for cybercrime-related investigation. Further, a virtual Cyber lab that is associated
with the CyTrain portal is the best add-on for hands-on experience. A team of experts associated with
NCTC regularly updates the course contents as per the latest trends in cybercrimes.The main objective
of NCTC is capacity building and to create a team of experts in every unit across the country in the field
of cybercrime Investigation who can effectively deal with cybercrimes in the country.

% Cyber Crime
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Police Headquarters, Sector-19, Atal Nagar, Raipur Chhattisgarh- 492001 ps.dgp-cg@gov.in

NIJAAT- an Anti-Drug/Narcotics & De-Addiction Initiative by Korea Police,
Chhattisgarh brings a ray of hope against drug-menace

Drug addiction has a very bad effect on the mental, economic, and family conditions of the affected
persons. Any region may be vulnerable to drug peddling and is a difficult task for law enforcement
agencies to fight the challenge and check drug-related crimes. Nijaat (meaning Riddance or Liberation)
as a crusade has gained ground against drug abuse and trafficking, strengthened actions to make choices
to live a healthy life, and secure an ultimate objective to achieving a drug-addiction-free Koriya district.

Korea (or Koriya) is one of the North-West districts of Chhattisgarh State dominated by tribal population,
famous for its coal mines, and shares borders with neighbouring states. It has a huge population that
takes drugs and narcotics in form of brown sugar, LSDs, Ganja(Marijuana), intoxicated injections,
syrups, and tablets, etc. In both rural and urban areas, the drug issues are alike. However, coal mine areas
have higher drug users. The crime associated under influence of illicit drugs and liquor is around thirty
to thirty-five percent of the total crimes in the district. The minor children using drugs and narcotics
substances in sizable numbers are also a major cause of concern for the Police.

It is important to see this grievous problem as a crime as well as a social evil. The Koriya police took
the onus to wipe out the abuse of illicit drugs, narcotics, and bootlegging. Korea Police has initiated
a programme, namely Nijaat which is an action (drug law enforcement) and awareness drive against
drugs, narcotics & illicit liquor. Broadly, it is a de-addiction campaign. The operation Nijaat has three
goals including actions on a war footing by the police against those doing the business of illegal drugs &
narcotics (drug law enforcement); intense public awareness campaign with the help of the people; and
helps in counselling and rehabilitation of people addicted to it. “The initiative has been launched to
liberate the district from drugs, narcotics, and illegal liquor and check related crimes. It has a three-step
strategy including strict action from the police, mass awareness drive, and de-addiction campaign,”
o

&5 NIJAAT N

Actions & awareness drive against drugs/narcotics

No to Drugs, Yes to Life

Korea Police, Chhattisgarh
W N

N 54795193799 € @KoreaPoliceCG [ @KoreaPoliceCG

By Sh, Santosh Kumar Singh, Superintendent of Police,
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The mobilization campaign began in July 2021 by the Koriya police in collaboration with the people
including the people’s representatives and the women at the grassroots level. However, a mega official
event was organized on Independence Day in August. Chhattisgarh legislative assembly speaker
Dr. Charandas Mahant presided over the function and flagged off the “Nijaat” chariot of the police
department. The function was attended by Member of Parliament (MP), Korba Jyotsana Mahant, local
members of legislative assembly (MLAs), district magistrate Shyam Dhawde and prominent people of the
district. This awareness chariot promotes drug de-addiction in the district. On the occasion, Mr. Mahant
said that this is a commendable initiative and such a campaign should be replicated in other districts as
well. Police should act honestly on all the people associated with drugs and illicit liquor, no matter how
prominent they are. He extended his best wishes to this campaign of freedom from drugs. The Korea
Police have appealed to political, social organizations, various departments of the government, and the
general public to join this awareness campaign and cooperate in the fight.

Recently, the state government during a conference with SsP and IsG of state had directed officials to
intensify vigilance on borders and focus on the prevention of drugs and peddlers. At the conference,
the Police department presented this drive as one of the important programs to fight against drugs. The
details of this programme are as under-

1) Zero tolerance policy against peddlers and bootleggers

To curb the usage of such intoxicants in this border district, the police department is taking quick actions
in a mission mode. Korea Police are committed to taking strict enforcement actions on the drug cartels,
drug peddlers, and all those involved in this nefarious business. Since July, the police under provisions
of the Excise Act and NDPS Act, have lodged a total of 940 cases with arrests of 979 persons along with
brown sugar; restricted syrups, injections and tablets; thousands of litres of illicit liquor; and hundreds
of kilograms of Ganja. A few dozens of the vehicles have been seized which were used for transportation
for these drugs.

The purposefully driven goal witnessed intensified dedicated efforts and within a short span of six
months, it saw 152 arrests in 126 cases of drugs & narcotics, while 827 arrests in 814 cases of illegal
manufacturing, illegal sale of liquor, and other provisions of the Excise Act. SP asserts “It’s a huge success
for the police department, as around one thousand people have been caught in intoxicant substances
involvement in the district. Some of the people got bail but big peddlers and bootleggers who were
caught are still behind bars. The action taken shows the commitment of police”

% Drugs Deaddiction




Best Practices on Smart Policing

=3

2) Intensive awareness: Public meetings and roping Bollywood celebrities for awareness

With the continuous support of people, the department has managed to conduct 152 public awareness
programmes where counselling of hundreds of drug addicts was also done. The people’s representatives,
social organizations, community organizations, and student groups were roped in to conduct such
programmes in the district. The appeals to people were made with intensive use of various social media
platforms with the Nijaat hashtag.

The Koriya police succeeded in convincing people by interacting with them, particularly the youths
about the harmful effects /dangerous consequences of drug addiction and making a personal choice to
live a healthy life. People particularly women are voluntarily joining the campaign as they suffer the most
due to substance abuse by their family members. People are participating in wall-writing and reporting
the police about suspicious activities as well as informing about people who need assistance for de-
addiction. The campaign saw wall paintings, marathons and rallies by youths and students, hoarding,
organizing rangoli during festive occasions in support of the Nijaat campaign, bike and bicycle rallies
against social crime like substance abuse or addiction, and infused better understanding of the threat.
“The people took anti-drug pledges during public meetings held in their areas thus intense participation
from public is visible”,

The push got a further boost with the positive evaluation and acclamation from celebrities, film actors,
noted folk singers, and opinion-makers. In support of this campaign, the department roped in many
celebrities from Bollywood. These celebrities like famous singer Kailash Kher, actor Prabhu Deva, Arbaaz
Khan, Shahwar Ali, Bhagwan Tiwari, Virendra Saxena, and comedian Sunil Grover, Rajpal Yadav, Raju
Srivastava appealed in favour of the campaign. Many supporting videos and rap songs have also been
produced bylocal artists of the district. Chhattisgarhilocal folk artists, including Padam Vibhushan Teejan
Bai, Mamta Chandrakar, Zakir Hussain, Yogesh Agrawal, and actors from Chhollywood (Chhattisgarh
cinema) like Anuj Sharma have also been spreading awareness persuading people to keep away from
addiction. Mr. Singh said, “With the support of the locals and other public figures, we are vigorously and
aggressively spreading the message to stop consuming drugs.”

To inspire youth and attract them with the latest trends of music and social media, the Koreya Police of
Chbhattisgarh have come up with a unique catchy movie-cum-rap song ‘Mile Nijaat’ as a part of Nijaat
drive on giving up drugs and starting a new life. It has become quite popular among youths. The video
has a young entrepreneur as a hero who has done award-winning work but gets into a company of
friends who are into drugs. The boy gets into de-addiction and even aids police by tipping them oft on
local peddlers and smugglers for a bigger crackdown.

3) De-Addiction campaign: Extending non-residential rehabilitation assistance to the needy

Life in villages gets worse when the youths and men of family indulge in abuse of any kind as they
stop going to work and demand money instead from the women who slog day long to make ends meet.
Most happy are the village women who are part of the Nijaat brigade assisting police in spreading the
word and yielding results. By following the first two steps, which are strict action and mass awareness
drive, the police force helped the highly addicted people by conducting a rehabilitation programme
for them. For this cause, police have hired professionals to counsel these people at the rehabilitation
centres. ‘Nijaat’ gives a helping hand to those willing to quit the addiction of such sort by providing
regular counselling and medications.
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The lives of hundreds of family’s other families are filled with joys as affected members are
now breaking the cycle of addiction. Several dozen people in the last six months have been on a de-
addiction journey and leading a fulfilling life with family. Rohit Gupta, 30, resident of Baikunthpur, and
Ammu Kumar of Podi, 25 (both drug addicts) are among the hundreds who are seeking counselling and
treatment at a major Opioid Substitution Therapy and de-addiction rehabilitation centre facilitated by
the police in the district. Prakash Singh, 30, who was abandoned by his wife and kid due to his liquor
and substance addiction, was feeling extremely helpless to return to an empty house and nothing other
than alcohol would serve his restlessness until he was aided with counselling and de-addiction therapy.
After a few months of medication, his family is back and happy.

Nijaat is making a difference at the grassroots. This is a unique initiative where there is a blend
of strict policing and community participation together to fight the drug menace and this multi-faced
strategy is bringing about positive change in the lives of the people in the district.

Drugs Deaddiction
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Andaman & Nicobar Police

Police Headquarters, Port Blair, Andaman & Nicobar Island- 744104 Email- dgp@and.nic.in

1. Emergency Response
a) Emergency Response Support System (ERSS)

Emergency Response Support System (ERSS) project is the vision of MHA to unify all the existing
emergency number such as 100, 101 and 102 to 112 and Andaman Nicobar Police is the Nodal agency
for the implementation of the project in A & N Islands. Emergency Response Support System (ERSS) has
been launched on 19/02/2019 in A & N Islands. The implementation of ERSS has been done in all the
three districts of A & N Islands with 01 Main PSAP (Public Safety Answering Point) at Satarkta Bhavan,
Link road Port Blair and two Mini PSAPs at Emergency Operation Centre (EOC) functions under the
supervision of the respective district Superintendent of Police.

Till now, all PSAPs are working independently in all 03 districts with calls landing at 112 helpline.
In addition to this, Women Help Line (181) is completely integrated with ERSS-112 and the Meta-data
is being sent through Web Dispatcher Terminals (WDTs) to “ONE STOP CENTER” Social Welfare
department.

During Covid-19 lockdown, four other departments helpline numbers i.e Electricity, Transport,
Civil Supplies and PBMC Control Room were diverted temporarily to ERSS-112. All the calls of above
departments helpline numbers were landing at ERSS-112 and the Meta-data was sent through Web
Dispatcher Terminals (WDTs) or over phone to concerned departments Control Room for initiating

necessary action.

With respect to the availability of infrastructure, currently at Main PSAP, we have three call taker
terminals, one dispatcher terminal and one CCS terminal (Supervisor) and procurement of additional
03 call taker terminals for main PSAP Port Blair is underway. Further, at Mayabunder and Car Nicobar
we have 2 call taker and one dispatcher terminal.

The main PSAP at Port Blair which caters to the maximum traffic among all the PSAP, till date
it has received total 136921 signals which includes missed calls, attended calls, SOS etc out of which
we have received 103652 voice calls with an average of 123 calls per day and 41 calls per Call Record
Managements - CRM (Call Taker) per day.
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b) Emergency Response (Push SMS Service) :-

The Andaman and Nicobar Islands falls under high-seismic zone and more prone to earthquakes.
In the year 2004, during Indian Ocean earthquake, the A & N Police Radio Organization was entrusted to
monitor the earthquakes and it was done through various websites viz. National Centre for Seismology,
United States Geological Survey (USGS) etc.

On receipt of earthquake occurrence report, SMSs were flashed to all concerned regarding the
details of the earthquake. Earlier, SIM based Bulk SMS from BSNL were used to send the SMS alert to
senior officials of A & N Administration along with Police, but it was observed that the method was very
slow and unreliable. Sometimes SMSs were not delivered on time.

Thereafter, Push SMS developed by CDAC is used to be disseminated by A & N Police Radio
Organization from Signal Centre, Police Radio Headquarter, Marine Hill in the wake of Earthquake,
Tsunami Warnings, Hourly Situation report of OP’s & LOPs, etc.

% Emergency Response




Police Headquarters, Sector-19, Atal Nagar, Raipur Chhattisgarh- 492001 ps.dgp-cg@gov.in

The emergency response consists of any systematic response to an unexpected or dangerous occurrence.
The goal of an emergency response procedure is to mitigate the impact of the event on people, property,
and the environment. Emergency response is sometimes a cyclical process, involving repeated assessment,
planning, action, and review, to respond appropriately to needs and capacities as they evolve.

An important aspect of emergency response is the response time which refers to how long it takes
Emergency responders to arrive at the scene of an emergency after the emergency is informed. A long
response time can result in increased and permanent damage, a higher likelihood of fatalities, and greater
distress to those involved. Response time is often used as a proxy for the effectiveness of an emergency
response program.

Responders are normally the first on the scene of an emergency and range from police, fire, and emergency
health personnel & to sometimes community volunteers. They work to bring the emergency under
control and save lives and property, often they expose themselves to potentially harmful conditions and
contaminants. A proper & periodic training program can make them prepared & eligible to face such
emergency conditions. Training allows support to lend their expertise and perform vital studies to be
better prepared for, and more quickly respond to and recover from any public health emergencies

Emergencies are often confusing and frightening. To take appropriate actions in an emergency, follow
the basic emergency action steps

1. Check-Call-Care. -
2. Check the scene and the victim.
3. Call the local emergency number to activate the emergency management.

Current thinking defines the phase of emergency management i.e. mitigation, preparedness, response,
and recovery.

The steps are simple, but it takes time to find out what you could be facing and determine the resources
you need both inside and beyond.

L. Assess your needs. ...

2. Create a written policy. ...

By S.K.Shukla, Insp. Diall 12, Raipur C.G.
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3. Plan levels of response. ...
4. Train your personnel. ...
5. Do the audits.

InIndia, Emergency Response Support System (ERSS) is a Pan-India single number (112) based emergency
response system for citizens in emergencies. The Emergency Response Centre is capable of receiving
emergency calls through voice calls to 112, Whatsapp, Twitter, SMS, email, panic buttons activated calls
and I 12 India mobile App. The nation’s integrated emergency helpline number, 112 will allow residents
of the state to call for police, fire and emergency, and ambulance services.

Overall important factors for emergency response are appropriate & prompt communication systems,
conveyance facility to approach the place of emergency, resources, and skilled persons as emergency
workers to handle the emergency.
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Police Headquarters, Mangalagiri, Andhra Pradesh-522502 dgp@appolice.gov.in

Trafficking has been considered one of the serious issues in the present scenario and trafficking
in women is considered one of the most contemptible forms of human rights violation. It has been
evident from history that human trafficking is not the new or same kind of unique issue in India. It is
often compared with prostitution. Among the organized crimes it is considered to have the third-largest
category in terms of profit after drugs and smuggling of arms. Further, it would not be wrong to say that
it is a complex issue that is considered the focal point of the crime in India and also a form of exploitation
that violates the very basic rights of the trafficked victims. In this connection, the paper tries to highlight
the present situation and the various dimensions of human trafficking. The paper briefly explains the
various causes and contributory factors for human trafficking. Further, the paper also shed some light on
the role of the judiciary and the non-governmental organizations in combating the trafficking of women
in India.

INTRODUCTION :

It is an admissible fact that women in India are very vulnerable and susceptible to violence
such as sexual abuse domestic violence and human trafficking etc, in India human trafficking is a
result of and hindrance to socio-economic development which threatens domestic and international
security, specifically concerning individual security. It has been estimated that more than 2,00,000 girls
and women are trafficked annually for commercial sexual exploitation from India, Bangladesh, and
Nepal. The focus is on trafficking, either as an issue of legal migration or prostitution. still dominates
the discourse of trafficking in these countries, which prioritizes state security of trafficked individuals
vulnerability factors such as structural inequality culturally sanctioned practices, poverty or economic
insecurity, organ trade, bounded lab our, gender violence, which fuels human trafficking and threatens
the human security.

It is generally understood that whenever the term trafficking comes it understands in the
parameter of prostitution only, but it does not mean prostitution it would not be wrong to say that it
should be delinked from prostitution. As per the domestic law that is the immoral traffic (prevention) act
1956 prostitution becomes an offense when this is the commercial exploitation of a person. Trafficking
is the process of recruiting contracting, or hearing a person for commercial sexual exploitation(CSE)
therefore trafficking is a process and CSE the result of the demand in CSE generates, promotes, and
perpetuates trafficking. This is a vicious cycle.

The term trafficking in persons is not defined in our laws. But it has been however defined in the
United Nations Palermo Protocol as the recruitment, transportation, transfer, harboring, or receipt of
persons. Through treat or use of force or other forms of coercion of Abduction of fraud or deception the
abuse of the power of a position of vulnerability or the giving or of receiving of payments or benefits to
achieve the concern of a person having control over other persons for exploitation.

K.Vijay Babu, Cl of Police, Disha Women PS., Eluru. West Godavari District
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According to the OXFORD dictionary, trafficking means Dealing in something especially illegally
it also offers new terms like drugs, trafficking, arms trafficking, and human trafficking. The conceptual
meaning of human trafficking refers to the criminal practice of exploitation of human beings where
they are treated as commodities for profit and after being trafficked or subject to long-term exploitation.
Human trafficking has become one of the there most lucrative types of organized crimes, there are drugs
and arms. This organized crime of human trafficking has reached a scary magnitude because the extent
of violations of human rights is unbelievable and unimaginable. The sad part is that there is very little
awareness of this crime among the masses. It is also because of its highly secret and clandestine nature. It
has become such a mind-boggling problem that it has become difficult to arrive at any consensual data
as different agencies project different numbers. It has been termed modern-day slavery.

There are three main faces of human trafficking namely, origin, transit, and destination point.
Origin is the place from where the victims are recruited, transit denotes transportation and transfer,
sometimes harboring also. The destination is the final point, where the victims are received and
maintained for exploitation. Even the victims may be exploited in the origin and transit phase, but it is
for a short period. At the destination, negotiation takes place for maximum Profits.

REASONS FOR TRAFFICKING OF WOMEN / GIRLS:

The root cause of human trafficking in India can be better explained in part by Gender-based
discrimination, which in turn is responsible for the deaths of thousands of girls under the age of 5 years
each year. It would not be wrong to mention here that this gender-based discrimination is a kind of a
cultural norm in India because sons are always given more preference and considered as most useful for
the family as the girl/child. One more important fact is that because of this gender-based discrimination
in India, a social structure favors more males over females.

Further to understand the causes it is necessary to check the nature and scope of the trafficking
of human beings. The trafficking of women takes place for various reasons. ‘With the development of
globalization, trafficking in women has summed a new dimension. This problem has penetrated various
economic sectors demanding cheap labor for women and children as also in the sex industry and other
sectors. Trafficking is not confined only to sexual exploitation but also branched into various forms. The
following are the reasons for increasing women and young girls trafficking in India. They are

1) Forced marriage - It is a known fact that the gradual decrease in sex ratio in different parts of
the country for instance states like Haryana, Rajasthan, and others, have given rise to an unusual
problem of trafficking of women. Further, it may be seen that Trafficking is in case the poor girls
marrying to wealthy persons in the name of temporary marriages. It is also evident from the ages
of to till today that, women should bear a male child only and the sometimes the girls, who do
not agree to such things get killed.

It is right to be noted here that girls and women are not only trafficked for prostitution but also
bought and sold like a commodity for many reasons. Where the female ratio is less as compared to males
due to female infanticide later they are forced to marry.

2) BEGGING: Forced begging is also a kind of human trafficking in India. Children and women are
also constrained to beg in public places. Many traffickers used disabled persons to earn wealth.
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3) Bonded Labor: According to the ILO (International Labor Organization) more than Eleven
million people are working as forced labor in the Asia - Pacific Region; People running out of
cash generally sell their kids as debt labor in exchange for cash. Both boys and girls are sold for
this purpose and generally not paid for years. Victims of human trafficking have a great chance of
suffering from issues like mental disorders, depression, and anxiety. Women forced into Sexual
trafficking have a higher risk of getting affected by HIV and STDs.

Further when this issue is looked at from the angle of supply and demand factors. The growth
of trafficking can identify some of the causes of trafficking. Such causes are categorized into different
aspects of life. Such as socio-cultural, economic, and political. They are

1) Poverty: It is one of the major factors in the trafficking of human industry. The helpless condition
of the victims provides an amply scope for traffickers to trap the victims.

2) Political environment: this includes Political Industry, militarism, violence increased in the ill-
treatment and abuse trafficking, and forced labor.

3) War factor: A large number of people who have lost their respective families in war are more
induced to trafficking. Even the armed conflict leads to gross shifting of people.

4) Social and cultural practices: Most women and girls are generally exploited and abused due to
social and cultural practices and are forced to live in risky conditions. There are more vulnerable
to human trafficking as they get little the opportunity for upward mobility. In our society, single
mothers, divorced women, widowed and sexually abused women, and young girls are easy prey
to the traffickers, because of social stigma.

5) Migration: Migration means the movement by people from one place to another with an objective
mind. When people take irregular means for migration, they are easily victimized by the human
traffickers which pose a great danger to children and young women in particular. Migrates from
Bangladesh or sometimes trafficked and sold into prostitution or forced labor.

Other causes:

1) Economic causes: Under the economic cause we will find economic inequality, land reforms
large-scale agriculture, resource gabbing, food security, mechanization of agriculture, wage and
labor repression- employment, decent job or job without dignity, labor binding agreements,
climate change, and environmental degradation. Raising Sea level drought flood, deforestation,
commercial overfishing, mining commoditization or nature and expenses of providing required
benefits to regularly employed workers, etc.,

2) Social exclusion and gender discrimination causes : Gender inequality — Gender based wage
gaps, violence against women and girls - armed conflict, crisis and instability denial of woman
rights to education, health, participation, credit, skills, poverty and productive assets, multiple
form of discrimination — caste system, racism, weakness of social protection — passage and
enforcement of protective legislation, meaningful punishment of perpetrators, education/
information for awareness, willingness to report, criminal action, training of law enforcement,
lack of skill and income opportunities for women in rural areas, pressure to collect money for
dowry which leads to sending daughter to distant place for work, lack of education and health care,
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Iack of respect for person, un documented status of immigrants, city life dream, dysfunctional
families, Devdasi tradition, violent behavior in the home and on TV , drug and alcohol addiction,
Disintegration of social protection network, A culture that accepts treating people, especially
women and children as object, pornography, promoted and available globally, etc are the some of
the gender discrimination causes.

3) Political and legal causes: Concerning political and legal following are the causes, corruption
organized crime, border controls, increased militarization- Arm conflict resource curse in
extractives refugees, legal - Access to justice rule of law, statelessness. A lack of anti-trafficking
legislation.

LEGAL FRAMEWORK TO TACKLE TRAFFICKING IN INDIA :

The constitution of India guarantees vides range of rights for the protection and proper
upbringing of women. These rights represent the values raised by the people and are meant to safeguard
the dignity of the individual and also help in creating conditions in which human beings can develop
their personality to the fullest extent. In the case of Yusufvs the State of Bombay, it was held that Article
14 of the Constitution states that “ The State shall not deny to any person quality before the Law or the
equal protection of the laws within the territory of India”. Even though this article guarantees equality
but it does not prevent the State from introducing a reform toward betterment. Hence any law-making
special provisions for women under article 15 (3) can not be challenged on the ground of contravention
of article 14.

Trafficking in human beings or persons is prohibited and guarantees the right against exploitation
and forced labor and practice of which is punishable following the Law as per article 23 of the Constitution
of India. Again article No. 24 clearly states that children below the 14 years of age or prohibited from
employment in factories or some other hazardous employment.

Apart from the Constitution, In the Indian Penal Code, we will find provisions concerning
women trafficking among them important provisions are Sec. 366 (A) and (B) which speak about the
procuration of a minor girl below the age of 18 years from any place and importation of girl below the
age of 21 years are punishable respectively. Further, Sec. 372, 373, and 374 speak about selling, buying,
and punishment for compelling any person to labor against his will respectively.

Some of the major acts which prohibited trafficking in India are, the Immoral Traffic (Prevention)
Act, 1956 ( IIPA) is the legislation which is for the prevention of trafficking for commercial sexual
exploitation. Recently, the criminal law (amendment) act, 2013 has come into force wherein the Sec.
370 of the Indian Penal Code has been substituted with Sec. 370 and 370 (A) IPC., which provides for
Comprehensive Measures to counter the menace of human trafficking including trafficking of children
for exploitation in any form including physical exploitation or any form of sexual exploitation, slavery,
servitude or the forced removal of organs. In the year, the 2012 Protection of Children from Sexual
Offences (POCSO) Act, 2012 came into force, which is one of the special laws to protect Children from
Sexual abuse and exploitation. It provides the precise definition of different forms of sexual abuse,
including penetrative and nonpenetrative sexual assault, sexual harassment. Apart from all these, some
other specific enactments are enacted for Prohibition of trafficking or prohibition of child marriage act,
2006, bonded labor system (Abolition) Act, 1976, Child Labor (Prohibition & Regulation) Act, 1986,
Transplantation of Human Organs Act, 1994, etc”
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The Role of Judiciary on Human Trafficking:

Itis a known fact that the issue of trafficking is a sensitive one, the judiciary in India has given a few
important judgments which are significant. Usually, most of the judicial pronouncements or decisions
or milestone cases on trafficking were made by the Supreme Court of India and one of the High Courts.
Again it is a general understanding that, the bulk of cases on

Trafficking is dealt with by lower courts and is not reported unlike those of the Supreme Court and
High Courts. The Apex Court and High Courts laid down some principles, which have a positive impact
on the approach of the Judiciary to cases of human trafficking and which can be broadly categorized
which 3 main concerns, victims’ rights, giving appropriate directions to Governments, and lastly, special
protection to a child.

1. Victims Rights :

In the case of Prajwala vs Union of India, It was held that the implementation of victim protocol
was demanded and there have been cases where compensation has been ordered to be paid by a
perpetrator of crimes to a victim of the crime as in the case of Bodhiswatwa Gautam vs Subhra
Chakraborty. In the case of the Chairman, Railway Board VS Chandrima Das, where a person
promised marriage, to a woman and even went through with a wedding ceremony which turned
out to be False. This has been applied to foreign nationals as well. In cases of trafficking too, this
principle has been used, as seen in PUCL VS Union of India, where compensation was ordered
to be paid where children were trafficked/bonded for labor.

2. Directions to state functionaries to tackle the problem of trafficking :

In a very interesting case, Vishal Jeet vs Union of India and others, the Supreme Court of India
pointed on that the appropriate Governments should ensure care, protection, development,
treatment, and required rehabilitative measures for the victims of commercial sexual exploitation
and directed the Governments to appoint trained personnel in rehabilitation homes. In the
instant case, the following directions were issued by the Supreme Court to the State and Central
Governments.

a. State and Central Governments must direct their law-enforcing authorities to take strict
action against child prostitution and eradicate it at the earliest.

b. A separate advisory committee should be constituted in different zones comprising
the secretary, Law department, sociologists and criminologists, members of women’s
commission, from women organizations & voluntary social organizations to eradicate
child prostitution. The committee should also take care of these victims, and ensure care,
protection, treatment, and rehabilitation of the young children rescued either from a
brothel or from sexual exploitation. The Court also directed to provide good doctors to
ensure the health & rehabilitation of the victims of child prostitution.

Further, the Supreme Court took it upon itself to give directions for the protection and
rehabilitation of those who had been dedicated as devadasis by their families or communities for cultural
reasons and were currently in prostitution. While Devadasis and Joins are from different states in India.
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In the case of Gaurav Jain vs. Union of India, the court observed that such children should not be
kept separately in the interest of children and the society at large. They should be allowed to mingle with
others and become a part of society so that they should feel that they are also treated equally in society.
Further, it was affirmed that the state had a duty to rescue, rehabilitate and enable women to lead a life of
dignity. The court has also at times taken serious note of what is referred to as the indifferent and callous
attitude of the State administration in identifying, releasing, and rehabilitating bonded laborers in the
country.

Special Protection to Children :

In the Prerana Vs State of Maha Rastra case, the Court held that there are two categories of
children, one with children who have been trafficked themselves and the second one is children who are
in need and protection i.e., the ones vulnerable to being trafficked. Further, it was held that children who
have been trafficked themselves should also be considered as Children in need of care and protection
and not as children in conflict with the law. In Gaurav Jain Case The court held that they should not be
allowed to live in their homes as their surroundings were undesirable. Yet, another case was Lakhsmi
Kanth Pandey Vs Union of India which examined the vulnerability of children being trafficked in
adoption rackets due to the lack of an effective protection mechanism. The court went on to create an
appropriate mechanism to fill the gap, especially in the context of intercountry adoptions.

Conclusion :

It is evident from the above discussion that, the concept relating to women trafficking is not a
fresh one or new, it is as old as the society in India. The problem of Human trafficking has emerged as
a serious problem after the advent of the concept of Globalization. It has been intervened in almost
all sectors enormously. As the concept of trafficking is confined maximum to women and children as
they are a vulnerable section of society to exploitation, because of this there is a gradual increase in
commercial sex work. Even though there are various legislative measures to prevent and eradicate the
concept of trafficking in human beings, unfortunately, it is still found as an organized crime in society.
It is observed from the above that, there are many gaps in the current legislation, and to fill those gaps
strict awareness programs should be conducted, literacy levels should be increased, the State should
provide innovative packages for rehabilitation for the victims and the NHRC should take cognizance of
the rescued victims problems faced in stations and arrangements should be made accordingly.
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Police Headquarters, Jehangirabad, Bhopal Madhya Pradesh-462008. dgpmp@mppolice.gov.in
A d¥&bil
(Human Trafficking )
37 g1-a31 ufAet 3al #,
SId e I3 & A,
Ui BT Tep fayrTaTdt g 3,
33T 1T §H B 37ER1 8T H,
=4 3R g H,
AV S YA,
AU R-R & fReR 1,
A5 FH B A B E,
7T & 31d 5769 §9 NI &,
HS AT 377 fApret 3RS 71,
Pel e1y-R disfiat g1 fed sird &,
P 3T §T 956 R o1 fgd sira &
Pet A} & He <is § dedpT e,
BI¢t Ht 39 # STTeitdl A s geT foar,
TPl 5T i 35 H BTH IR T T,
bR fdar dl tte R guek 5747 &4
W 9 faet faard e # Afegi aHt ugdt €,
A AT TTHA & GaT 3 H g,
33 b3 TRAT dTeR &1511 &b UeL Hi 8l
YRRTEG:T 31Ral H HUA EfAcT &,
BE W eERd IR G AT,
Uy fAERa & fARifea ®ig ar 3mamm,
=1 diccit dfsal d EX Hob BRI

by 370 ci&H1 perars, Yleid 37ellerd, Gleid TIRIST 2ATTT 3HRET (HOH0)
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HHd d&Bd (Human Trafficking)

AR H dRE-aRE &b WRTE 57 o 32 € 3R 370 92t dter 71fd & 55111 i 81 3e1 8 57 féd i 3R I
A g e & fobq 30l b Tafea WM R 277 312fd 42 3R SfIIRT &t awhd € & 3R s gl & 91
AR TRR WX 3ATAT & AT gATuR 37ufd A1 a awb<t 511 s fasy # orgt € far &1 fdwa 8 sa AR # ex st
&I qEBt g1 it & 98 Pt W St g Tt & fop A, SHI ol WM 11 81 HdeArd W el €1 I ATIR
Jla AUt O 3ATAT 8 3R RRT I3T FISd 370RTE 81 571 Hi<l FHST B P4 T & 375711 &1 51dT 8| el
H, HRa H & 98 SI1eT AT a&hst fdfia gaisHi & feid &t 1Tdt 21

e gdTd € fdb 80 Wifderd AT gaafuR dbaet dargfd & fad fasan sirar @ W [ga o BHTRR
TGt BTt STTc &1 dp? 89 AT & U & fad TRS Iiqal &1 B4 6id & adifd dgi 3= 31T RRIBR &8t
3T § e STTaT 21 R Ti1e a8 o<d &1 a1 gafadi el a1 fuk Yoy, Hd GATIR &b o I8 deas 310t
STE &A1 &1 od € 3iR 3194 folR Pl st 3T & e1fdd o= od &l

9 T AAfEidbdR o1sfdhal Bl HRd & Yt 831 & 31TdRe HPT A ¢Td & 3R g8 Hi mae 7Tia &
Id fUss &l A, s9dT BRUT g ¢ b &N # dl BTl STPTSddT 31HIM Teld I8d 81 det AT R
YAIR-YIR EdT 38dT & 31 30t ER-ER et g 2q 31ia adt 38T 21 fasq, sTet srcaftias TR @ 31k
dTse & THEITd g foar Bt HT 8) a'l sTPTeddr 3fHar &t ugd utd & {8t wrmsi i € faa €1 o
UT bl 37T b HTHA @Y 37e8-31<8 318 57Td & al SR TRIE! 6t al 1d & &1 bt ST | I8 37U g<] bl BT
R 5T & fobq Uer & foldl Tpa 78T WaTa 81 31fiel & BROT & I8 TORIfEr & ST H % S71d 8| 37uRTfedt
& HafeR dt fig 28 TR & 5718 dIR 8d € 511 4t fAme gt dl 217 dicid-anfedii &l 31 Uit #
ST 3R 38 T

Y &Y f[Auer T I8 & Y &I JigAT 1fed d’AT 8ART HIdST Aok § US ST HRd ® df 7 d
¥R & 51718 BU 8, 54 304 Tsic Hi B1d & T Usic ot I8t AT Bldt @ ST BIA & ersfdal 3R
il B SOTAHT-TEAHT-BITHT &1dT €1 59 T § S7cb! HIdt IBH &t STdt & I8 il 717dl & 98¢ TRa
URARY bt A 35 o Sfctidl IR 5 R R 37 GRAR B A3 H 3181 A<l BT STidT ad 831K STl H 3118
cTsfdsdl P BItht 35dl STHI H o ST STTdT € 3R Ti fiR 7T &R UBR A 0T ENdT 21 S7db IRART B
S BIS AdeTd TEl g1dT fds STeall & A1 T &1 Y87 & 37¢b! &Y HIE B0 fHeTd Yed € 3R I8 3T ¥8d ¢

HAT a¥BA &1 312 - AT AR 31fd AT BT AR, 59 TbR g3t a1 TG Bt Tl Bied

BUY G {1 STTdT 8, 38T UBR HId bt WRie-TRIth, ATUR BT STHT AT gATUR 2|

Sl & TeH | BEl 7T € Tob ol B MY RT URRRATGAT # 2ATfHET AT &1 HIFd d¥hsl & Hel &
3T TR1G Teisht 7 811 A d¥b:t & i1 ATHA B1d @ 371 51 fdRrd Afgeird, 28 ufderd s, 31k 21 ufarrd
J&Y E1d 21 80 UfdRrd 511 HIFd &l d¥b<l eld & 3TH Afec3il & deH H <1 T dl I8 48 ATUR B 5T
H a1 STTAT 81 SSRRMAA ofeR APHATSNRIA &b 3HR I 31Ht db 40.3 THICTAT T AId d¥ait & RIBR &
g & I8 AR 150 fafcdeT SR BT 8 |

HIAT d¥hd R 30t Tep AT 3178 @ f578pr A € € A avepdt Rt 2021 58 3R & facer
faHmT gRT ST foba 71 @ 579 et 711 8 b ATa avhdt Bt HdeARiterar Bifds & SRM «dl 8 3R WRd
HId d¥Bt bl FATH A & IAdH W] &bl 1T TET dhidl & I RUIE Bed! & =i AXhR b dR § Bl Tl
2 b <7 AXBR 10 ORI A 31feieh 1T BT STeRA 7 aRId & Tg RUIE 21 bl i BePRY & faHTizid Bt &
SRR 19 37 20T Y AT ITAT € STT W AT &b Dl Abd & B! bl UTerd fdsdT 57TdT & 59H b, JUHT,
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3Eefera, Jedi, efeivr BIRAT 8 <20 & ¢R 2 W HRd 314 20 &l 1T 7141 & 579 I el 71T € fb Igi
TR BT T Gt aRE & UTer i et fbarm 517 38T & fobrq U o 511 8T 21 Eer 3 # 37 qRif pl AT Tan €
T8l R A dl 59 A BT UTer BT STTdT @ 3R 7 & UTeld Bam & I b 51T & 59 S2if | i e,
NPT, 3TR BIRAT, M, 34, HIRAT, 3R <fefor g 514 <21 317d 2|

Uh Hd &b AR RAGMA 8q sl b Gellel UAT fb-1-gust sral # 48 Ut H# BT oid @ 3R
3T ULV PR oid &l

OHT &l € fdb Ig ATUR 31151 € 3UT &1 I8 3G hiar 4 &l faeA™ &1 8 Bel A &b BU | difeidi
T B AT bl TRIGT S1TdT &, PBel (&l Pl grit & BU H, el Uit & BU H| Bl et &b ATH TR, ERe]
BH PIT & ATH IR A a&bd 8idl &l

e feies foiar 6t 1d at g 2 b I b TR b1 die IR FER # Ul 71 81 587 dllerd gd
AT 81 39 BRUT 379 I8 IR TAR ® fodT &1 faw & 737 & Fiifds A1H, M, SUs, WS I 3719 B AT Bl
4 68 B & 6 39gd B T ST 58T DI TR 78l 81 BUl DI J31-at Mfgdl & JHA DI bt
51T 89 UbR b Al &b foid dit 81 STTd! & diifs HHa d&ehl & foid 31157 I8 FIeT BIie 6T difed & &l
21 foog FHTST & o T2 U 93T [T 21 37751 AIEET 9T T a¥eb<t & fAUedT R 571d & i veb et
&9 71T & oMt Iy fafda gl

U ROl &b AR, HRA 37 Y5, Afe a3l 31k gl & A b Hld, Tded 31k URITAT 621 &, T3t
3T AT 3R AT A AT P 3838 & d&B &bl STTdt 21 UifSdl bt &1 2 & 5 BRI & it 81
Tbdt & 3R HRA A A d&h{ & d1fSics BRIGR B BT A & IE 37U 31TT H 30 JARIT B 377ATH 3R
GRATOT &t dTd PIaT 8 51t 3157 Hisje & 3R S8A dsit 6 &l deblel 3TdRIchdl 81 Hiddl & Raard sq
3TURTY BT HebTdell Bd & T | 31t v srgafe 8

HRTER S 2MfAR €Y 713 € b IS 7 IS AT I 37U BTG B febret e 3701 HMT gt e &t oid

gl

TG h Y BT YIelblicd 511 A GATUR faRvd: Afeams Ud g<ai & d<H H SHPI AP, 3HeTT B
qT SfEd B3 & FRIE H €, 3 ITHR AT GATUR bt TRHTST 75 JebR & €t 718 8-
Tt Wt &ty BT HI &b GRI, FclTd YANT gRIT, 31UEI0T gRI, ERA 8, ol gRI, FEctl-BddT &R, g b
GOUINT GRT d 31 HTEAT & Hdll AT, & STHT, RATTAR BT, SHIET H RaAT T o YTTE qIT 00T gRT
39 R 3707 [T 39 UbR & ME0T 7 37 2NfHdl & CEATUR BRAMT, AMRIRE MH0T AT, TR IR

BIAMT 31T TATd AT AT, SRAT § RaAT 372dT GIHdd JIER BIAT Td 89 2NEal & 37T BT AR
BT, 3TC gfFfaid gl

3R URMTST A gffd deal & BRUT g HIAd Pt aebdt &t 5TTd &t 81 {514 8 BoR I g1 &bt
TRl Uat|

Afgenil &t a¥bd S §o7 FRT-
1. AIGRA-- g1 S Ga@ 92 38 ATIR a1t 32U~

SSAPRIIT- ST A G8 ATUR IRBITHT 21 58 Afdd 3TRTe HAT 51Td] 8, Afdb S0P dTas]e YRetH g8
SSIRIAT # S8 ATUR BTl Tefl g3 3R FI1féd € A% & Hdlfed SR # S8 AR 4 gt 30
yfdera gafaat rerfein g
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feeRaAS 3.5 3R STeR- fEesRaels & S8 TR & 312 Bl 37 AR IR AT BY BeT S7TdT & 38 TWBR I
fadita Aeg Hi fAcTd! & Te e & dbe A dTeR Eld € del AR 1R S&b 3R it 7Rt HY gidt & R
€Y 7 dl C8 AR &b féb™ B 283 & ¥ I8 & eIt 26 oRd SieR Ml S €

3 XM & 35 ATUR ° HHTS & 3icbs AR &

B4 a2 FHIE & 3HTPs STeR A
1 @Rl 3.5 3R 3[R
2 |gdt 6 3RE TR
3 |foeftdia 6 3R TR
4 SIEGLS 6.4 3RE SR
> |HRd 8.4 3RY SIeR
6 |cfefur diRan 12 379 EFol}
7 |3mWR®r 14.6 3R SicR
8 |t 18 3R9 3TeR
9 |¥d 26.5 3RE TR
10 | 73 3R SIeR

g1 BT T 3T T BRIAR 30 o2l H EIdT 8 518 o8 ATUR IRGHAT 8, I § PR I iHal
& AT URIET BT aE 21 3Tclt 8, AT A UR BTY AR S7Td 8, eifcb SHP STel5]G T &b HATS UTeidl, aRT

3R ATSC deTell § g Beidl peidT el &l
2. 3ifRIefl- Ad a¥ad Bl U g BRUT 1fier Hi 8 31iRifeid aafds sgd sTeg! ofHTaA dTal A 31T STTdl
& 3R 38 3197 3728 R BI ST A&l 8ldl 2|

3. dl- it 6 AR ggd & Eid! 2 1dargid BT §d BROT UHT BAMT & Eldl 81 AfthdR TR TR
&t A eisfdar & 59 €8 # 5a1eT 3Tdt 81 57 397 URAR P 31eaRadbdrsi & gfd & feid sa &
3T STt €1 576l UE sl GfeTd gRT Udbst SiTdt & dl 37t uTRarRes g8HfH el uRaR & gidt g1
=9 GE AR W Asfbar s1ftiddr 3TR-Ydl, uTe], UfgH sret, 3T 31541 4 377dt €, 5T 98 TRid
a= gl
=7 AfEersil W S10. THEL qUaR 3 T Fdaor fobar i1 3R ura fds emHIT 30 UfdRrd doaTe dge

TRIef & BROT 59 HEl § 31Tdt & sidids 9 Ufaerd aoami & faie et Hi vh T8/ BRT &idT & 59 HEl &l

YA & US| disH &b Jdifeld “HaE, dATd BT el 3R 81"

4. faenqgfa- Afecmsi vd sl &1 31ueror R 378 Mengfd 58 e BE S1dt &, Hifds 5794 getrel
P TMET HHTS fAaTdt &, 571 Afedd/aed Wka 7 & 79T a3d & 37 81 IR a5 a1 3= d1d IR
R BIg &1 I71dT 8 difds @l 39 R AT HId b 3= HId &1 I8 31Tt ot Afeansil/aei &
12l ATGTaR ST 1T 8

5. HARGH & fed- &2 21 | wd 9IS gicell § SiF IR 81d € ggi W gar AR A 5TeRT 7 R
STTdT & Td UTEh] B 2RTE Ul 631 & foid HY 34epT 3uaaT fdoar 5irar € da fbedl # oA feam &

ATH WR HT ST SRITAT R 31U T of ST SITdT & 3R Ui fOer! # 31MHA B & T feier fasa
ST 8l
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6.  oftet uereif Ht aEBdt & G- F2ier uereif & aepdt BIeht ae 71E & 5w Afgermsit vd <l &
Afdar 3T BT STTdT & Fifb 7 TR PIE 2P Tat Bdl & 131d BRUT I F2flet gerf & Th 31549
A GIR 59 d ARTH A g1 3d B

7. W4 3P0 &t A & f6d- AHa gafur 5 & smyfAe feTeaaf & BRoT At e R ik
SHTRAT § 5T gan3it & BRUT A &t I, fdbgt e 31= 377 TRTe 817 o1 @ | Afgerrsil 3R s
B aEB Wl 51T BROT 31feidaR ot STTd1 & difd Het diFd el 37T BT AR fdar 51T 9|

8.  ERE] BM-BIsI- 37751 del A1 [t aTelt BAfFAT &bt HRAR 8 Td gt & fAeTdT JetdT T adm
gt dsit & Bel-Ped 81 & 51t Al 3UeTet] dBRIdT & f5id Aeagn § 8] PG eg o 3R
HIEAT3N DI 3UCTeE] BT STTAT & 37 BRUT Hi e & e HiGsT &b FuA a1 o Geflel 8= of 31
gl

0. FeuZFdM & - $c 1t R B oA F A Wt Afemsit vd gt & deid o1 fotar sirar @
3R B OHT § ST BTH BT STTdT € 31T 8TeT &1 A U | 31T T fdp AT 7 SEf31T H3IgY &A1 R
R I g AEAT 3R GBS BT TG BT |

10.  S[3T WH- 37151 el BAYD 3R EICHTY & HIEIH I Afgell Ud o1sfdbdl Bl 31ud U 5TTel | BT
forar 5T € 5OW 3fidpdr aet afeane vd dsfhal wadt & Fie uRar # gwH Tt fiardr 3nfefe
TRRMAYT &t & Td URAR & Udifsd I8! & Td 38 Sftaq qreft &t aarr & BRoT HE &8 &R 318t
A T4 318 UF &b BRUT 5T B [ UH & STTcT H B 5TTdT & 3R ATefei’ aisfdbai dl &g ar
¢ H JoR TR A SR $UY TRTAR O UfHAT & fAet 7ot ugdl € 3R 08 FTRIE & T § By SiTdl 8
U3l BE afeeal Bl ¢ A ST03IROUT0 Yfedd A ¢ F 5TTd §3 HeE & 31TUR W 3dReR 37db HIdT fudT
& gy g & 5w 37 eisfbdi 7 Jarar fob dl 3199 gay {6 § fier 51 3E 2t

N 3t ATt & SA- et &b 7AW W T ST TR BT LT PBIohT el el 8T & ATfAR PT Wit i

B AfgaT3Tl Bl fdal o STTd € 3R 3THR ¢l Bl sl BTt e BHTd & BHT &1 T YhuT f[HITTE

3777 &7 57 fHETgaR @ -

dcITHT &t I5TLTHT 8161 | Gferd 7 Blde AT Idbe BT HSThIs fdar 81 gfad 7 3Rd a2if &
8 Qal Ffgd 20 Tl BT TRUAR fdbar 81 5 AR 3HM 3iR 3 2RT Bk & 8| TRUAR fhbe 17 Al § wsit
[PBTE I Tl 3 BbI5i, AT DI UATE S dTed 4 i1 HIfeid 3R Bigde AR & foi TR gRaRi & BidA
a1l 5 gaTel HI 2MfAE €1 GfeTd & 37R GetTell & AT H I TRIT URAR Pt AfedATe 3R ATdTfe aigfbai
3R ARGl BT ot STt 2ft| FTSt GRAF # o ST SABT NYUT fhAT STTdT ATI Gfeid A 16 HIeA bl T ATTfeiT
1 37T of 7T 70 AT b ARG Dl TRUAR AT 21 ST ATdTeiTT esfbal bl ST 7T 8|

2EITEIG 3B H Pl 35 GelTedl bl Tgai i ITE &1 STH 15 AIEcTC €1 3R G0 F 37T gellail &b SIRT
TRie URaR &t ATaTfeiT aisfddl Bl dicde AR & ATH UR 3% G2l o STThR MHUT B3 Bt fRIBrad brbt
T 9 fAeT T 2t

20 @5fd4l BT 8 bt AT Hial-

STl 3{R W1 fAPTE BRI a1l BIs1t ARAT A At IBbH A TR eisfdbd] & JigT did A1 3db ITe BT
TR ACAThATHI TR EEATER HI BT TeidT STTdT 71 A @197 20 AfEesil &l 3R S21f H Wi Bt daRt HE B g A
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0 311 B3l fAebTE &1 G-

2CIEIG &b BaldbdAT &1 W T HigdT A Ricbrad g5f arg b 30d ufd A 58 gettell I fAcTd: 39b1 16
T bt AT SISt BT HYST 3HM & 70 ATl &b AT HEHG Hegeedl § B [GT| AT Bl 30HH H e
P 3HPT A ATT0T {1 TTI GfAd ATSITeT bt 3 J BSTT 3R ARIGGT bl TRUR fdam| ed €t aret
awt Y fafia bR & 3TRTe & foid 61 5Tt 2 |

el a&pL:-

TR spTsH Repls &R & 3AR G20 H & 3M16d fHe H Teb sfeall erudT eldT €, 31 AT |1 SiTdl
8 b I8 &1 TM E1d & AFd ATUR & el A B 371d & dife e Ig Mg T8l ald &6 g & faar
STTdT 837k sl bl 48 AR H Sl fGam S71dT & a™iifds Y&y bt fdbd Arfddbdr dad H $B 731 ared! 2|
f51acht He I o Ted g

WRd W I qTefeid d=al 6T 10 I & 316

1 |9 ueRl 8503 10110 10038
2 | ufg\ et 8335 8178 8205
3 |fecuil 6921 6454 6541

4 |fdEr 4817 5547 6950
5 | dfferrg 4632 4196 4271

6 |HERIY 4388 2956 2385
7 | Qo 3679 3018 3090
8 |3 UG 2903 2959 3306
9 |BdiTe 2262 2269 3074
10 | 3TYaRo 2155 2354 2436

dTeiehl P aTh{l & &3 BRI -

I e & M Aftidar aet BROT & 51T Afednsil & abd & &1 fiod 597 4 3R BRUTHT 3 &
3T & ded il 8, SIRITEd BRI BRI 8q, ¢ alg 8d, Deblel UTH B 8|
ARITgfa/arer dA-

HRd H BTH &R &1 Pl 10 TTRT 13T H A ITHIT 30 UfaRId ATeiei™T &1 Ticb™ dTedT ded Ig & fb
14 a9 & BH 371 dfcmidl gRT BT 5T dTeit d2aTgfd bt &R ufday 8 & 10 Ufderd Bt e & 9¢ &l 81 7eg
g2, IR, 31Tel &2l 3R BAfed W M-85 drl Siferdi # 2fHer 60 UfdRrd sl o 14 a1 389 Ht
PH 39 | T GRAR dTeil §RT &l 378 IMA-957H &b U2l | Edsed ST 5T1dT 81 €RITTETE & 5-6 a9 Tei 10 T 12
I i BICI-BICt Ifcidi B bR Td digdT foipe RaeiH & T8 TR o 511d €, {052 i @ 77, fiagdt vd
TR o ST 40-45 TR B H o7 &d & dT gras He PR | 57 dfcddl @ TTefd b1 &R SiTdT 2|
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3 vt sIfeerar 4-6 3R & Bl H WEdl €1 Bretiar H 3 dfc fbNRTa T uTd 63 & gd &6t 5 w1eit
& Y H &7 SATdT €1 fba T 3T 3R 31vTehidd & i 370+t ATHIED dTergetH H&bM I alaT-arfedl &l
SHTA dTelt 35 H 3= UTEd! Bl WA Usdl &, 3% bhaHT usdl &l
1. ifTes 2ATSoT
e 4 8g
HARSH & foidr
HId 37T &bl aeapit & fad
TR PTH-BIST
STl BT 3UERT fEs73T I 8q
Wia wim
3rerfasyTd & ded ot
TRIfE® BT B Bg
Hediseg

1. hBTe UTH B

AT 2NYVT- STeTh! & i 20T & A HY BT 3798301 & 3u-IT BT TTaT 21

2. TG 8q- BS 3Udrel Sl Bl IME od € 3R SHeb! 3TS W sieal Bl o Bl Ul Wl aid & STe bis
ArelTfeich Afge Rt B0 7HUTd & feid 31Tdt 8 aY $B SideR 3R T4 3P sl Bl 716 &4 &b ATH W
S qd & 3R At BHTE BId & BHT &1 HTHAT Hed a2l H [usdl et BT Uabrel H 311 € f514H vh
Arelfcic 3ffdaTfed gt T 370 BU A YHd BRI 3R Ta1d RI[ Bl Bfeid dR W €< &b ATHA H
el &b &1 Ufdf8d SideR Afgd 5 @Il &b Racis Yfeid 7 3TORIfEIP YHBoT &1 fdha € gfeid 7 Siae?
afed 4 @ B TRUAR fhaT € S8H T oist SideR BIR & Jfeid Pl (b ¢ b fTiRigeg aiteb &
Tas1Td RIR[BT BT A HAfdP ATIR oiedl THI & e 8T AT 57 FodlfHeb bl 18 H I Siae’ HdY U 4
THUTH PBRaT & €T TasTTd 12IR] BT S Bl HTHI PR 3e I
S UPBR b $B YBRUT BTG H YBIRIH 3T I S8 IR $B &<l bl TR Bled db ATEMR TR Sl ST1dT
T 377R & TTRT & 3R deoed 2 dl 3b1 biAd 5 F 7 ARd 3R AfS BIetT € df 2 T 4 AR T
S 51Td | BF fIRIE 6T uefobrr Hi gfeid 3 fbar 21

3. WANGH & - grior & & sRiferd Arar fuar @ sifeid 98 BAM & foid STiar S o=l &,
b, 7¢ BT W Td STTGIR H §1ed ATeD DI &b 362 F ST 3ULRV] fhaT STaT 2|

4. WM 3PN Bt a&Bd & - Tl BT 379807 9Hg 37N B aindt B fear sirar & | 59w st b
PIHA 37T 518-31R4, fbst, B¢ 311fS Bl fAdbTet B SetTall gRTHEN STHI | ST STTdT 8|

5. TR PBM-BIA- UTHIUT 851 & B BIC s Td dicddl Pl 3 ds HERI A AT TR1 H BTH B
& TT1Y-T1 Bl SThT ARIRP M0 Ht fbaT STTdT 2|

6.  dTcTdh! &I 31YEVT fE5T1ST IR - ITcTdh! BT 3IUER0T ¢ 1USR g1 & foid foparm 5Tram @ 599 Arar-mm
R e BHTS B 57T |

7. Wia AP 2q- B1¢ BI¢ el Bl 37Tal PR ST §9-98 HEMTRI § of ST1a b 81 3R IR digay
37qTfEsT T B 59 HiRa HITTE 57T & dTfds 8 UR I8H Wk AT S HIA ¢ Tob 31R 519 el AT
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B 31T G| 3BT WG AT BT ufrefor Wi fikig gRT & s1raT 81 &8 5718 338 fGuel R Afgard gl
PI TR HRA HITTdT & 37eb! TG H EARIT ST HIT &1 I8dT & B a<i bl Wl <Rt fdsa STrar & de
TRT GBR GeT T 5TdT & 5784 o 7 A3, TR § BT B dieit ArR1iai Ht BrAbI ATdT fidr &
3TCE Tt 5T & dTG seal Bl HRa HiTTH dTel FTiRTe] &Y faR1a iR &t 8 3R 378 At IpH oAdi @
AT ATCT TUdT & 37 A 2R oiic A Ugel TR goidT oid & THT &l Tep YhuT sITegd H Ueb1Rl H 37T
T

8.  srufayra & dgd af- 31757 Bt 57T 5Te FTas A 30 g @il ot & 511 @1 fAeA & AH
TR 39 @M R 7718 Rad 2 51 ATeTd! 81d € 3R [sTH1 UHT TTed & 34! fdbdt s Bt afcd 4 2q
3BT & TT dfet &b dT6 &1 WSTHT UTd e Bedi dfcl ed <l Bl UV BR1d & S8l PR Ife
febeit b1 HaT TEt 8ldt dl 378 HY A 3UT B3 bl dbed €1 S STTct H 37fRiferd ol bt 3feidb R Bhad
2l

9. RIS BRf FUA 2g- Rt uerf t aEsd Bt g 1 8 Fad szl a1 stfdbar 3udhT
fp T STTdT & Rilfep 7 W BYS 20 Tl BIdT & 57 BRUT I A2ilet uere Bl veh 753 & gk I db
3TRTH & UgAT od €1 Sl &l 3udPT URT G fhdt bt el dBRa | Hi {1 STTdT 8 Udbs 5T IR
ATTcid &1 &b BRUT R GUs HY Tt f6aT 51T AT 59 BRUT ST 3UAT 3WRIfED i # HE gl
e |

10. 3¢ I3 &q- ufewl Tl # I8 WaxA1e Jd 8idT 2 fady 3 garg # 3¢ G185 aTE et & 5T&f 3¢
& Uts R o< oI el &1 51T € 33 &b BRUT <] f5iadT feetdl & 3e 3a+1 8 dsit 4 cisar & 3iR
AT DI 3T &t 37 ATAT 81 58 Wl H b sl pt Jog M eI STdT 2 |

1. deehlel UTH B Bg- Tl Bl d¥apil debTed UTH B3 &b foid i gt 2, Rifds Afdhet Pleist A
AfSPhd Ft Ueré B a1el STl Bl fARIYST g7 8 AT &b 3TdRds AT Bl GHSHT USdT & 84
2 BIhI HITd Bblel Pi TAIDAT Eldt & SHD PRUT &l el AR B dTedt FTRIE sl Bt IR
BT 8l

Y HTIR BT GHTTAT HT- ATIP UfclfhaTe-

37dE ATUR & fue & i 4 YbR bt ufdfhame g bdt €: AbeTH- IE 3dE AR I [Hued &1 aad

3781 3UTY & 3R S8H 2ATfHA &:-

1. ®) il faiam,

&) It R R SAPRdGAr 8T BRAT (Jd, AP 3R I15TR)
M et fEasit ridt &1 fwior s787 B a1t HfHe TE @ 3R TP o Tt A 2l
") TP [dR® &b U H BRI B & el 31de ATUR B dTedl & 3AHAH 3R 65 # gfg|

2.  Yifsa &t geraar- a8 1ifsd & ufd AR eS0T 3R EfS DI B BaR HaT 8, 31
%) dif3d geraar 3R e -
i) JETHD dF &b AT F BIY 3R &7,
i) e,
iy  fafdcar ggrarn, 3R

iv)  gfcid 3R Bt s1faIRal gRT faymd fHHfor & 3ur)
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9) e e yifsal & urilerd-
i) 3T B4 UifSdl &t 3ufRifa &T 571 98I elaT &,
i)y  ufdear sl ufafcsar smaead 81 57a da Uifsd W 310 30R fde 77e N9or & Raetrs
oISTS H 3Uft qEt o S71d, dd ddb ¥t gRadd &l @ m 577 Hbdr 81 YA,
GHERIeRRT 3R 3eR-Tstelt ata 3ERT & 3R TR o 39 st & gelur 3 fw
St SaT & 51 3 gaman 7T ATl YAafT a1 at denfAds 3t &g 3menRRd &) I |

3. faaTagdhr aema 39 31, 31dU AR &Y AdA A nfie fafia esifaa & dta qof an= 3ik

FEAPT &A1 nfee 3R sad nfier € -
®) WPRI Brfdl & st EAT 3671 "Iz B Frafad, giad, Hidr sieHT &1 drafad
311fe, 9w faHmT, f5iemm

W)  APIRG JHIS HPGRT & A1 BT BT,
M) AUD G A3 & foiw HifSam & e BrA 6,
g)  Ulfsdl bt wpriteRt- gferd a1l 3R sl 3R Jarsit & st ra<itd # g gs & difd
Ud b 3TRTH ER 3R Ug &fHdT Bl derdT 51T b |
4.  BIA B YfHbT- =T fafia BT 3urdl B 39ET A 8 7 -
®)  HduTHe graem
§h)  HRdta<s dfear
M) ST W, dEBII 3R ST H3TG R BT
afeani vd Tete! & TRefvr &g dfaum A 63 7 geu aifter fuar € -
WRd & HIGT H HIEeTsil Ud dTetdl bl FREUT {6 5T 8 31 e8e H 31ftdR YeH fbd T & :-
HDT 14- AT BT AfUBR- 315 14 gRT AlGE TS Afth B FAAT B 3UBR Y™ BT 2l

315 14 H GHAT &1 AT (W fear 71 @ st aafdhal & dftar srgfchgeh faie a1 afsid drar 2| wfdem
bt JRATeHT W URBIcUd HAAT BT 37162l 31 e8q 14 # fAfgd g1

3eBC 14 Ig 3Usifeld BRdl & fdb HRd 37 &5 H fohdt fdh o fdfel & FHer aadT & st fafert
& FAT TR&IUT A 530 gRT dfed T&l far 5o 84 31ese H e araaiail &1 Y2 fibar 131 € U & fafe
& GHE] FHAT a1 gaRT € faferal &1 JH dReoT |

T3S 19- WAl bI AfEIBR-

A5 19 HRd & el APTRDI Pl [HHfciRdd B: TdadIe YeH &dl &-

1. dTh WAL 3R A TTdad

_MMfigdes 3R FRIGE R B ol Td=Idl

TITH T HY I bl TadAd

WRd & 359 &3 | Fo 3€Tel HRUT bt Td=id]

WRd & I3 &1 & Tebet HIT A Famd &3 3R 9 5714 bt Tad=dl
PIE qfd ,3UsitidPT, ATIR AT BPRITR B DI Td=d]
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31BE-21 W07 3R <fZd Terd=rdr T H&foT -

3 e8¢ 21 € 3udi®id &Rl & fo fasdt efch B 38ds UToT a1 ¢fgd Fmeitaar d fafer grT wifud
gfdban & AR & difeid foam SR s 9&T |

U107 U4 GfEeh Trddal &1 3AfidR aHt 3ifeeRl 7 98 8 3R 379dq 21 g4t 3ifeidR &Y TR e
G2GIE

3BT 21 faeTfIdT dei BriUTeid! GHI &b fdbg ARE0T UG ddr @ |
WRdH Hfaem & 31ede 23 & da A- 2iwor & fasg sifiar

AMG-GATIR 3R GeTesM BT UfaSH- 37753 23 AT BT gATUR 3R TR q2iT 54 UBR P 37 AT
®! ufdfie &IdT &, I8 31 Be Ig Hl Badl & fdb &7 3ua &1 BIg 3oviei TR a1 3R fafd & 3rgar
SUSHT B1TT| 31756 23 Afch Pl 7 bdel I &b a6 TREUT UG BIdT & ok Ulsdc Afthdl b fasg Hi
TRE(UT YT Rl &l

38 23 & 3Hcfd THG P 8 DS gRI dl>id BT P B &b feIC BT IR GUS oA bl
AT DA bl 2Afch & 31Ut 84 2fch & YT H T A St a1 eisdht 1Afdd TR grA (Feq) sifefdan
1986 UTRd fd5T € 84 31 e8¢ gRT HRAT THTST & &1 Igd ds dhaidb b 37d 81 T1T 8 (1) TR sha-fdsha aar
(2) TR A ST pAfdaT WRTT THTST # dgd THY A Tedt 31138 21 34 1fefAad & 31l Ard-gaafuRr v
QUSHT 3T0RT 2l

3TBE 23 BT FEUT ANTRDI 3R 3APTRGI GHI UbR &b Afhal bl UTd 2l
H=DT-24 dATeTe Pl Heheyof fFaNsHT A &P o1 wfdde-

3eB¢ 24 TiGg gy & BH 31 & dicidpl DI fhdT BRAT IT M 31fdT et 3= SRIH H Brat
H oA BT UfduE BIdl & S8 HBe B 36T BH 3T b sl b TR il I87 BIAT 81 aid: I<d o2
& HIdt ATTRS € SAfeid AideT & 37qeBe 39 gRT I R I bdd 3fERIfud fbar 7 € fb ag 394
RATEIT b TRy Td Brierdr Bl Gifetd R 3R 58 91d &1 &M [ 1S 311fefes smaegdar d weieR
BB 3TUAT 311G Td MR &HdT Bl T Ugel diet U2l Bl 7 UATE|

a1 a¥d 3R a1 9M- fafis sfifiat & ded wifTie I TaUM- ST awdt 3R aTe awhd
3 Geiferd At & fAued & feie WRdlg <3 dfgar méutdh) & agd Uriftie uraemd| HRdta ¢ dfgdr-
NTEUT & d8d $B Heayul URTC &:-

YR 317- 511 BIS IRE I8 § BH A1 & RIR[ BT fUdr AT ATAT Ed g, AT B fR13[ Pt ¢ BT HR [ad gE,

O R BT quid: TRPT &3 &b 31121 38 RIY] Y Tt w1 # 3Rfeid STl <7 AT 8IS &M Gg gHI A &
febet Hifd &b erard &, f5aeht 37afel d1d adf deb Bt & il A1 A &, A1 ST F |, gfvsd i siee|

YR 354 - 51 BIg Bt St B oT5s11 HIT BA & 3R AT g HHIA STHd gC b dagRT dg 38! essT]
HIT BTN 38 St R EACAT DI T ARG del Bl YA BITM g€ i | F bt Hifd & Ra™ 4,
5t 37afel U avf & A bt Tt 8Pt fobg] 511 Uil o deb bl 81 A iT1 §fusd b STerT 3R S{Af & Hi
qUSHIY g
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YR 363C- 511 Bis fddl 3UTHIT BT SHIGIT AULRTT BT AT 39T b1 fafeiquf TRerd &g 7 8ld ge
3YTHAY &l 37HREN SafAT 31y BT fp AT 3mvmaad WRa HiTH & TaisHI & fefe [Haifsid ar vgdh
fpam STTe gg g1 A g fadt Hifd & BRTa™ 8, 5t 3rafd ed gy db ol g dbrit qusHia g 3R FAfT
it gueta gl

YRT 366 - 511 Pls fdodl Tt BT AU IT YT 38Hch! 5281 &b o Tt Afth A fadre & & foie 39
it BI fdaRl B & 3112 F IT g fdarl 6T STt I GHTH STHd U 3efdT 31-gwh HIT A & fee 38
@il B faaer a1 fadetl B & foiw a1 a8 St 3r-gch AHPT B & foie fdarr a1 faojee &t sirevit, Jg 1
ST §C BT I Sl A A fdodt Hifd & BRar I 5t srafe ¢ o db of 8 gdbrit gfusd faar siremm
3R STAT & MY queHt g

YRT 366T- il BIs 3/6RE I8 A BH 371 ol UTHH ISl Bl 37 At I 31ch HHIT BRA b el faaer 4
faofetl B & 3R A AT degRT fdarr AT fadfst fdsam STTem g8 JHT STTd §T UHt aighl Bl fbat T
5T DI AT Bl I B3 B foodt H ATed gRT 38Rd BT a8 dRa™ A Fadt srafd ¢q o de &t &
FdIit| &fugd fopar STreeT 3R S{Af & HY gusHta gl

YR 366d1- 571 PIE gah o I BH 311 b Tl cigeh! bl WRd &b aiTer &b fobddt Gor @ STA-BHR I 4
3TATd 38 Tt 3170 Afch A 31gth GHITT B &b TeTC Tdar I fdefee] B3 & 31T A AT degRT ag feaerar
facfeel &t STTETft I8 HHI ST §E BTN I8 BRI J [5ideht 37dfel o a9 db Pt &1 Hdbrit afusd fasar
ST 3R S{H & H gusHia g

YR 367- ARAT(A &b 3627 F ATGTc Al Bl ST, 9Tl b 3623 & ATt eTsfddi bl FdieT,
AR, UTPidd AWRTY Tl & el 319e01/3ueR0T A7 fhdt Aft Bf TR Tle, 519 3¢ Slg, dbd
1S & 3EfiT BT

YRT 370- 511 BT TE STHd §C AT 58 dTd BT fdUTH B3 BT BRUT Rad §E fdb Tt 37737 b1 gATuR fasar
T 8 Y 37ag%b &l fdt vt {fd 7 AAffie MwoT & feie R a8 ok dRia™ 4, Fadbt srafe i ayf
3 BH bt 71 it fobg 511 A1d aef dep i &1 Fdbit, §fusd feparm STeam 3R S{AfA & Hi qusHta g

YRT 371- 51 Bl 30RITAd: ST T 3T BT fAdfd BT 3TUATRA BT, JRICIT, ST AT 37T GATUR
AT AIER BITN| I8 51T B I, A1 S HI A A bt Hifd &b BR1a™ 4, 5186t s1afel o o 3 3ifeid 7
gI7it| gfugd fasar STTerT 3R ST A Ht queHta gl

YRT 372 - 511 BIE 375RE IY A BH 1Y b (B! Afth DI 50 3RMA A f 0aT Afch bt 311 # H deargfd
1 et fch & 31-ch HHITT B & Teie AT Tt fafeifdsg 3R giremie Ylsi & ot & | o 4
39T foa ST AT g FHTH STd ge fib oar Af fbdt 31y # MY o fodt v & feie o # o
STTEITT T 3UGPT T ST e HTS TR S71T AT 31T AfAd BaTl g gl A § fdd! Hifd & BR1ard
4, 519t 37afel o7 a9 dp b 8l Hbrit| gfusd fbam STeI 3R AT & H gusHtg gl

YR 373- 51 DI 370RE a9 A BH 1Y & (B! Afth Bl 58 3R A fob oaT Afch fhdt 3y # Wi deargfd
7 fasdt A 31RITh THIT B3 & Teie AT fosdt fafeifasg g YT & feie brH | o a1 3T fadar
STTE, T g HHTA ST gU fb BT Afth bR 311 A Ml 0A b U5 & 6T &1H H oram STesm a1
3UANT BT ST ST, HIS WR 1T, AT 31=I2AT 34T dhesll HUTH BT a8 aiFl | & fodt Hifd &
BRI § b1 3rafe eq aof db $i & dil, §fvsd far seam 3R S{Af & Hi gusHta g
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URT 374- 571 BIs fod! Afth B 39 Afth B 58T & fdvg 947 &1 & foie fafd-fdeg dR W fdaer &,
g il H 4 fddl Hifd &b BRard &, f5adh! s1dfel T aof deb B gl ddsrit a1 A & a1 gl & gfvgd fasar
STE|

YR 375- TATHT, IS BIs BN

(@) fouit &t &t A1f, 39 Hg, Tt AT IIer # 39T foiT faet Wl ST ad vder dar & a1 389
©HT 3707 T bt 31 Afch & A1 BT 8 AT

@) ot b, gamet arger A Ot BYE awg a1 RR &1 B1g HIT, 57 fefor 7 81 fopet Wi Hta
ddb YIS AT & IT 399 BT 3794 T fdod T 317 b & I1I B1dT @ T

(m  Toodt St b RR & fddT HITT BT 50 UbR gEdATeH Bdl & 583 fos 39 &t &b Iif, Ter,
HAAPT AT 2RR & bt HIT H TR BIRd fhaT ST A AT 358 OAT 3704 AT bt 310 Afch
& 1Y BAAT & AT

(@) bt it Bt A, T, THAAPT O 70T g @IdT 8 AT 38 THT 370 T bt 37 Afth &
T BT 2|

RT 376 T2e[ T 2018-

HIOGOHO T &RT 376 H o 2018 H §T HRITYA &b 31 HR 3ULRT () (1) H, T5idehb! 37afel d1d aof & A
bt 7t 8P, fobrg 511 3ATitad PRIGE deb bl 81 Hbr1, &fusd fasar STerm 3R SR & |t gusHia g

YR 376%BA-dTeR dY d BH 371 Pt Sl F FeiTed T & feiv gus-
YRT 3768d- HE a9 J BH 1Y Hi St A ATHfEd Fellcd™T & foid gug
YRT 376ERd- SRE IY A BH 31 61 S A ATHfed deiled 1 & feiv gus

URT 377- 511 B13 bt gow &t a1 sfted 51g & A1 Uebfd bt awent & fasg wWesar sfa Hi &l
IE AT>itad BRIAE d A1 SHI A & Tt Wifd & BR1ard & f5iad! srafel ¢ adf $t g Fduit, afvsd faar
ST 3R S{Af & HY gusHta g

HURT 509 - 571 BI3 T St &5t 57T BT3GR TR & 37TRIA T BIS 2eg e, BIS edf a1 377 faea o,
T PIE g YCRia I, 39 3R A o ot St gRT o4 2reg a1 eafd Gt e a1 e 37 fdey a1 axg
ot STTE 372qaT CHT Tt bt ThIadT &1 3fadhHUT BT d8 I1eT BRIA™ ¥ 519! rafe diq af d& &t &
Haprit, gfugd fdsam STTeT 3R SpAM § HE gue-tg gl

HigeT 9 91T a&hd AbA & 3UT-

1. YMHIId dR TR I AT 8
31fRr8M X BT

TRt g v 8 YA

SASTPROT 3T

AN TARUT B Heg
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It &b ATEH § AT d¥b:t 9§ 991 8q IR YR
dATIfd &b STl Td ATED] WR BoR Brddrel difs de <l Pl 58 BT H 3T & T B
fHeiTgfd W I e Maf3il Bl HSIERT # 515 8d ddb-ld! TfI&foT |
HId 37T & Al IR BoR R
10.  ERE] BM-BI5T ag A5 diett BfEAT IR BoR 51 a1 37t aHier|
N feTuTd sRIedt & {3 JaR 9aR ®1 o &1l
12, i HaEt 3TREN # ogas BT UTdae

HId a¥epst A & foid 3nit ves waleT 3man € 3g 3nit BT 7t €, 3o € 3nil saw e I ot
ST 3&1 € U bfeide bt 3rgAfd ot STerit R g8 dde # T STRT 3R FIa™id & B sl 30t 58
gafa, fadas & M @ 51 6 71 8 fGdus &1 3827 21 JAfsal fady a Afgansi 3k gt &t
AEDBI BT AT 3R SHBT HebTeleTT BIAT 3THT SHH 14 S[CTS, 21 deb fa<IR |l 1 &) 31t 58 Pfeide bt Hsdd
AeTT Sfes @ 3R T8e Pt TWiipfd AT Tl 81 I8 Ugel giue TEt & I 2018 H Hi &t UBR &I 310
STIT ITT &1, 511 eleh FHT A U 81 777 T b 153 FHT A UTH &1 81 U7 &T| 376l 511 T 7T oI HAT
UR €I dTeft d&hdt & FT-A1Y Be] TR W 8 dTeil &bt Bl Hi AT 30T AuTet & e aivetra?l 3R
YR & I130ET O BId: A d<db<] df 3TTd & TE G Tk TR A BT BTH BT T HRA & APTRB] &b I1
-1 §TER & APTRDT R H P 811 3rufa sad dfeiw cafds ft Ht or &1 8 39 W Brarg &t st
SHb 37ciTaT fopdil STETsT § Bis Afth FaR @ 3R 38 deiydd Pel o STT 511381 € dl Ht I8 BT AP P
gfe faset i Gr o1 fadM € 3R Ife g8 HRd H I5i%¢S & dl Hi 38 W BRare! erft fiet i bR Bt oe T8t
fAeitl 58 B W Uifed & U A AfgeTe vd a<di o g1 fHe Tl fbaT 7137 8 oA ¢ids1us Bl Hi 2Mmfdet
fepam 71 81 BIg HY afch it 2Me0T &1 fRiepR & 38! 59 2MMfAet fdsar M 81 88 fadasd A gads sreran
31 gfd M7 318t ATE SR, STORT $H BRIAT ARIRe ATHUT 37771 Y ATIR 37E dtds § G bl 37
TR YT BAT 37 b 2RR WR 3THEU AT H 3R BT 511 A fch S8H MMA 8T 38 7 99 J A 3R 10
Y &1 F31T 81 Tebd & Il Th A 31feics el bl aidb<l | Afeid e1al & dl 31T5ia bR d! I511 &P it a2t
Uh oTRA I U oTRA db SJATAT 81 HbdT & AT d&bit bl Al Ibe UdhsT ST 3R 8 If I8 g eldr e
o € ¥ BT 7T & a1 39 3TRTER &t grufa st o ot st 3R ot Jufd & da R o difsd g
& BedT0T H oI STIRPTT| 88! Uikl TA3ITSE AW ST TiEt TH031MS0T 8Pt 511 88 UbR &b UBUN A
IR 3R FHA P TSI Bt 5T 85 UbR &b TebRUT bl ST | S BT bl JHTd ST b foid It /g
a&pdt faRieft |fvfd ot e fasar s saW fafva wameral & ufdfifer 80T sreael 7€ |fcia g 3R 98

gfdd Afe AT ITeT fddrg #ATerd 6T gfdd P17 |
Afge vd d1el a¥pd Ab A gferd &t yfir-

37151 Yfcid €t U CHT fded Td HRrch AT  © 511 3TURTEN bl AhATH, B3 H T&MH 81 SRl STdT
gfcid & B APl & 31TER0T A B 81 5T fobq O Y 57aT &1 quf fa e gfe W glar & aHt a&fsh gfaa
& UTH 370T GRATHT A STTdT 81 Yfetd 3701 aRp & PRI BIRIRI Bl 8 b BIg 37Ty afed g1 & 7 urd
3R afS 37ToRTe Tfed 81 i 73T 8 Y 3T0RTE Tfed B & dcbTel ST 3TURTE Usileg b ATHUT B ARIfET
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ITBP Headquarters, Block No-2, CGO Complex, Lodi Road, New Delhi, Delhi 110003 dg@itbp.gov.in

Geospatial intelligence for smart border monitoring

The advent of network-centric operations has paved the way for transformation in the jargon
of border management from C3 (Command, Control, and Communication) to more holistic and
comprehensive C4ISR (Command, Control, Communication, Computer, Intelligence, Surveillance, and
Reconnaissance). Advanced C4ISR capabilities are very essential for efficient border management as it
provides situational awareness and shorten the time for decision making in OODA (Observe, Orient,
Decide, and Act) loop. ITBP, the elite cap, which guards the inhospitable India-china border, has realized
the necessity and importance of advanced C4ISR capabilities and is progressing in this direction.

A robust and high throughput communication network is the backbone of the C4ISR framework
and it enables the forces to have a fusion of data from multiple traditional and non-traditional sources
(including real-time sensors). The data received can be ingested into a data repository and it can be
exploited with the aid of state of art AI/ML tools and geospatial solutions. This facilitates swift inference
of meaningful and relevant insight into the prevailing scenario in the border areas and thereby the
decision-making of higher commanders. The decisions taken by the higher commanders can be swiftly
communicated with troops on the ground using the same communication network. This article mainly
focuses on the employment of a cutting-edge geospatial solution to augmenting the C4ISR capabilities
of the force.

The best practices in the world of Geospatial Intelligence-
1) Geospatial Analysis

The utilization of top-notch geospatial technology can substantially improve the capability
of intelligence generation. It enables a new horizon by providing swift visualization of a huge
volume of data along with sophisticated analytical capabilities. Earlier hardcopy maps were
cumbersome in handling, and for assessment of reports and briefing. Now geospatial technology
can help in assessment and analysis digitally at a snap of click with predictive analysis.

2) Imagery Analysis

The border guarding approach which is primarily dependent on human power leaves the
forces with limited information about the adversary as it relies on the human senses. The world
is not like before anymore, the space is dotted with a huge number of military and commercial
satellites that image every corner of the world daily. The defensive and offensive actions of the
adversary can be captured with the aid of high-resolution satellite imageries. Further, the scope
of imagery analysis has been increased manifold with the availability of Hyperspectral and SAR
imagery.
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3) Data Analysis

In the present scenario, data is the biggest weapon and wealth for any nation. One who
possesses reliable data can extract relevant information from it depending upon the algorithms
and methodologies. The timely sharing of data among various organizations will surely help the
commanders in taking better decisions.

4) Trend Analysis

Human has a habit of following a trend. When we map trends of the enemy based on data
related to the previous activity, it will provide meaningful insights and aid predictive analysis.

5) Link Analysis

Once the satellite data is received and recent developments are extracted, they can be
linked and the motive and plan of the enemy can be reckoned.

6) Target-based monitoring

Sensitive border areas/crime pockets can be identified with the help of trend and link analysis. The
installation of modern gadgets for monitoring and regular analysis of data will help in guarding
the sensitive border areas and crime pocket areas.

7) Security aspects for geospatial solutions

There should be at least three layers of security for the geospatial solutions used by the border
guarding forces. The primary aspect of security is the principle of the need-to-know basis.

i Physical security- It involves the protection of hardware and servers of the geospatial
solutions from unauthorized physical access and also from hazards such as fire.

ii. Network security- It can be enforced by using a next-generation firewall system and
Intrusion Prevention System (IPS). It can be used to monitor and prevent suspicious
activities in the network.

iii. ~ Application security- This can be enforced using technology such as VPN, SSL, and user
credentials.

8) The following measures can also enhance the security of the system substantially-

a) SOPs- SOPs related to network and server security, digital data handling to be developed
and made available to person concerned so as to to protect the data from unauthorized
access.

b) Sensitization of troops- Troops of the force should be sensitized from time to time
by different means of communication like pamphlets, video, etc. Troops are also to be
sensitized about the use of social media.

Review of security measures- Periodic review of security measures and upgrading as per the dynamical
and fast-changing world is the utmost need of the hour.
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B-TRAC - TECHNOLOGY DRIVEN TRAFFIC MANAGEMENT -
The Bengaluru Experience

Traffic management problems which are assuming alarming proportions in the cities of the
industrially advanced countries are being experienced in the Indian cities too. They have reached a
critical point strangulating the cities and urban areas. Due to increased congestion and consequent
delays the mobility of the traffic is affected and the city is becoming more a liability than an asset. From
the point of view of Road safety the conditions in the cities are far from satisfactory. The situation has
arisen largely owing to an inadequate appreciation of the nature and type of a whole range of problems.
Some of the significant problems leading to traffic congestion in Indian cities are;

i) Rising demand for travel due to increase in population and other activities;

ii) Concentration of land use in certain areas such as central business districts and office areas;
iii) Mixed nature of traffic;

iv)  Inadequate facilities segregating slow traffic;

V) Insufficient road space;

vi)  Inadequate width of pedestrian sidewalks and their encroachment by hawkers;

vii)  Inadequate facilities to meet the heavy demand for parking requirements;

viii)  Lack of road sense and indiscipline on the part of road users;

ix) Ineffective enforcement measures;

X) Inadequate funds to meet the increasing demand for essential improvements

xi)  Non-existence of a specific organization with specialized personnel to deal with traffic problems.

The above problems have largely contributed to huge traffic congestion in almost all Indian cities.
Though majority of traffic problems is due to faulty urban planning by civic agencies, traffic police are
most often blamed for chaotic traffic situation. In order to improve traffic situation and bring effective
traffic regulation through use of technology, the Bangalore Traffic Police have initiated a unique project
called ,,B-TRAC and the same has been described below-

Bangalore is one of the premier cities in India having with a population of nearly 12 million and
vehicle population of about 7.50 million. It is a city which has registered a growth of more than 4% year-
over-year during the last 2 decades and is still growing on at even faster rate.

By Dr. M. A. Saleem IPS, Addl. Director General, Bengaluru.
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Bangalore Traffic Police look after the regulation and enforcement aspects of traffic management
in the city. It manages traffic on 11000 Kms of network and nearly 40,000 intersections. The geographical
coverage of Bangalore Traffic Police is 10055q.Kms. The sanctioned strength of Bangalore Traffic Police
is 5267 and is supplemented by 500 Home Guards. The growth of vehicles in Bangalore City is shown in
the table and the graph given below.

Table: 1: Showing growth of vehicles in Bengaluru City.

1980 1985 1990 1995 2000 2004 2010 2015 2018

No. of Vehicles 190.65 692.53 1566.1 2157.5 3106.6 3686.3 4476.0 5920.2 7849.7
(in thousands)

Figure: 1: Growth of Vehicles in Bengaluru City.
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The following graph indicates different types of vehicles registered in Bangalore City.

Figure: 2 - Types of Vehicles registered in Bangalore City.

Phenomenal growth of population and number of vehicles registered in Bangalore City and the
obstruction of carriage way by number of on-going works like Metro fly-overs, under-passes, over-
bridges, the management of the traffic and ensuring smooth flow of the traffic has become a herculean
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task. In this background Bangalore Traffic Improvement Plan which is popularly known as B- TRAC
was envisaged. The total estimated cost of the project is 350 Crores.

Though the Government had released funds from the financial year 2007-18, the implementation
of the project started in the year 2010.

B-TRAC Concept:

B-TRAC is the ‘first of its kind’ project in the country to address the issues of traffic congestion,
safety etc., by utilizing the latest traffic management technologies and techniques, which are appropriate
to our context. This will give the much- needed scope for larger infrastructure projects to be planned and
implemented for improving the transportation system in Bengaluru city.

Objectives of B-TRAC:
The objectives of BTRAC would be two fold

Operational Objectives

. Reduce traffic congestion by 30% in central area

. Reduction in Pollution

. Reduction in accidents by 30%

. Improved parking management

. Achieve substantial compliance of traffic laws and rules
. Set up accident reduction and trauma care system

Institutional Objectives

. Coordinated and planned traffic management

. Robust revenue model based on traffic fines

. Legal and institutional reforms

. Capacity Building-modern Traffic Training Institute

. Strengthening of traffic police by augmenting infrastructure

Paradigm Shift in Traffic Management:

Bangalore City Traffic Police realize that ever increasing expectations of citizens cannot be met by
increasing the manpower alone. That is why there is a need for paradigm shift from manual regulation
to technology driven traffic management plan. The core philosophy behind B-TRAC plan is:

. Creating a reliable real-time traffic information system.

. Analyzing such information and utilizing the traffic intelligence thus generated for
ensuring better traffic management and planning.

. Disseminating such information to public in real time for enabling them to make informed
choices on roads.
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The Components of B-TRAC are:
1) State-of-art Traffic Management Center

A State-of-art Traffic Management Center at a total cost of Rs.30 Crores was established on
Infantry Road under this project. It functions as a nerve center for all activities relating to traffic
regulation and enforcement in Bengaluru City. The Traffic Management Center currently is
responsible for;

Figure: 3 - Video Wall in Traffic Management Centre, Bengaluru.

. Gathering Statistics about Traffic Flow and related flow patterns.
. Planning movement of traffic with the objective of avoiding bottlenecks.
. Executing the traffic plan; keeping in view the local situation so as to incur least

inconvenience to the commuter.

. In the entire sets of activities, the core objective of the department is to ensure the smooth
flow of traffic with minimal intervention.

Features of Traffic Management Center are:

. Creation of a unified, dynamic and user- friendly
interface for managing all the components remotely

. Integrated complaint monitoring system

. Management Information System

. Creation of a helpdesk

. Intelligent Traffic Signaling System
. Video Surveillance Cameras
. Mobile telecom operators
. Variable Messaging Systems Figure: 4 - Traffic Management System
. Mobile communication
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2) Centrally Controlled Traffic Signaling System
The Centrally Controlled Traffic Signaling System comprises the following;
a) Automated Signaling System

Automated signaling is a concept wherein all the signals placed at various junctions of the
city are centrally controlled from a Central Hub. Traffic signal at each junction is connected
to a controller, which in turn is connected to Traffic Management Centre (TMC) using
leased line. These controllers are intelligent and can be programmed to perform as per the
requirements of specific location and time. Some of the visible benefits are:

o Centralized manipulation and monitoring of the traffic signals like timing and
patters on a short-term or long term basis using state-of-art and innovative
application software.

. - e

Figure: 5 — Traffic Signal Light

. Pre-programming of signal controllers at junctions with different phase/cycle
times, in each direction, at different points of the time during a day and different
days during a week. This is extremely helpful for handling peak hour and non-peak
hour situations at junctions using different approaches. At present each signal in
city has atleast 4 to 5 programmes. There is a different time cycle for Saturdays and
Sundays.

b) Vehicle Actuation

An  underlying  sensor

(also referred to as loop) I —
embedded below the N

asphalted road near the zebra :
crossing, senses the vehicles [ WS
passing over it. The sensor is N

linked to a controller placed
at the junction, which sends Figure: 6 - Loop Installation for vehicle actuated signal light
signals indicating presence or

absence of vehicle over it. Every direction is allotted a minimum 9-second phase time
to begin with. As long as vehicles are present on the loop, 4 seconds will continue to be
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added in the phase time i.e. 9,13,17 and so on, subject to the upper limit. In case of no
vehicle passes for more than 4 seconds, the controller turns the signal red even ifallocated
green time is still unutilized. Hence, wastage of green time is avoided and traffic from
other direction is released. As a result of this technology, a total cycle time in each cycle
will vary according to traffic flow.

Vehicle actuation avoids wastage of green time and encourages discipline by reducing
signal jumping offences. The maximum benefits of vehicle actuation are experienced
during lean hours and at junctions where different directions have different traffic
densities.

During peak hours, when there is over saturation in all the directions, vehicles actuated
signal functions like fixed-time signal.

c) Signal Progression

This programme ensures that each junction turns green towards a priority direction in
conjunction with its previous signal, in the same direction, but with a time traffic from
a junction reaches the next junction it finds green signal awaiting them thus ensuring
minimal wait at signals. The only short coming is that the time difference is manually
fed and any modification of green time at a particular junction, participating in signal
progression, can adversely affect the system. Moreover, signal progression works on the
presumption of no non-signalized right turns in the corridor and an assumed average
speed for all the vehicles. This concept is very useful for closely placed signals.

d) Area Traffic Control (ATC)

This concept is a combination of signal progression and vehicle actuation. In ATC, two
sets of activities are conducted, namely;

TS IETTTRE IS e o tsrrsnas el as e
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Figure: 7 - Concept of Area Traffic Control System (ATC)

i Optimization of green time allotted to each direction at each junction. A fixed
time is allocated at each junction controller for each direction. This time is
validated against the traffic passing in these directions; if it is observed that the
entire allocated green time for a particular direction is not utilized then the green
time in that direction is reduced by 10%. This activity is repeated till the optimum
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green time is achieved for each direction in all the junctions in the area or the
corridor. In the entire process the embedded loops at junctions play an important
role in detecting vehicles passing towards particular direction.

This information is processed by the controller placed at each junction and is
passed to the central server placed at TMC, where an algorithm takes decision on green
time optimization.

ii. Alignment of each junction with one another so that signal progression can be
implemented across a series of junctions falling in a priority direction. Such green
time optimization happens all through the day. This change of time can cause the
alignment between adjacent junctions, part of signal progression to break. As such
software running on a server at the central TMC automatically prevents such
break up between these junctions so that vehicle actuation and signal progression
work simultaneously.

3) Enforcement Camera System

High resolution cameras placed !
at various junctions are meant to .
capture pictures of vehicles over
speeding or jumping signals.
These cameras are connected to
centralserver kept at TMC using '

4 Mbps leased lines. The central l - - L__]
server also has the capability "} ==
to interpret the number plates & - > —
using alpha numeric character Figure: 8: Speed Interceptors and Speed Camera
recognition  software.  This

registration number is matched with transport department database for generating notices to

violators.
4) Surveillance Camera System
332 junctions across the city of A view of surveillance camera

Bangalore are fitted with Pan-Tilt-
Zoom cameras, capable of capturing
live feedsand passonthem tothe TMC
where a 24-Terabyte storage solution is
used to store the feed for a period of
15 days. The live feeds have their own
strategic importance of regulating
traffic as well as designing of traffic
signals based on actual vehicle counts.

Soon video analytics will be used to  Figure: 9: Speed Interceptors and Speed Camera
intelligently interpret these feeds.
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5) Speed Interceptors

Realizing that it is not possible to have video surveillance for every junction or locations between
the junctions, police have deployed nine-interceptor vehicles equipped with surveillance camera,
laser speed gun and alcometer for recording the violation and prosecuting the offenders while on
move.

6) Automated Enforcement System

Automated enforcement also known as contact less system of booking of traffic violations
was initiated in the year 2003. In this system violations recorded through digital cameras and
enforcement cameras are processed at Central Automation Centre and notices are sent to the
owners of the vehicles involved in traffic violations. This is a highly transparent method of
booking of cases against the traffic violators.

Bangalore Traffic Police has tied up with Bangalore-One, a citizen-friendly initiative of
e-Governance department, for enabling anywhere, anytime payment of the fines imposed.
Citizens can settle the violation tickets issued against their names as well as parking violation
tags issued to them by visiting any Bangalore-One centre or any traffic police station.

These places are connected using a dedicated network to the central application server kept at
State Data Center (SDC). Citizens can also pay their traffic violation notices and parking violation
tickets online through traffic police website from the comforts of their home.

7) Personal Digital Assistance (PDA)

Traffic Police have equipped their officers with Personal Digital Assitance Devices. These devices
are connected to a central server kept at State Data Center (SDC). PDAs wielding officers enforce
traffic rules and regulations and fine offenders. All these activities are done online resulting in
real time monitoring and statistical analysis for the senior officers’ review.

Figure: 10 - 625 PDAs to Traffic Police Officers

Advantages:

. Transparency and objectivity

. Cases booked are stored in the server and repeat offenders can be identified

. For those who cannot pay spot fines, notices are issued and details are put up on the servers

. Registration database from Transport Department linked to Traffic Management Center.
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Online booking of violations using PDAs also ensures tracking of habitual traffic offenders thus
ensuring enhanced punishment for them. In addition, it also tracks down unpaid violation notices issued
in the past.

8) Traffic Scan through GPS

600 BMTC busses running in Bangalore city are fitted with GPS devices. This facility is used to
identify congestion across the roads of Bangalore and a real time GIS reporting mechanism projects the
data thus collected into a map of the city. The time taken to travel between two locations of the city at
a non-peak hour is taken as base time and any deviation from that is used to identify three basic traffic
patterns, namely, heavy traffic (red) medium congestion (orange) and free flowing traffic (green).

9) Traffic Scan through Mobile Density

A supplementary mechanism of identifying congestion is by using density of mobile devices
currently existing under a particular mobile tower. This value is processed for identifying the level of
congestion at a particular junction and subsequently the processed data is used to create a real time
GIS enabled map at TMC. The higher the number of mobile devices under a particular tower the more
likely is the chance for congestion. The only weak point is this mechanism is that the system is capable
of identifying congestion at the round junctions only.

10)  Variable Messaging Systems

Message boards mounted on large gantries are being placed at convenient locations of the city for
displaying traffic related information. This information is fed into terminals placed at TMC from where
the message is relayed on to the boards using radio frequency waves. The information displayed informs
the travellers about existing traffic scenario to help them avoiding traffic snarls and make better choices.

11)  Parking Information System

All major parking places in the city of Bangalore, which are computerized are proposed to be
connected to the TMC using web based services. The real time parking availability status from these
parking places will be relayed to the traffic Police web site and made accessible to the citizens through
VMS board and phones using SMS on a need to know basis.

IMPACT OF B-TRAC PROJECT:

B-TRAC 2010 is the first of its kind project in the Country to address the issues of traffic
congestion, safety etc by utilizing the latest traffic management technology and techniques, which are
appropriate to our context. This will give the much-needed scope for larger infrastructure projects to be
planned and implemented for improving the transportation system in Bangalore city.

Implementation of B-TRAC project has resulted in improvement in traffic regulation, enforcement
and reduction in road accidents. The impact can be seen under the following heads;

1) Transparency in enforcement of Traffic rules:

Replacing the paper based challan system with automated enforcement and PDA based challaning
system has brought in a lot of transparency in booking of cases against violators of traffic rules. Permanent
records are created for traffic violations through automated enforcement. Automated enforcement
has helped in identifying the repeat offenders. The new system has resulted in increased number of
registration of cases and an increase in collection of traffic fines, as appearing from the following table:
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Table: 2 - Total number of cases booked and fine amount collected in Bengaluru City.

No. of Cases registered Total Fine amount
Rs. In Crores
1 2007 1444098 19.91
2 2008 2079071 29.51
3 2009 2640286 37.62
4 2010 3333112 47.56
5 2011 4790841 50.56
6 2012 5204800 53.85
7 2013 5432812 56.98
8 2014 7436284 65.92
9 2015 7626671 70.44
10 2016 9180438 66.97
11 2017 10193274 112.38
2) Substantial compliance of Traffic laws and rules

The use of surveillance camera, enforcement camera, field traffic violation report (FTVR) and
breath analyzer to identify and prosecute drunk drivers/riders, has brought in greater discipline among
the road users. Identification of repeat offenders has resulted in suspension of more than 38,000 driving
licenses during the current year.

3) Reduction in road accidents

One of the important achievements of B-TRAC project is reduction in number of road accidents.
Accident Scenario has seen a positive change and severity of the accidents has come down due to strict
automated enforcement. The reduction in number of accidents is shown in the table below:

Table: 3 — Reduction in Road Accidents in Bengaluru City.

S1. No. Year Road Accidents

In Nos.

1 2002 9856

2 2003 10505

3 2004 9101

4 2005 7578

5 2006 7561

6 2007 8426

7 2008 7772

8 2009 6875

9 2010 6483

10 2011 6024

11 2012 5502

12 2013 5230

13 2014 5004

14 2015 4828

15 2016 5333

16 2017 5064
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4) Reduction in traffic congestion in central areas

The topography of Bangalore city is typically full of
crossroads. Handling the cross traffic is difficult, but this
task is also being managed efficiently. It is for these very
reasons around 190 roads were made one- ways in phases,
and chaos in traffic has reduced to a great level and conflict
points were resolved to a greater extent thus easing the
traffic flow.
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Figure: 11-Map showing one-way roads

5) Reduced travel time due to scientific fine-tuning of signal timings at junctions
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Figure: 12 - TLC-Silverlight Application Figure:  Figure: 13 - Average savings in green time by using
Junction Phase timing Map customized traffic light configuration system
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Figure: 14 - Customised Traffic Light Configuration System
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6) Reduced Journey time due to Signal synchronization

The average journey speed has increased from 18 Kmph to 23 Kmph in the city after the
implementation of B-TRAC project. This is largely due to synchronization of signal lights on 10 important
traffic corridors. Synchronization coupled with central control of traffic signal lights has resulted in
faster flow of traffic and increase in average speed.

CONCLUSION

The initiative has started yielding results from the first day itself. The changes and the impact
were dramatic and exceeded the expectations of the department. Here it is essential to state that the
objective of the entire exercise was not to increase the revenue collections but to enhance the quality of
traffic enforcement and traffic management by ensuring that violations are recorded and violators are
penalized as well as traffic accidents are reduced.

The B-TRAC project was recognized by Government of India and Bangalore Traffic Police have
received the following awards for its implementation;

L. National Award for Best use of Information and Communication Technology (ICT) by the Dept
of Personnel and Training (DoPT), Government of India in the year 2011.

2. Award for Excellence in Urban Transport” Honoured by Ministry of Urban Development,
Government of India.

3. “Golden Peacock Award” for Innovative Product / Service honoured by Institute of Directors
(IOD) and Golden Peacock Secretariat.

4. “Golden Peacock HR excellence Award” honoured by Institute of Directors (IOD) and Golden
Peacock Secretariat.

5. “Namma Bengaluru Award” honoured by Namma Bengaluru Foundation, Bengaluru.

6. “Best Project Award-2014” by Ministry of Urban Development.

7. “Skoch Platinum Award-2014" for best traffic management, good enforcement and reduction in
accidents.
8. “Best Practice Award-2014-15” by Directorate of Municipal Administration, Govt. of Karnataka

and City Manager’s Association, Karnataka.

It is seen that many components of B-TRAC project like Automated Enforcement, e-challaning
system etc are being implemented in many cities across India. In order to implement the project, the
financial support from the concerned State Government is essential. Therefore, it is recommended
that traffic policeorganizations of important cities can implement this innovative scheme to bring
greater efficiency in traffic regulation and enforcement. The systematical implementation of sustainable
components of B-TRAC project will result in making our towns and cities more livable.
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City Petrol Unit (C.P.U.)

I H APIRSGT &l JR&f, Fie BIgA ot AbAT, 3uTd RFafd # lRd BrRidrEl, BRret Irdrrd
U&E[, &l SPIAAT, SdT d Yfeid & Hed dedi JH=18 RMfud 63 ed 8t adier gfie(@todiogo) bt
TTYAT i Tt |

Hottogo Jfie &F gl gfc AT gfe # faHTi=id 8, T gl gfdc A 0130190 T 01 H1H0 AR
ATSfdbet TR 319 817 A TPITdR YHURME 8d €1 58 YR 3URTEl TR =0T R, YT Uerd ol Bridret a
fRIETc® BRidTEr BA 8q FIE Yfeid bl LATUAT B dTell 3TRIRAUS JIH 53 8|

S2l H HAYYA 3TRRAUS Yfeid gRI Wgﬁﬁﬂ%@ﬁﬁﬁﬂaqﬁtiﬁrm1 319, 2014 BT 60
gferd 1Rl & A1 5ue aevigd | fdar T vl # A<t Udler gfic &1 9ahT dtbe g4 &R fadt
UgIe gfic d fasaR yer far mam vd 5iue eRgR, HemfdeTR, va Atdria # Ht fGdt Odie gfde &t
TYTUAT bt I

&S Ogiet gfic BT uideruT fHeRATera TR W Yferd 3U AETH-Ield ¥R & 31fUdRt gRT fhar ST @
U4 554 Frafeid [Agfha, ATeflchR RIMTARUT 3T AR ATdrTd (Yfeid urgTRiard &R & 3fudrt)
g1 &t 17dt 21 Hotogo &g 070, T gfard, torowio Ta 3mé03mRosto ¥ A7 gfeid BIffd! &I
T BT STTdT 8, Td Iafad 3nIferay &Y 03 HIE BT UfIefvT e fbaT STTdT 21

dtodtogo 2q YoM fdBd T arel wikieivr # grafeid gfadd il & HRAIT gus dfgdr, gus
nfsear dfgar, =g wietareq ifdfiaw, g g I57 wiearsd fAaw, iveart ufsbar & arer-ar
faqar vd cagilRedr &1 i ufereror yer foar siTar 81 539b 31faR 2 uferefur, a1 It &l
TRIEf0T, BT /ReBIIET, UTaiffics 3UaR, BFIYER, TRRAH BRI[ABRM, TATh! Td AfdIRM ufiefor &
are-gr faum gRfeifaal & 9uR B & YT BT ufieror wt vie fasar sirar 81 53 wfreror § uferenferay o
BH T BH 50 Ufdrd 31 &b I1f U &7 3Ta2Td 2l

fopait vt Tt 1R & afed R w g grT IraifEid are &1 1T &7 W qid broldd $H &l
gfdd fpam 51TdT € Te TreT HIRd A dTed dTed ol TRk Wi bl Biel 3R difsal e & ugid are T dtoT
T B 3BT 3HBI AT BT STTdT €, qT dTed TTHT Bl URT 133 HiedTed fEfFaH &b 37T 30T &g
SRRt Brafera & Areaw A N WS far sirar 81 afe ared dreid gRT 3MHg IdER d 3WRTe f8ur
B YT {1 517dT 8, dt Hiig gRT Biet BA & 31fdRh Feradi/gfeid s Urd fdsdr 511 debdi &, T 3IRTe
b1 THRAT BT GXd U IR Bl BT Ht 91T 6T 511 HebdT 81 A3h qudm3i # Houlogo %A Responder
gldt 8, Bt feifd # "outogo gRT aedrere § faA1 BIg 85818 & gricil Bl YfAd 3UAR Yo $d g€
3 108 &l Heg & 3Tt THTaTaT STTdT € J TeARelel R ATATITd AT TS i 5TTdt &1 S GefedT
B W g foodlt 37RTY F gfed 817 W TG0 gRT €T hi T brgied BH Pl 31fderre <t 5iTdt &, 54
R bt GfeTd & gRT 371U brddre! Bt 5iTdt &1 Hout0go gRT AT gfeid B 37yl Bt BrRidret #
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e Ht wier fasan sirar 21 fawm aRkfeifaar & dtodtogo grr afe fadt cafs of R 6t 5irdt €, dt
34T BRUT BT 3oeid BId gC fafeArg difd & & TR Bt 511dt 8, {5aH BH A BH dct bl T fhar
BIGI!

I | HHOGT0Z0 B TTEfAD debricht & o fepaT I1aT 8 drfh d thies W el aTail fbdt Ht bR
& g A fAge & gem R | Hidiyg &Y wad 6t Tt Briardt 2 3myf[Ad 3y @ o 52K,
£-aTeT wRF, TewleR, wits TR M 301 3meyfics darmt & gafsia fear mn 2|

IdAT H R 3159 H Pt 06 FHI0uT0go gfie Brid € 1ffdt ddiet gfe & 7o &b uTd Fie shrsH 4-

Chain Snatching, eve teasing, hit and Run & t &t 3113t €, 59 faudtd Uada &t erfaret # gera’t
Ufd SIPTeddr daf 2l
o Sl
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Police Headquarters, Old Council Hall, Shaheed Bhagat Singh Marg, Mumbai, Maharashtra- 400001.
dgpms.mumbai@mahapolice.gov.in

MUMBAI CITY SURVEILLANCE PROJECT (MCSP) -
SPECIAL REFERENCE TO MUMBAI TRAFFIC POLICE

INTRODUCTION:

The State is constitutionally obliged to ensure safety and security of life, property, rights of all sections of
society; to provide police service that upholds the rule of law and ensures realisation of human rights;
for that purpose, it is necessary to establish and maintain an impartial, responsive and efficient Police
Service; policing in a democratic society must, at all times, be in accordance with the law; the police
service needs to be professionally organised, people-friendly, service oriented and free from extraneous
influences.

‘Mumbai City Surveillance Project’ (MCSP) was started with the aim of developing a strong referral for
city surveillance and infrastructure projects by installing and using over 6000 cameras (High Definition
Megapixel Fixed Dome, Fixed Box and Pan-Tilt-Zoom) Cameras across 1500 junctions and the types of
camera will be monitored over 110 screens in police stations and DCP offices and Police Commissioner
Office.

Over 5,500 new additional CCTV surveillance cameras are proposed to add with existing 4,746 cameras.
Phase I was operational in October 2016 and working at a 96% operational rate, proved to be a massive
help in identifying traffic violators, those indulging in streetcrimes, and in cracking house break-in and
murder cases. Phase II is to bring the “gullies under surveillance” across 94 police stations having more
than 500 beat chowkies in MMC.

In the analysis ,primary data from Mumbai Police (MCSP) and secondary data from open sources were
used.

Details-
Brief information about Mumbai City Surveillance Project (MCSP) is as below:

L. Key Components / Details :

Closed Circuit Television (CCTV),
Vehicle Tracking System (VTS),
Command Command Center (CCC),
Video Conferencing (VC),

Data Centres (DC),

Network (N/W),

Collaborative Monitoring (CM),
Other Viewing Center (OVC),

90 3OV UL R Wl Iof e

By Swapnil Salunke, Asst. Inspector of Police
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9. Helpdesk (HD).
II. CCTYV Camera Scope :

1. Phase I - Implementation Status (stated since October 2016)
- 3000+ camera installation completed.

2. Phase II - Implementation Status (till August 2021)
- 1486 Cameras are made live.

S.N. Camera Types Phase I
1 Fixed 4176
2 PTZ* 695
3 | ANPR¥ 111
4 |RLVD* -

5 Thermal 19

6 |Speed 2

7 (controlled by) MTP* 331
Total 5334

(*PTZ - Pan-Tilt-Zoom, ANPR - Automatic number plate recognition, RLVD- Red Light Violation
Detection, MTP — Mumbai Traffic Police.)

RESULT AND ANALYSIS:

L. Phase- 1 Camera Performance : (Ref. Table below)

300 _‘_-_‘—ﬁ_‘_‘j‘

250 \‘

200 \"

150 \‘

100 \
50 \‘

-\ (controlled by) MTP#
o =] Thermal
2 2 - - -
695 28 54 8 4
4176 3969 189 15 170
111 98 13 - 13
Tatal Online Offline LET Third Party
Disturbance
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Phase- 1 Camera Performance :

Camera Types  Total Online Offline Third Party Disturbance
1 ANPR* 111 98 13 - 13
2 Fixed 4176 3969 189 19 170
3 PTZ* 695 28 54 8 4
4 | Speed 2 2 - - -
5 | Thermal 19 9 10 7 3
6 (controlled by) | 331 318 3 10

MTP*

Total 5334 5024 279 37 242
Accountability Distribution 5.23% 0.69% 4.54%

Phase- 1 Camera Performance :

S.N. Camera Total Camera Camera Camera Third Party FOV Obstruction Free
Types Blur Dusty issue  Disturbance Obstruction
1 | ANPR 111 1 1
2 | Fixed 4176 1 2 2 1 6 12
3 |PTZ 695 2 1 9
4 | Speed 2 - - - - - - -
5 | Thermal 19 - - - - - - -
6 | (controlled| 331 - - 1 - - 1 2
by) MTP
Total 5334 4 1 7 2 1 9 24
Accountability 0.07% 0.02% 0.13% 0.04% 0.02% 0.17% 0.45%
Distribution

(*PTZ - Pan-tilt-zoom, ANPR - Automatic number plate recognition, RLVD- Red Light Violation
Detection, MTP — Mumbai Traffic Police.)
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II. ANPR True ‘Alert’ Count - average 16 per day.
(Ref. Table below)

10000
9000 -
S000 ‘I{ \"
000 ‘f H'
gO00 f \
S000 f 1|II"
000 ‘j \l
2000 N
1000 \\ —5Senes2
0 —
T T T T T T T 1 — S‘E ri'E 51
G S T
& P A )
2 I P «% e &g
4 & o QE‘O’ 'G‘F‘Q oY O
o & = 2
" = 5 o
N & L& o
oF o %
"\\E:k $E.
[%) &
o‘«.\
ANPR True ‘Alert’ Count:

Year Year One Year (Jan One Quarter- One Month One Week (13  One Day

2019 2020 20toFeb21) (MartoMay21) (June2l) to 18" July) (20 July)
Total | 1735 | 3206 | 9414 2660 2963 548 133 24

(*PTZ - Pan-tilt-zoom, ANPR - Automatic number plate recognition, RLVD- Red Light Violation Detection, MTP - Mumbai
Traffic Police.)

III.  Total Speed & E-Challan : (Ref. Table below)

180,00
160.00 &
140.00 '[J \
120.00 JI[ 1|l Challan in Lakhs
100,00 J‘I IIL
80.00 JII .rr"'-"xl I||I — Amount in CR
60.00 JII ”‘
'II_.'f \ — Collection Amount in
it f \ mS CR
20.00 “"H-b:.:__:;__
0.00 AM —
soopedld 2016 0 2018 20 2000 2 2037
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Total Speed & E-Challan:

.N. # in Lakhs Value in Cr. Collection in Cr.
1 2015 0.00 0.00 0.00
2 2016 0.00 0.00 0.00
3 2017 9.33 22.85 11.62
4 2018 19.71 165.02 89.96
5 2019 13.03 46.19 18.81
6 2020 10.34 44.08 15.14
7 2021 9.04 32.69 6.13
Total 61.45 310.83 141.66
IV. Speed Challan : (Ref. Table below)
10000
SO00 A
s000 f.-' "IIII“'.,I
000 ,.-"' \
5000 ,.-'r k
S000 7 ll"\.
4000 Jf A\
3000 1_.———\\
2000 = 3
1000 \\ Series?
0 —
! ! ! ! ! ! Seriesl
R O AR S B
R S S
TN I R A
L & ﬂh& € B
'\,"-!? "31\ - ’h@ t—ﬁ
A 2 & Y o~
P £ O ok
-4, Q.rﬂ' o)
Q‘E. -;-_-,Qh "“h
o7 O
Speed Challan:
.N. # in Lakhs Value in Cr. Collection in Cr.
1 2015 0.00 0.00 0.00
2 2016 0.00 0.00 0.00
3 2017 0.00 0.00 0.00
4 2018 7.77 77.71 43.07
5 2019 1.03 10.35 5.51
6 2020 1.34 13.4 5.53
7 2021 0.86 8.62 2.2
Total 11.00 110.08 56.31
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V. CCTYV Challan : (Ref. Table below)
2200
2150
2100 —n— Seriesd
2050 - Series3
3000 — e riest
—Seriesl
1950
19‘]} T T T 1
1 4 5 7
CCTYV Challan:
.N. # in Lakhs Value in Cr. Collection in Cr.
1 2015 0.00 0.00 0.00
2 2016 0.00 0.00 0.00
3 2017 9.33 22.85 11.62
4 2018 11.94 87.31 46.89
5 2019 12.00 35.84 13.3
6 2020 9.00 30.68 9.61
7 2021 8.18 24.07 3.93
Total 50.45 200.75 85.35
VI.  Speed Camera E-Challan Counts at JJ Bridge: (Ref. Table below)
140000
120000
100000
S0000
— Series2
° \ —— Seriesl
40000 \
20000 -
U —
3 4
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Speed Camera E-Challan Counts at JJ Bridge :

Year 2018 2019 2020 2021
Total 16807 61239 23055 10019
ACTION TAKEN:

After getting feeds from the CCTV cameras, the control room gets an ‘alert’ The alert is forwarded to the
traffic division concerned or police station by the main control room and/or traffic control room. The
traffic division / police station takes further action to trace the subject / vehicle in its jurisdiction with
the help of field staff, wireless walkie-talkies, etc. Further processing is done to establish the ownership
of the vehicle, antecedents of the vehicle driver/owner to check whether the vehicle is a stolen vehicle.
After establishment suitable action is taken, punitive or otherwise.

CONCLUSION:

With the help of 5334 cameras installed all over the Greater Mumbai ‘Alerts’ are received to the control
room. The Mumbai Police are able to watch almost every nook and cranny of city and suburban areas
through MCSP. This is as good as having an eye on the security of the citizens and infrastructure 24
hours, all days of week and 365 days of a year.

This is not possible with only manpower and the use of technology in the modern era is a must. Therefore
the Mumbai Police are on a mission to continuously upgrade technological interventions in policing.
In view of present alarming trends globally there is an urgent need to watch, understand and handle the
issue of security by up gradation of surveillance through technology. This will also help the public at
large to be on alert, motivated and inspired.
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APPENDIX:

TABLES.

Table 1- Category of Cities according to Human Population and Vehicle Population.

*year 2015

Category Human Population Vehicle Population
A 50 Lakh abd above 20 Lakh and above
‘B 20 - 50 Lakh 8 — 20 Lakh
C Less than 20 Lakh Less than 8 Lakh

Table 2- National Police Statistics (Year 2014 - 2019).

*ason 01.01.2020

PARTICULARS Year 2014 Year 2015 Year 2016 Year 2017 Year 2018 Year 2019
ATz o o 12,38,885 | 12,62,940 | 12,77,770 | 12,87,471 | 13,06,550 | 13,42,590
(in Thousands)
Total Sanctioned Police
Force (Civil + DAR*+ Special 22,63,222 | 22,80,691 | 24,64,484 | 24,84,170 | 25,95,435 | 26,23,225
Armed + IRB*)
Sancuonedsgﬁgm of Givil |16 2358 | 18,30,131 | 19,890,295 | 16,03,757 | 16,51,379 | 16,69,907
Sanctioned Strength of
DAR Police - - - 2,79,428 3,17,425 2,81,760
Sanctioned Strength of State
Special 4,40,864 4,50,560 4,75,189 6,00,985 6,26,631 5,08,289
Armed Police
Sanctioned Strength of State
IRB - - - - - 1,63,269
Special Police
Population Per Police Person | 547.00 553.75 518.47 518.00 503.40 511.81
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Police Person Per Lakh of
Population
8 (Civil + DAR*+ Special 182.68 180.59 192.87 192.95 198.65 195.39
Armed + IRB*)
Police Person Per 100 Sq Kms.
9 (Civil + DAR*+ Special 71.48 72.03 77.83 78.45 78.95 79.80
Armed + IRBY)
10 Number of Police Zones 102 101 97 101 104 95
11 Number of Police Ranges 188 184 186 185 181 189
12 Number of Police Districts 715 727 758 764 777 800
13 Al SR ST 2,380 2,386 2,473 2,579 2,312 2,355
Divisions
14 Number of Police Circles 2,334 2,422 2,422 2,750 3,021 2,392
15 Number of Police Stations 15,090 15,555 15,579 16,422 16,671 16,955
16 Number of Police Outposts 8,689 8,745 9,087 9,081 8,592 8,948
Number of State Specialized
17 Armed 43(1;3 4éf’) f 470 362 417 318
Police Battalions Y Y
Number Of Central Armed
Police
18 Force & Specialised Force : : : : : 1,066
Battalions

(*DAR-District Armed Reserve Police, IRB - Indian Reserve Battalion.)
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Table 3- Basic Police Statistics (Year 2018 - 2019)

*as on 01.01.2020

Category Police Units Availability against Year 2018 Year 2019
1 Police Population Ratio | (Civil + DAR* + Special | Per Lakh of Population| 198.65 195.39
(PPR) Armed + IRB¥) against the total sanctioned
Police strength
2 Police Area Ratio (PAR) | (Civil + DAR + Special | Per 100 Sq. Km. of Area| 78.95 79.80
Armed + IRB) against the total sanctioned
Police strength
3 Population Per Police | (Civil + DAR + Per Police Person against| 503.40 511.81
Person (PPP) Special Armed+ IRB) the total sanctioned Police
strength
4 Area Per Police Person | (Civil + DAR in Sq. Km. against the total 1.27 1.25
(APP) + Special Armed+ IRB) | sanctioned Police strength
5 Transport Per 100 Police | (Civil + DAR + per 100 Police Personnel 7.89 7.74
Personnel (TPP) Special Armed+ IRB) against the total sanctioned
Police strength

(*DAR-District Armed Reserve Police, IRB — Indian Reserve Battalion.)
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Police Headquarters, Thruvananthapuram, Kerala- 695010. dgp.pol@kerala.gov.in, dgp@keralapolice.gov.in

STANDARD OPERATING PROCEDURE FOR DIGITAL EVIDENCE RELATED TO
CRIMES AGAINST WOMEN AND CHILDREN

Introduction

Section 79A Information Technology (Amendment) Act 2008 defines electronic form of evidence as “any
information of probative value that is either stored or transmitted in electronic form and includes
computer evidence, digital audio, digital video, cellphones and digital fax machines”

The main feature of digital evidence is that it can be transmitted beyond borders with ease and speed,
highly fragile and can be easily altered, damaged, destroyed and also time sensitive. Owing to this reason,
special precaution should be taken while documenting, collecting, preserving and examining digital
evidence.

Digital evidence especially that which related to crime against women and children are to be collected
immediately as early as possible and should be preserved scientifically because digital evidence are highly
volatile. Any delay or laps in collection and preservation of digital evidence will result in unavailability
ordeterioration of valuable evidence. So ultimate care and diligence should beused for collection of
digital evidence so that all available evidence are collectedand the victim does not suffer any miscarriage
of justice.

Conventional crimes against women and children
. Rape (sexual assault)

. Kidnapping/abduction

. Molestation

. Eve teasing

. Dowry homicide
. Dowry suicide

. Acid attack

Cyber harassment against women and children
. Cyber Bullying

. Cyber Teasing

. Cyber Stalking

. Cyber Defamation
. Identity Theft
Safety of Vulnerable Sections of the Society ﬂl
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. Catfishing

. Doxing

. Swatting

. Trolling

. Revenge Porn

WHAT ARE DIGITAL EVIDENCE & THE NATURE OF DIGITAL EVIDENCE?

Digital evidence or electronic evidence is “any probative information stored or transmitted in digital
form that a party to a court case may use at trial”. Section 79A of IT (Amendment) Act, 2008 defines
electronic form evidence as “any information of probative value that is either stored or transmitted in
electronic form and includes computer evidence, digital audio, digital video, cellphones, and digital fax
machines”.

The main characteristics of digital evidence are, it is latent as fingerprints and DNA, can transcend
national borders with ease and speed, highly fragile and can be easily altered, damaged, or destroyed and
also time sensitive. For this reason, special precautions should be taken to document, collect, preserve,
and examine this type of evidence. When dealing with digital evidence, the principles that should be
applied are, action taken to secure and collect digital evidence should not change that evidence; persons
conducting the examination of digital evidence should be trained for this purpose and activity relating to
the seizure, examination, storage, or transfer of digital evidence should be fully documented, preserved,
and available for review.

ADVANTAGES OF DIGITAL EVIDENCE

In addition to the advantages of recovering deleted files, digital evidence contains a wealth of critical data
and “embedded” information for both intact files as well as deleted files. For example, forensic software
can view the contents of aN Excel file to reveal, (depending on how it was configured by the user),
information such as: the creation date and original author; dates the file was last accessed, modified and
printed; when the file was last saved and by whom; the number of times the file was edited, for how
long and by whom;the number of revisions; client name, ID and reference number; hidden key words
and comments that identify who edited or collaborated on the file; and the original file location.

DIGITAL DEVICES - SOURCES FOR DIGITAL EVIDENCES

Throughout this SOP is an attempt has been made to provide the investigators an understanding of
the investigation of cybercrimes or crimes involving computer resources. Towards this primary
understanding and knowledge of thedigital devices and their uses is assumed.

% Safety of Vulnerable Sections of the Society




Best Practices on Smart Policing

=3

SIL. No. Digital Device Potential Evidence
1 CPU The device itself may be theb evidence of
component theft, counterfeiting etc. The device
contains digital devices with all the filesand folders
stored including deleted files and information,
which may not be seen normally. Cyber Forensic
is used to image, retrieve and analyze the data.
2 Display Monitor (CRT/ | All the graphics and files that are open and visible
LCD/TFT etc.) screens|on the screen of switched on systems can be
of Mobile Phones, if|noted as electronic evidence. This evidence can be
switched on captured only in video, photographs and through ;
description in seizure memo. = =
3 Smart Cards, Dongles | The device itself, along with the identification/
and biometric scanners | authentication information of the card and
etc. the user, level of access, configurations and
permissions. -
4 AnsweringMachines The device can store voice messages and @
sometimes, the time and date information about KL
when the message was left. It may have details such e
as lastnumber called, memos, phone numbers & gl
names,caller identification information,deleted e
messages.
5 Digital Cameras The device can be looked for images, videos,
sounds, removable cartridges, time& date stamps. e
6 Handled Devices | Much information can  be obtained .
(Personal Digital | from these devices likeaddress book, ﬂ
Assistants [PDAs], appointment calendars/information, documents, .c
. . emails, phone book, messages (text & voice), e
Electronic Organizers, emailspasswords etc o
Smart Phones) p ’
7 Hard Drives The device in itself, as it storesall the information. Q‘
8 Local Area Network|The device itself and also MAC (Media Access =
(LAN) Card or Network | Control) address can be obtained. s
Interface Card (NIC)
| N
9 Modems, Routers,Hubs | The device itself. In routers, configuration files '
and Switches containinformation related to IPaddresses etc. g |
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10 Servers Information like last logins, mailsexchange,log in
,contentsdownloaded, pages accessed etc. can be
obtained.

11 Network cables and | Network cables are used to trace back to their

connectors respective computers. Connectors help in

identifying the types of devices that are connected
to the computers.

12 Pagers The device can be looked for address information,
text messages and phone numbers.

13 Printers The device has data like number of prints last
printed and some maintain usage logs, time & date
information. If attached to a network, they may
storenetwork identity information. In addition, it
can also be examinedfor figure prints

14 Removable storage | All New generation mobile phones, cameras| —_. -,
mediaand devices etc., use these. These devices store files, in which B 1;,
evidence can be found. Sy
15 Scanners The device itself, having the capability to scan

may helpprove illegal activity.

16 Telephones Many telephones can store names, messages (text,
voice), memos, passwords, phone numbers, and 4
caller identification information. Additionally,

some cellular telephones can store appointment
information, andmay act as a voice recorder.

17 Copiers Copies may contain some documents both
physical and electronic, user usage logos, time
and data stamps.

18 CD & DVD Drives These devices store files/data in which evidence
can be found.

19 Credit CardSkimmers | Tracks of magnetic stripe contain Cardholders | rg @ = &
information which may include: ' =

Card expiration date, User’s address, Credit card | LHll <o
numbers, and User’s name.

20 Digital Watches Some latest digital watches contain information
like address book, notes, appointment calendars,
phone numbers,emails etc.
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21 Fax machine These devices contain some documents, phone

numbers, send/receive logs, film cartridges that P

can be considered.

22 Global Positioning | The device may provide travellogs, home location, V.
System (GPS) previous destinations, way point coordinators, il
way point name etc. -_ q

23 Keyboard &Mouse These devices can be examinedfor fingerprints. —
“‘--J

STANDARD OPERATING PROCEDURE (SOP)
IMPORTANCE OF SOP IN THE INVESTIGATION

Standard Operating Procedures (SOPs) are agency unique documents describing the methods and
procedures to be followed in performing routine operations. SOPs are essential to improve the quality
and to implement uniform processes for conducting digital & multimedia evidence forensic tasks in a
precise, accurate manner. SOPs should be task-based and written for each procedure conducted. They
should be reviewed at least annually. The previouslyapproved versions of an SOP should be retained for
reference.

The SOPs guide us to develop every process in the investigation right from securing the scene and
identifying media to be collected, etc., till the time charge sheet is filed and evidence is adduced in the
court of law. Due to the nature and legality of digital evidence, it is clear that an investigation in an
automated environment requires standard methods and procedures for the following main reasons:

Evidence has to be gathered in a way that will be accepted by a court of law. This will be easier if standard
procedures are formulated and followed. This will also facilitate the exchange of evidence in cases having
interdepartmental and international ramifications, especially, if investigators from all departments and
countries collect evidence in a similar manner.

Every care must be taken to avoid anything which might corrupt the data or cause any other form
of damage, even accidentally. The use ofstandard methods and procedures minimizes this risk of
damage. In some cases, it is inevitable that some data will be changed or over writing is found during the
examination process. Thus there is a need for a thorough understanding of technology, which is being
used for examination and also need for its documentation so that it would be possible to explain the
causes/ effects later on in a court of law.

Some of the most important reasons for improper evidence collectiomare poorly written policies, lack
of an established incident response plan,incident response training. This may result in a broken chain of
custody.
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DIGITAL EVIDENCE COLLECTION WORKFLOW

o Interview
o Identify
o Document
1. IDENTIFICATION e Revise If Necessary
o Measure twice, Cut "[ Plan the CSI ]
once
Prepare document ]
.»[ Prepare ]‘ > [ P
> [ Prepare ]
p- Secure premise
V Identifv evidence
> Conduct = Document premise
2. COLLECTION —
Conduct short
7 L .
Discuss strategv
! ! >[ Collect evidence ]
> Collect m [ Label evidence ]
3. ANALYSIS >[ Photograph ]
Package evidence
N Transport
Transport

Drive Imaging

4. PRESERVATION Hash Values

I I Chain of Custody

[ 5. PRESENTATION ]

PRESENTATION

The methodology involves with 5 basic phases; Identification, Collection, Analysis, Presentation and
Preservation. Most of the time, Police Officer shall involve with only three (3) phases of the Digital
Forensics Methodology;which are the Identification, Collection and Preservation phase. The next
topic shall describe the process that involves in handling the digital evidence.

Step No. 1. IDENTIFICATION

Before any digital forensic examination begins, the scope of actions must be identified. Who are the key
players and custodians? What are the best sources of potential electronic evidence that will need to be
accessed for collection? This information is needed for many reasons, including:
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. So that no essential evidence is missed that might affect a case

. So costs can be estimated in advance and the scope of the case can be adjusted to fit actual needs
. So potential sources of evidence identified later will have smaller impact in cost increases

a. Interview

Conducting interviews is a very important early step in a successful digital forensic examination.
When determining relevant devices from which to collect data for a case, these individuals must
be interviewed atminimum:

. Custodians

. Site administrators

. Users-when available

b. Identify

. Look at the range of variables and determine what factors are at playin the case, including:

. To what extent does legal authority exist to make a search?

. Is there an administrator who can identify devices and custodians?

. How many and what type of devices may be involved? Are any peripheral devices involved,
such as flash drives, printers, scanners or memory cards?

. What types of electronically stored information (ESI) are potentially involved? It could be
photographs, documents, spreadsheets, emails, text messages, databases and many other
types of ESL.

. How was ESI communicated and who was communicating? We maybe looking for
email addresses, text numbers, IP addresses and other similar information.

. Has information been stored in an offsite location? On backup media? In the cloud? In
remote locations?

. Are there devices involved that have potential remote logincapabilities?

. What different operating systems may be involved?

. Does any device require continuous electric power to operate?

. Other variables?

c. Document

. Interviews, including:

. Names and titles of interviewees

. The number and types of primary and peripheral devices to bein cluded in the collection
and search

. Any locations from which peripheral devices may have been removed or where they were
found

. Whether or not any kind of network is present

. File types involved

. Any off-site storage that is used
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. What different types of software are present, including anyproprietary software
d. Revise If Necessary

If it is determined that additional electronic evidence (not included in theoriginal plan) needs to
be gathered, it’s important to determine if thereis a need for a legal warrant, amended consent
form or any other changes to the original scope of work.

e. Measure Twice, Cut Once

Digital evidence needs to be thoroughly assessed with respect to the scope of the case. The scope
of a forensic examination cannot include “everything.” At least, not unless there is unlimited time
and budget involved.

It is important to spend time at the very beginning to more accurately determine the true scope
of the examination, narrow down what digital evidence is needed for a case and where to find
it. Otherwise, costs will grow and grow as the investigation moves forward,as will the amount of
time required for the investigation.

Taking the extra time and attention to accurately determine necessary devices and custodians
prior to proceeding with the next steps in the forensic process will dramatically impact the
investigation asa whole and, therefore the outcome of the case.

This phase, the Identification, is a phase where Police Officer collects some preliminary
information prior to collecting the evidence. Preliminary information may help the police officer
to strategize the process of collecting the evidence, especially if the incidents happen at several
locations.In most cases; evidence that need to be collected varies from one case to another. For
example, a web related case may involve with collection of the web server and the database server,
whereas a document counterfeiting case may involve with the collection of a personal computer.

The following lists some of the questions that may guide the police officer inestablishing the facts of
the case:

Sample of Questions for Preliminary Information Gathering

WHAT . What type of crime is it? (Financial fraud, harassment, cyberterrorism, bribery)
. What are the resources needed? (People, equipment, budget)
. What are the needed documents? (Warrant, Seizure list, Chainof custody form)

o What is the IP address?
. Who owns the IP address?

WHO . Who are the people involved?

. Who are the IT personnel of the premise?
. Who are the top management of the company?
WHERE |« Where is the location of the crime? India or across the border?
. Where is the database server?
WHEN . When did the crime happen?
. When did the investigating team first detect the crime?

HOW . How did the crime happen?
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The following flow chart detailed out the process involves in Identification phase.

[ [ Interview ]

!

Identify

Step No.1 l
[ Document ]

IDENTIFICATION

A4

[ Revise If J

l

~—— Measure twice,
Cut once

The Police Officer must be aware that some of the information gathered during this phase might be
tendered in the court. Thus, it is necessary that all information gathered during this phase be documented
or preserved. Preserving the information is also important in order to conduct a smooth storyline to

stakeholders. The preserved information or the written document is best to be printed out, signed and
dated by the person who produces it.

Step No. 2 COLLECTI ON

The next phase is to set off to the premise to collect the evidence. During collection phase, there are
several steps that a Police Officer may follow. The process of collection is summarized in the following

flow chart:
—> Plan the CSI
Prenare
PREPARE
L Prepare
—[ Secure premise ]
9[ Identifv evidence ]
\ 4
CONDUCT — [ Document
9[ Conduct short ]
Step No.2
COLLECTION Discuss strategy
among team
R — v
> Collect Evidence
COLLECT —
T.ahel Evidence
—
Photograpnh
v
> Package
TRANSPORT e
— N Transport
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Steps in Prepare phase are

1. Plan the CSI (Crime scene investigation)
1. During this phase, Team Leader shall conduct a briefing session and brainstorming session.
2. Items to be briefed:
. Introduce team members;
. Purpose of raid;
. Explain the committed offense, the related Act, the location ofthe premise, the expected
total numbers of occupier and literacy of the suspect;
. The strategy of the Crime Scene Investigation (CSI);
. Evidence transportation & lodging;
. Team member’s transportation & lodging.
3. Ensure competent personnel are available during the CSI.
2. Prepare document
. Ensure that related documents are readily available.
. Example: Investigation Diary or journal, seizure list, and chain ofcustody form.
3. Prepare equipment

List of possible equipment to be brought:

. Camera

. Evidence labeling tool (markers, stickers, tie-on tagging)

. Evidence packaging (anti-static bag, aluminum foil, bubble wrapper,cardboard box)
. Imaging tool

. Pre-Analysis tool (Encase, FTK)

. Storage device to store acquired data

. Power bank for your mobile phone

. Tools, small pliers, wire cutters

. Torch

Synchronize your watch/computer/mobile phone with atomic clock.
Steps in Conduct phase are

1. Secure premise

. Once you have arrived at the premise, identify wireless connectionsaround the premise
and the security features.

. Identify yourself and the purpose of the raid.

. Identify person-in-charge of the premise and everyone else in thepremise.
. Check all rooms in the premise and identify available digital devices.
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. Check as well the occupier’s vehicles.
. Move people away from the digital devices and power source.

2. Identify evidence

. Identify technical person and interview him.
. Identity potential evidence based on the facts of the case.
3. Document premise
. Sketch these items in diary/journal for = the  purpose recreating/conveying
details of the scene to stakeholders:
0 The plan of the premise.
0 Location of the evidence
4. Conduct short interview
. The purpose is to gather and verify information.

Information to be gathered:
Purpose of evidence

Users of the evidence

Type of internet access & ISP
Any offsite storage

© © O O O

Username & password of the digital device, email, webmailblogs, social media or instant
messaging.

5. Discuss strategy among team members

A Police Officer may then need to make a decision of these matters:

Do we need to collect all digital evidence?

Do we need to collect; or just forensically copy them?

Do we need to forensically copy them bit by bit, or just copy therelated folder/file?
Is our storage media able to store all acquired data?

© © O O O

Ensure that each decision is justifiable.
< Steps in Collect phase are
1. Collect Evidence
The ‘Collect’ process depends on types of digital evidence.
28 Label Evidence
. Label must be UNIQUE.

. Label in an appropriate place.
. Label parent device together with its sub devices.
. If you decide to seize the cables, ensure that the cables are properly labeled for future
reconstruction.
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. Write down the complete serial number OR unique identification of the evidence in diary.

3. Photograph Evidence

. While documenting the evidence’s details are important, Police Officer can always choose
the option of photographing the evidence.

. Take photograph of the device and its labeling, overall view and close-up view.

. Items to be captured; device setting, serial number, manufacturer, model, any unique

features, etc.

. Photos can facilitate understanding in court, especially when presenting information of
items that was not seized at the premise.

X2 Steps in Transport phase are
1. Package
. This process takes place after the evidence has been properly labeled.
. The evidence must then be packaged with anti- static bag, or other materials such as
bubble wrapper or plastic bag.
. A Police Officer must ensure that the packaging:
0 Able to detect any attempt to gain access to the evidence.
0 Does not damage the evidence; ie. Water resistant
. Both party, the Police Officer and the occupier, sign the seizure list.
. The chain of custody now starts here.
. Any transfer from one officer to another shall be recorded in Chain of Custody Form.
2. Transport
. During transportation, the evidence in the vehicle must not be left unattended.
. At least one personnel must be in the vehicle at all time

Critical Steps in Preserving Digital Evidence while collecting digital evidence

0 Asa general rule, make sure you do not turn ON a device if it is turned OFE. For computers,
make sure you do not change the current status ofthe device at all. If the device is OFE it
must be kept OFFE. If the device is ON, call a forensics expert before turning it off or doing
anything.

0 If it is not charged, do not charge it; for mobile phones, if the device is ON, power it down
to prevent remote wiping or data from being overwritten.

0 Ensure that you do not leave the device in an open area or other unsecured space.
Document where the device is, who has access, and when it is moved.

0 Do not plug anything to the device, such as memory cards, USB thumb drives, or any
other storage media that you have, as the data could be easily lost.
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0 Do not open any applications, files, or pictures on the device. You could accidentally lose
data or overwrite it.

0 Do not copy anything to or from the device.

0 Preserve any and all digital evidence that you think could be useful foyour case.

0 Take a picture of the piece of evidence (front, back, etc.) to prove itscondition.

0 Make sure you know the PIN/Password pattern of the device.

0 Last but not least, do not trust anybody without forensics training to investigate or view

files on the original device. They might cause the deletion of data or the corruption of
important information.

Step No. 3
ANALYSIS

In the analysis phase, examiners connect all the dots and paint a complete picture for the requester. For
every item on the Relevant Data List, examiners answer questions like who, what, when, where, and
how. They try to explain which user or application created, edited, received, or sent each item, and how
it originally came into existence. Examiners also explain where they found it. Most importantly, they
explain why all this information is significant and what itmeans to the case.

Often examiners can produce the most valuable analysis by looking at when things happened and
producing a timeline that tells a coherent story. For each relevant item, examiners try to explain when it
was created, accessed, modified, received, sent, viewed, deleted, and launched. They observe and explain
a sequence of events and note which events happened at the same time.

Examiners document all their analysis, and other information relevant to the forensic request, and add it
all to a fifth and final list, the “Analysis Results List.” This is a list of all the meaningful data that answers
who, what, when, where, how, and other questions. The information on this list satisfies the forensic
request. Even at this late stage of the process, something might generate new data search leads or a
source of data leads. If this happens, examiners add them to the appropriate lists and consider going
back to examine them fully.

Finally, after examiners cycle through these steps enough many times, they can respond to the forensic
request. They move to the Forensic Reporting phase. This is the step where examiners document findings
so that the requester can understand them and use them in the case. Forensic reporting is outside the
scope of this article, but its importance cannot be overemphasized.

The final reportis the best way for examiners to communicate findings to the requester. Forensic reporting
is important because the entire forensic processis only worth as much as the information examiners
convey to the requester. After the reporting, the requester carries out case-level analysis where he or she
(possibly with examiners) interprets the findings in the context of the whole case.
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Where
e Where was it found? Where did

v

When
e When was it created, accessed, modified, received, sent, viewed,
deleted and launched?
e Does it show when relevant events took place?

v

How
e How did it originate on the media?
e How was it created transmitted

v

L Associated Artifacts and Metadata J

ANALYSIS
A

e Registry entries.

v

Other connections

e Do the above artifacts and metadata suggest links to any
other items or events?

v
o Identify any other information that is relevant to the forensic
request.
e Use timeline and/or other methods to document findings on “
Analysis Results List”
Step No. 4 PRESERVATION
. Identify any other information that is relevant to the forensicrequest.
. Use timeline and/or other methods to document findings on “Analysis Results List”

Preservation is a process where evidence is taken care to ensure that it is not tampered, chain of custody
is not broken and integrity is intact. A Police Officer must ensure that evidence is properly preserved
from the point of taken, to thepoint of it is handed over to other authorized personnel. Police Officer
must also be able to demonstrate that evidence is properly preserved tostake holders.

The methods of Evidence Preservation are:

a. Document evidence’s variables
. Items to be documented:
Evidence’s Serial number
Manufacturer & Model
Storage size (if applicable)
Any defects from normal condition, example: keyboard missing Kletter
MAC address (if applicable)
Hash value (if applicable)

© © © © O O ©O

This can all be written down in the Seizure List, which is signed bythe occupier and the
Police Officer.
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b. Label and seal

. Label or tag the evidence. It must be unique.

. Label must be able to stay throughout the lifetime of the evidence.

. Label sub device as well, for example, memory card of a mobilephone.

. Label of sub - device must be able to be tracked to parent device.

. Label in an appropriate place. (Not on the display screen or at theopening of battery).

. Seal properly (anti-shock, water-resistant, anti-static charge). Sealmust be able to detect

any attempt to gain access to the evidence.
C. Document the chain of custody

As investigators collect media from their client and transfer it when needed, they should document all
transfers of media and evidence on Chain of Custody (CoC) forms and capture signatures and dates
upon media handoff.

It is essential to remember chain-of-custody paperwork. This artifact demonstrates that the image has
been in known possession since the time the image was created. Any lapse in chain of custody nullifies
the legal value of the image, and thus the analysis.

Chain of custody refers to the documentation that shows the people who have been entrusted with the
evidence. These would be people who have seized the equipment, people who are in charge of transferring
the evidence from the crime scene to the forensic labs, people in charge of analyzing the evidence, and
so on. As electronic evidence is easy to tamper or to get damaged, it is necessary for us to know exactly
who, when, what, where, and why was the evidence transferred to the person concerned . It is possible
that defense may level charges of tampering and fabrication of evidence and, it would be difficult to
prove the integrity of the evidence, if the chain of custody is not properly maintained. Lack of integrity
in the process of custody and, absence of appropriate documentation in this regard, will not only be
detrimental to the cyber-crime investigation, during trial but also, expose the IOs to criminal liability
under Section 72 of the ITAA2008.

Important Points to remember for Foolproof Chain of Custody:

. Physically inspect the storage medium-take photographs and systematically record observations.

. Guard against hazards like theft and mechanical failure. Use good physical security and data
encryption. House multiple copies in different locations.

. Protect digital magnetic media from external electric and magnetic fields. Ensure protection of
digital media particularly optical media from scratches.

. Account for all people with physical or electronic access to the data.

. Keep the number of people involved in collecting and handling the devices and data to a minimum.

. Always accompany evidence with their chain-of-custody forms.

. Give the evidence positive identification at all times that is legible and written with permanent
ink.
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. Establishing the integrity of the seized evidence through forensically proven procedure by
a technically trained investigating officer or with the help of a technical expert will enhance
the quality of the evidence when the case is taken forward for prosecution. The integrity of the
evidence available on a digital media can be established by using a process called as “Hashing”

. Establish a baseline of contents for authentication and proof of integrity by calculating hash
value for the contents. An identical hash value of the original evidence seized under panchanama
(Seizure Memo) and, the forensically imaged copy, helps the IO to prove the integrity of the
evidence. Similarly, the seized original evidence can be continued to be checked for its integrity
by comparing its hash value, to identify any changes to it.

d. Drive Imaging

Before investigators can begin analyzing evidence from a source, they need to image it first.
Imaging a drive is a forensic process in which an analyst creates a bit-for-bit duplicate of a
drive. This forensic image of all digital media helps retain evidence for the investigation. When
analyzing the image, investigators should keep in mind that even wiped drives can retain
important recoverable data to identify and catalogue.In the best cases, they can retrieve all
deleted files using forensic techniques.

As a rule, investigators should exclusively operate on the duplicate image and never perform
forensic analysis on the original media. In fact,once a system has been compromised, it is
important to do as little as possible — and ideally nothing-to the system itself other than isolating
it to prevent connections into or out of the system and capturing the contents of live memory
(RAM), if needed. Limiting actions on the original computer is important, especially if evidence
needs to be taken to court, because forensic investigators must be able to demonstratethat
they have not altered the evidence whatsoever by presenting cryptographic hash values, digital
time stamps, and legal procedures followed, etc. A piece of hardware that helps facilitate the
legal defensibility of a forensic image is a “write blocker”, which investigators should use to create
the image for analysis whenever one is available.

e. Hash Values

When an investigator images a machine for analysis, the process generates cryptographic hash
values (MD5, SHA-1). The purpose of a hash value is to verify the authenticity and integrity of
the image as an exact duplicate of the original media.

Hash values are critical, especially when admitting evidence into court, because altering even
the smallest bit of data will generate a completely new hash value. When you create a new file or
edit an existing file on your computer, it generates a new hash value for that file. This hash value
and other file metadata are not visible in a normal file explorer window but analysts can access it
using special software. If the hash values do not match the expected values, it may raise concerns
in court that the evidence has been tampered with.
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Step No. 5 PRESENTATION
Tips To Prepare For Deposition of Evidence in Court

The Investigating Officer should prepare well to depose the evidence inthe court of law like any
other case. All the digital evidence will be presented as exhibits and introduced as evidence to establish
the process used to identify, collect, preserve, transport, store, analyze, interpret, attribute, and/or
reconstruct the information.

Re-constructing the scene of offence and the cyber-crime with the sequence of actions by each system
and user is very important in the deposition.

To depose the evidence, Investigating Officers are requested to prepare their notes in the order given

below.

. Complaint received

. Collected relevant information
. Crime Scene visit

. Evidence Identification

. Collection

. Preservation

. Transport to FSL

. Request for Analysis

. Interpret the reports received from FSL
. Reconstruct the case

. Prepared the charge sheet
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COLLECTION OF DIGITAL EVIDENCE
A. Procedure for gathering evidence from switched-off systems

. Secure and take control of the scene of crime both physically and electronically. Physically
means sending away all persons from scene of crime and electronically means, disabling
the modems, network connections etc.

. Make sure that the computer is switched OFF- some screen savers may give the appearance
that the computer is switched OFF, but hard drive and monitor activity lights may indicate
that the machine is switched ON. Be aware that some laptop computers may power ON by
opening the lid. Remove the battery from laptop computers.

. Unplug the power and other devices from sockets.

. Never switch ON the computer, in any circumstances.

. Label and photograph (or video) all the components insitu and if no camera is available,
draw a sketch plan of the system.

. Label the ports and (in and out) cables so that the computer may be reconstructed at a

later date, if necessary.

. Carefully open the side casing of CPU or laptop and identify the Hard disk. Detach the
hard disk from motherboard by disconnecting the data transfer cable and power cable.

. Take out the storage device (Hard disk) carefully and record unique identifiers like
make, model, and serial number. If, entire CPU is seized, also note down the any unique
identifiers.

. Get the signature of the accused and witness on Hard disk, by using permanent marker.
Ensure that all items have been signed and completed exhibit labels.

. Search scene of crime for non-electronic evidence like diaries, notebooks or pieces of

paper with passwords on which are often stuck to or close to the computer. Ask the user if
there are any passwords and if any off-site data storage. Also ask, for the operating system
in the suspected system,the application packages, the various users of the computer etc.,

. After the Hard disk is removed from the suspected system. Switch on thesystem and go
to BIOS. Note down the date and time shown in BIOS.

. Prepare detailed notes giving “when, where, what, why & who” and overaldctions taken in
relation to the computer equipment.

. Allow any printers to finish printing.

. Connect the suspected hard drive to the investigator computer through write-block device

for forensically previewing/ copying/ printing or for duplication. Never Connect Directly
Without The Blocker Device.

(Make detailed notes of all actions taken in relation to the computer equipment)

B. Procedure for gathering evidence from live systems (Switched-On Systems)
. Secure the area containing the equipment.
. Move people away from computer and power supply.
. Disconnect the modem if attached.
. If the computer is believed to be networked, seek advice from the technically trained
officer, in-house forensic analyst or external specialist.
. Do not take advice from the owner / user of the computer.
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. Label and photograph or video all the components including the leads in- situ. If no
camera is available, draw a sketch plan of the system and label the ports and cables so that
the computer may be reconstructed at a later date.

. Remove all other connection cables leading from the computer to other wall or floor
sockets or devices.

. Carefully remove the equipment and record the unique identifiers — the main unit, screen,
keyboards and other equipment will have different numbers.

. Ensure that all items have been signed exhibit labels attached to them as a failure to do

so may cause difficulty with continuity and cause the equipment to be rejected by the
forensic examiners

. Allow the equipment to cool down before removal

. Search area for diaries, notebooks or pieces of paper with passwords on them which are
often stuck to or close to the computer.

. Consider asking the user if there are any passwords and if these are given, record them
accurately.

. Make detailed notes of all actions taken in relation to the computer equipment

. Record what is on the screen by photograph and by making a written note of the content

of the screen?

. Do not touch the keyboard or click the mouse and if the screen is blank or a screen saver
is present, the case officer should be asked to decide if they wish to restore the screen. If
so, a short movement of the mouse will restore the screen or reveal that the screen saver is
password protected. If the screen restores, photograph / video and note its content. If the
password protected is shown, continue as below without disturbing the mouseany further
. Record the time and the activity of the use of the mouse in these circumstances.

. Take the help of technical expert to use live forensics tool to extract the information that
is present in the temporary storage memory like RAM.
. If no specialist advice is available, remove the power supply from the back of the computer

without closing down any programs. When removing the power supply cable, always
remove the end attached to the computer and not that attached to the socket, this will
avoid any data being written to the hard drive if an uninterruptible power protection
device is fitted.

C. Procedure for gathering evidence from Mobile Phones

. If the device is “OFF”, do not turn “ON”.

. With PDAs or cell phones, if device is ON, leave ON. Powering down the device ~ could enable
the password, thus preventing access to evidence.

. Photograph device and screen display (if available).
. Label and collect all cables (including power supply) and transport with the device.
. Keep the device charged.

. If the device cannot be kept charged, analysis by a specialist must be completed prior to battery
discharge or data may be lost.

. Seize additional storage media (memory sticks, compact flash, etc).
. Document all steps involved in seizure of device and components.
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SEIZING CLOSED CIRCUIT TELEVISION (CCTYV)

Digital CCTV installations vary greatly in terms of the recording methods used and picture export
facilities provided. There are many manufacturers operating in the CCTV marketplace and each offers a
slightly different solution with different capabilities and functionality. This makes the task of retrieving
and replaying data increasingly complex for police technical staff, who have to develop a familiarity with
a broad range of systems and export technologies.

Checklist:

The list of actions below should be followed when retrieving video datato ensure that all relevant video
and information about the system is gathered. This is essential to permit future viewing and maintain
evidential integrity, whilst minimising any potential disruption to the premises where the CCTV system
is installed.

L. Timely notes should be kept, detailing the course of action taken, to provide an audit trail.

2. Note the make and model of the CCTV system, and the number of cameras. Take photographs
of the system if possible, particularly if the recorder is unfamiliar or the manufacturer uncertain.

3. Note the basic system settings (e.g. current record settings and display settings), so that if changes
have to be made to facilitate the retrieval, it is then possible to return the system to its original
state. (Taking photographs of the system can assist, particularly if cable connections are changed
during retrieval).Time check — compare the time displayed by the CCTV system with that given
by the speaking clock. Any error between the system time and real time should be recorded in the
audit trail and compensated for when conducting the retrieval. This will ensure that the correct
section of data is copied.

4. Determine time period required in conjunction with IO.

5. Determine which camera views are required, and whether they can be retrieved separately. It is
good practice to draw a plan of the camera views to facilitate further decision making processes.
Depending on the nature of the incident, there might, for example, be a requirement to retrieve
all cameras with external views. Some systems permit video from individual cameras to be
downloaded, but some do not, in which case data from all cameras will need to be taken. The
decision taken and the reasons for it should be documented in the audit trail.

6. Replay Data. Check that the requested video exists on the system.

7. Check storage / overwrite time — to determine how long the relevant data will be retained on the
system. This is particularly important if the retrieval cannot be carried out immediately, or needs
to be prioritised against other tasks. A maximum time period can then be determined within
which the retrieval must be carried out before data is lost.

8. Obtain system password, if necessary. Be aware that the standard user password may provide
only limited functionality and an administrator password may be necessary in order to enable
data retrieval.

9. The recording should not be stopped during the retrieval process unless
a. this is an unavoidable feature of the system or
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b. there is an immediate risk that important data will be overwritten before it can be retrieved.

10.  Protect data. Some systems allow write-protecting a selected video sequence to prevent it from
being overwritten before it can be retrieved; however, it should not be assumed that this facility
will be present.

11.  Itispreferable to extract the CCTV sequence in its native format in order to maintain image quality
and provide best evidence, even where this file format is proprietary to the CCTV manufacturer.
Some systems may provide an option to write the sequence to AVI file, which may seem to be an
advantage in that the video will be replayable using standard software; however the generation of
the AVI file often requires the video to be recompressed, resulting in a loss of quality, and so this
method should be avoided. Metadata such as time and date information may also be lost, along
with any stored bookmarks. (Note that when copying data files manually via Windows Explorer,
the metadata and index files may be stored in a separate directory to the video files.)

12.  The IO can seize the entire DVR/NVR (preferable due to propriety software), or can collect the
relevant part of recording from the owner/operator/ technicianalong with a 65 B(4) Certificate.

NB: The person issuing the 65 B(4) Certificate must be aware of the details, file formats, installation
details and specifications of the device.

COLLECTION OF EVIDENCE FROM THIRD PARTY
A. Analyzing External / Third-party information

o Time Zone Conversion

Time Zones and their conversions play a very important role in attributing acts / incidents to the
accused. A time zone is a region of the earth that has a uniform standard time, usually referred
to as the local time. By convention, time zones compute their local time as an offset from UTC
(Greenwich Mean Time). Local time is UTC, plus the current time zone offset for the considered
location.

For each computer system/server time zone set to its current location/local time. It is very
important to know the time zone of that system to establish the exact time of offence and
subsequent actions ofthe crime as supportive evidence.

Since the time zone/difference may vary more than 12 hours forfew locations for example
United States of America, date of the occurrenceof the crime may also change. This is very critical
and important especially in crimes involved in sending e-mails from servers out of India. Time
zone Conversion plays an important role in converting all the acts and incidents to one common
time (usually the local time), so that the offences and the offender can be clearly linked. There
are a number of online Web sites/applications that are available to convert the time to Indian
standard time (IST) and vice-versa.

. E-mail Headers

In most of the cybercrime where e-mails are involved, analysis of e-mail headers plays a very
important role. Each e-mail whether it is a company e-mail or Web-based e-mail like hotmail,
yahoo, etc., carries lot of information about that e-mail. Information like sender IP address,
e-mail address, time and date when the e-mail sent, through which server it passed, etc.
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E-mail header analysis can help an investigator to find out the IP address of the e-mail sender.
E-mail message headers are digital histories that are attached to every e-mail message that are
sent and received. Headers record important information, including servers that the e-mail
has traveled through, and the date and time that the message was received or forwarded.

E-mail messages

. Are attached automatically to every e-mail message that’s sent and received.
. Comprise 2 sections.
. Message Description: Contains details of the sender and recipients, subject line, and

sending date.
. Message Path:

o Contains the server name and timestamp for every server the message travelled through.
0 Displays entries in the message path in reverse chronological order.
0 The header details can be copied and pasted into ‘notepad’ or similar program and, then
the information is analyzed.
0 Some free and popular tools on the internet, offer e-mail header analysis on-line.
B. Gathering Information From External Agencies/Companies

Various companies/Internet service providers (ISPs) are liable under various laws and regulations
including ITAA 2008 to preserve and provide information to the law enforcement. The
Investigating Officer can send Letter of Request to get this information from these agencies/
providers.

i. Availability of information and format from ISPs:

It is very important for the Investigating Officer to understand whatinformation/evidence
relevant to the investigation is available with third-party companies/providers, which can
be very useful and relevant to reconstruct the crime. All the service providers enable
queries by e-mail from pre-registered e-mail ids of the IOs and, such e-mail have to be
from their official e-mail id.Information from ISP (Internet Service Provider): ISP will
typically provide the following information, based on a law enforcement request.

User name
Telephone number in case of DSL/CDMA/3G, and Dial up
Personal details like name, e-mail ID, address, etc., mentioned in the CAF form

Day-wise activity i.e., when and how long used, etc.
Physical address of the IP address

© O O O O

ii. Information from e-mail service

User name

Details of all incoming and outgoing e-mails along with mails stored in Draft
folder

0 The IP address from where the e-mail ID is accessed.
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0 Registration details like IP address, date and time, other services availed, secondary
e-mail ID etc

0 User activity, i.e., date and time of log in and time it is active, etc.

The e-mail and other service providers have law enforcement designated nodal
officers, who coordinate the requests from Police. Service providers do have laid
down policies, in compliance with local laws and, laws of the country in which
they are registered.

ili.  Information from Mobile service providers
0 Customer Acquisition Forms (CAF) Forms-Personal details like name, address
etc.
Calling number, called number, time, type of call (ISD/STD/Local/SMS, etc.)
Roaming to other cities, etc.
Tower locations - Latitude and Longitude of the tower
Tower data
Information from Social networking sites like facebook, Orkutetc
User name
Personal details updated in the profile
The IP address from where the profile is accessed
User activity i.e. date, time of log in and duration of the active sessions, etc.
Friends and groups with which the user is associated, etc.

© 0 0 o 0 0 0o O O o ©o

E-mail IDs updated in the personal information.
iv. Information from Financial institutions/Internet banking institutions
Personal details updated in the profile of the account holder

Transactional details

CAF and other supporting documents submitted by the customer along with the
introducer details

0 IP address from where the transaction happened in case of Internet banking
GUIDELINES TO PREPARE CHARGE SHEET

Inadequate skill in drafting the charge-sheet is one of the reasons which help the accused to get away with
cybercrime committed by them. Many cases fail before the Courts of Law just because of the defective
traming of charge-sheets. There are a number of incidents, where the Investigation Officer (IO) has
failed to file the chargesheet with all required information/documentation in cyber-crimes andcases
acquitted by courts of law.

Below are a few guidelines for the IO to include in the charge sheet.

0 All the relevant information shared by the complainants during registering the FIR/course of
investigation should be included in the chargesheet.
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0 Please make sure the sections mentioned in the FIR are still applicable to the case OR it is
advised to file a requisition to change of sections before the case including appropriate ITAA
2008 and other supportive IPC, special and local laws. (there are number of incidents, IO filing
the chargesheet under wrong sections of IT Act)

o Make sure the search and seizure procedure along with Chain of custody and DEC form are
included in the chargesheet.

o Make sure the nature of cybercrime and the necessary information / analysis requested from FSL
or forensic examiner are incorporated properly in the charge sheet.

0 Please provide the detailed information about the crime scene and the process IO followed to
identify the systems used / affected in the crime.

0 Please include all the technical persons who identified, produced and analyzed the digital in the
case as witness.

0 Please include the incidents occurred in the chronological order of time to establish the crime
along with the findings.

0 Time plays a very critical evidence in proving cyber-crimes, please mention the time stamps in a

chronological order
. System Time: BIOS Time, Access Time, Log times, Physical Access Time etc.
GUIDELINES TO PRESERVE THE SEIZED DIGITAL MEDIA

After filing the chargesheet another important task for the IO is to preserve the digital media till
the end of the case.

Please follow the below guidelines to preserve the digital evidence:
Please keep the digital media always in an anti-static cover with all details and tag / barcode.

Please create a separate inventory list for all the media seized with case number and other
reference numbers (barcode)

Please store in a dry and cool place.
If possible, store in a good storage device which is fire proof and tamper proof.
Please keep updated the chain of custody;, if the media is taken out for any reason.

Last but not the least, the digital evidence may look simple to acquire or keep, but maintaining
its legal relevance is not an easy task; professionalism has to take charge. Though digital evidence
is more involving compared to real or ‘hard’ evidence, the point remains that both have to be
reliable and accurate for them to be legally relevant.
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Police Headquarters, 1, Tilak Marg, Lucknow, Uttarpradesh- 226001 dgp@up.nic.in

fae[-2rfs
UIdTd-T:

3R YRl WBR bl YrAfddbant # Aigelr qRefm vd TRifchdiur GafaR 381 81 gferd gRT Afgaln
TR SIRTET & fddg BoR vd uRe:ff driaret Bt 513, 5T 31 SHAFT # Th GbRIcAD ol
ST, IE WA qeawst 5it bt Featea yreifiendr &t €1 WA+t geawsit 5it Bt 587 3aeRo g figM[ &l
TCHATA PId §E ARG, faAve: Afee Tt IIRTET & fdbg Th CHt ok 38gquf briddret dl
1RGN HEGH ot 1, 5788 TR aredi &b Ml IaReriica &1 ko fdar 511 dd derr I8 sridret ureeif
a<tdb I 37TH STHATH &b FHEf fbar ST |

HigeT FraIfEid g0id IR Bl HIH 515 J WcH BAT 81 SART 3829 Tel 8, IR 584 3 R gfvid
GRaRr &Y HT FATE BAT BHRT 3839 &, difcp S8 de &I Ffoid sfisf AT # b & 7 U7 b 89 Ffvig
ATHT{TeR 7T BT SeATsT &ffUich Tet, TTs EFT A1fev| 30 I fARMA # Iel 8WRT 9T &1 2|

23t W H TRa3 URET H U 313t USdT BId T U-H SR TP Jec BY J WA Teria Afgar
raEt 3TORTEN H Feb1Rl | 311 1MW Th bl 37ds AT ST cd sTel BT HSTH BRId g€ 3 URIR a1l b
Vit grfica o fRerRoT fpam 71| ATHTI SRTE & UdtbTcHD S AWRTET & Ufd 37T 3TRalica Wi ad fbar
T 5 3T & Belasy Mia-Td § Ugd Yferd 519 & ATew & 7Tig quTst o Wt afthar fasar mmam g4t
H H fiset 03 auf § Afee arifeid afed TR # Y1l # 3113 31HYh] bl Tdd AR Bd gE Th
faRIY 31fHaTT & Aeg gfcid S gRT TTig-717d ASER &b A1l ST d¥cid T 7131 dT 08 37wl # foig
U T 31THh! & faee agl i FHIsT & dHel gec 3u d faftie a fRiemde sriaret Bid ge eEafet
bt Y| 28 BrdaTEl BY BRA FAY 3THYH b IRAR BI Ht 2MfHeT T 11T, drfds 37eb1 ¥ JATST & ufd
ITReTbcd ag T 51T Hdb 3R TP HRl 3TH STHATTH Bi TG ST Hcb d2iT i FHTST B H Afdha fdsam 1|

RT3 UREYS A I 713 58 TROf 31THAT Y 3T 2fds™ &1 71w féam 1am| 58 R 31fHam &1
dcHHY 362 gl GraEil givTd IRy BIRd B dTed TWRIET &b o fafeies o AT 3 d BoR
BRIaTE! T Fddh i€ TR RaAT 2T, difds STAAH I faRes wigans, arfeidpiait o STl # GR&iT b1 dief
AT 51T Heb  37cb YRARISHI Pl 38 31R Afehd T 511 db|

£ R 3T 2Afh” 31HIT 61 HsTH AT0 Heaw=T 51 gRT feidT 711 dei 58 T geg bl
g1 “fAM 2Afds” & $U H QR ySr # 31HIM & U A Tl & fAdel faam mam
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oM 21fds-yram =RoT:
3829:
. = MMAT & GBSy TMig-7Tid 7 Ugd Yfcid 514 & AT A Tid THTST BT Afhd BT
Hfgesi & ufd 3R 91 dAfchds 7 8l ATHIGIP WY &, STHHHT H§ Ig THI5id STReTddc
B 5] AT
3ugdt vd faryfid garsil &t faffd & TA1sT A 33439 BTl
. vfasg # O} gt St gRigfa aftor AT
$d BRfaTEL:
1. AfedT grartt 3TREN (BT, IelcpR, e, BsAMT, Ulaa! Tae) T U AMAAT gRT & it

BrRIgTE! H AT T TebTRl H 31T AHGhI dT 5ot J dTeR 31 MG h & e 3T et
T

. Tuset 05 aulz # B AMGhHI bl Ft SRR 3HBT AT BT I

3 Crime Mapping & 313 Vulnerable Spots &I fefed & 71|
U f>7el & & TP UM R 3T HHTEM Bt Performance audit @t T TYT &R TP UM W
fedta Marser &t e & 7t-578 TRid Tl 81 UTdT, d8i g1 A} ATsfdbd &T Wrdis Tféd fsar
AT GPBRIHD BrIddTal b Uy TSY ST ATHE0T “2Ifts Aldrser”” fasar |

5. & fafgd Black Spots TR @AR R Bd BridTe! B3 &g TA® AT R 3udiey 2Afths Hidrse
GRT BriaTet Bt 7|

6.  Ta-Td ¥ O deuil/Afth/gaT B aiT 3% URaR & FTMeR Tewl &Y 107,116 FosmRotiowto &
3a7fa Wb R UTae dRIAT ITAT Tl 29 U3 HRTAT ITAT T 3T THTST § WST IR 37! Br3-afciT

Bt I

7. oMl T R BRI AR GfciddHT Bl ST]d B HRAeh T 7131, 3 2ifth AIeTsed W B &A &
fe1d sftep fasam T

8.  WRAnBN & faoe TRl H 31y & STHMAGR &1 Hi 88 31Wa A Bi3fRifc a3 37d Wi 3arerhic
1 fAeRoT fasar 2|

9.  HWRIY ¥ Pl 3eATdfEid PR AR AfSeln ARl Bt 5THBRT qof Hi 71t

yf2lafor: vf2raror BripH & 31fd 2fth AdTSd & TALd BHAT BT “dIT B3 T FIT 7 PR’ &b MR W
TfRr&fuT AT AT

A9/ I:
o  WfEcT Frer RTeN # 7RIU/AfeTer cafhdl &1 b o= WA 7T 3R qre € T gUR 8
3T & HY 2192 U= AT I3 |
TS0
o Tcol R | 2Afth HidTsel & WHy | URddd fddr 7T a1 89t Branding @t T3t

o) T TR IR 2T HidTsa & faid T IR ufedr ared, 5/ wR 01 #7fgar fAderd/3u e a
02 9oy 31R&ft a 02 AfEer s1Reft dA1d 81 vd gHRY & ur Hogosito i ot e gfAfegd
I Y| 51T IR 78] &, d&f &l UfedT aredl df SIaeiT & TRt
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o  T1H0ZO50 HisTSet TreRT T ATUh FaR-YER fobam I1am g Afefes G, ATeafHd tpel
I UATId HoHl WR 84 37fdsd BT 77|

o) 37611 TR R Tk BR BT BT 7167 Higdl R TWRTE/SPTSddl 3HaH & fad faar
71T, 5H 370R gfcid 31eiteld TR & 3IfUdRT bl Aigel 3haR IHTIT 17| §9 PBHCT H b
3ureiterds, AfgET &M MY, AfedT BiclsT B fifdua g affecas o affmfad faar
TR

o HfEET AT MR §RT STUS &b THT AT A Teh-Teh TS rdabred (v 71ed H UfqHTT a2 Afgcnn
Y Hare w1fud faar i

o orfdh AIATSel gRT THIE H 04 & 37emT 37em7 7Mia # "fganit & qref Mt &t 5171 & &,
5193 b a8 /i R €1 A 3citsT arat Tremsi b 37a7Td &1 Td | a1 arfEra
ATATETE! P 3P BT SITAT 8 dUT 24 T & 37e GHET B fdfetid FARarRor i 113
IRd fFARaRoT @ 5787 QIfdh HidTsel ! HeEdT WTfUd g8, del cRd FATaRoT & SHAMT # =1
T HTHT Tealel g8 AT TBR b1 11BN H G ga

AT Hroaw=t 51t gRT RS TaRIfE b M 3R W f&ids 17.10.2020 & 24.10.2020 db I i
37CTIT-31eTT BRIH Ha2l W W HIId B3 J ATUS JaR-YR 6 5714 & 7 63 713, f57ads 3rurer
H G2l & HHE 5UG] § AP Td gec 3U A BRIBH HAHAR 3maifid fbd -

o féi 17.10.2020 (W fEa™) P! 5UC AT TR W 2Afch AR B! STUSt ST 38T

MRA T 77T i1 58 IR W &R & Higemsil, sferal Bl 37erTd R I

0 ﬁ=|12518102020@ﬁuﬁmaﬁmﬁaﬁmw@wwaﬁﬂmw%gwmwﬁﬂh
fAcen, ufdurfea A, Bl bt TSR 2g Al Wd Teridr GHgl, 3R BRIGHT, SHarE!
BIIBAT, Aigel UTH Tl Td JTH damad A afffcid Al 9wl &l AT IR A faar 7|

o &1 19.10.2020 (cta fead) o1 uTH q2im Hecwdl & el Bl &4 TR HATHIEE B 378 TR AT & T[0T
Gad T Td 3T AR &7 31 fdsar 71|

o fédie 20.10.2020 (argef faa®) & 21T &7 # U a1el T CRAT (Slum-Area), gH=], ST
AHE! &I AR Ud Sfctidl Td 39 URAR & Tagdd Aigdl Pl A BId §J 32 SPTSd (bl
T

o {1 2110.2020 (derM féa) & 5UG, deict TEATed TR W BRI & T8 ATEdhI3 &l BRIGH
3TN B 32 Al vd dfeal Y 37 Bt 3fedrl a 7:3ep Bt RHef f&d 5 8q
URd A §J dedld, SHUE TR R BRA BT TS aR 3% foharaa 6t driaret &t 1, Fad
SieTfeiRt d fSicTsist & 4@ 3fdf & Bu # ATHEd T 1|

o féaias 22.10.2020 (W89 féa¥) &1 5TYUS & e fafdscareran, It vadt, fteadl. a fAsft srudral
# BRRA AT STaesl, 741, 3117 B el B AfgdT3l U dfeedl Bl a1 & SR 3! e &
39T, AfEd 3cdisd & rael H 37 BT 3fHdRI R faegd =i ot 7=t

o  f&die 23102020 (WaW féad) &t @it T W AfET 2ed 3%h/RARM B BT Uh A1 $-3g8TeA
HIO HIIHT 3090 GRT G2l b THE] 1535 &TAT & AIgell 8¢ S&b Bl S-3gTe b 71T Afgetl 8cd
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ST T 15 * 207 BT DI Yeb TRERAT BRI 511 1 felsTed, iar, ot & url & Yeb & deir &t prger
SUCIAC AR & AT AU AT Cciihld, HidTsel & gob RARM ST 77T

> 3Igd/RIBRIddedl & S5 bl el Bt Tt 81 T f3f5icet BT AART & & H1 3uaied
BT TR 2T BRI H Tt & b fobam T

> B H oI gaNT dhl T 37T 3ab/3TAART adTs Tt

> TP BHARI/EMIS (g a1 712, 51 fds 31 dTet 3T7igeh! Pl UTH! Ui BT B Bi|

>  RRieradddt B Ricerad faer & foid TRt 3uciee Bt 13t

> HfEdani & o) game b cgawer Hi

>  HAER PRI I YgHTST 02 AfEeT 3iReft Bl 58 B & ferd fiferd fosam 7 g, 51 Afgetr ged s&b
R 2t et st 21

o f&id 24.10.2020 (3199 fEaw) B! v STPTHS RRiferd dfcidsT B 5 guet & i 2T I aAT
AT d2T 37 gRT 51T &bt fRIbrIdl Y AR 38 W 37T fdaR @b fbd T g priardt & il
arIfErd @ fAcRia fbar 7aml 58 BRIGH BT 1 3627 Afgcnsi/sHB & 3 4 gfed & ufd
fSisTe a R b1 WcH T 51T Hp |

HITT Hoawat, 39, & TAE! AET 8 3% TR A gRT Y¥JdTBUT (Presentation) A 2fth &
3rid f&aT 71| 58 YkdTd DY HIOH@HST 51T gRT &itepd fobaT I1aT @ 3iR 92 Y&l # 58 TP B BT el
foTa T 5845 31faReh S-S dT FHTRd B 8 4 23 317 faHPT & 515 Ueb faRITet ST FeHTiTdT
BI WY T BT IKGfdRoT fear a1 587 THT TR & Tpdl, SR Bletsi, 33t dreist vd fasfdeamen,
TGRS RIS & Breisil H STITBbdl et BT B bl STHT Yxdifdd fbam 71l 58 3fdRh AT
Td P & H BRRA Al ed 9 faHPT Td o faumT, Tia-1Tia | AfEersit & 5iigy &1 arf 7=
fam, fefdbcar ©d THTST BedTuT, HigedT bedTuT faHPT gRT fdbdT STHT Uidrfad fdar 1M & @t 23
favmT &Y fRRM 2rfdh & 31a7fa st 71|

HigeT HRATHIBIT HTfeis Tl & faAT 31eRT 8, safcie At JRafm, A I vd A
Y2ARBIBIOT” & AR & 1 TRRMA 2rfh @i g3

faemM 2rfeh % wem-ufRom

AR R &b A A 3R UG20 Yfetd gRT 5H-5TPRUT dT GREHT dherd bl AW Tt 7111 IR g2l
H HIE TIFR-SOrR-5d:t & UH UadTs ddb 95822 Afthdl ¥ MUY U WA T, 47031 31fHHTdd! 4
31 G ‘& HRI 3TRUT 8 U U WA T €1 UaRl H 73 510 &b |12l MfSd 1621 2Afth HidTsell gRT 31d
ddb 18,23,601 Afhdl Bl b fdsaT 711, Fad T TRIT qT 37=7 BrRfaret 6t 71t 81 &1/ 50129 &fdal
PI GOY0HO0-107,116 &5 ded UTsic BT 1T 8, 27081 3157 dcdl Bl HRT 151D ded Hid d TReR fdar
IAT 81 B AR T bl WiSd B3 dTet 2100 & 31feie TSt & fdog UsT vae & ded dridret vl 6t it
81 Afgctr g & vfd 30m0Yfeid &bt ufdagar sad wea: uReferd gidt &l

B 31feies URATUT R Add Brdaret AR 2rfch & 3Tarid g4t 81 I8 U Tl ¢ fdb i sad TRY
TR BT AT A1 31T 2l
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frer 2rfh-fg i @roT:

fARMA 21fth &b WA TROT bt 3T AT faAYd Afec3, SEBN gRT BIth! TRTEAT 6t 14T Ir
gl H1 37 gRT Hige f&al @ Frafid 37k 31feics GerRT bt 37081 bl TAT| FH TROT bl Fbeldl 7 8H 3R
31feies SIMCR  Aigesil, BTN gRT 6t 7T 319&f13 Bt dRwp faaReiter a 3+a fdsam 7| 08 A 2021
B AR 7fgat fGad & 31aeR W A 2Afth & fgdla arur & URB &1 (¢l fear i

=9 ShH | A gRT 7TE faqPT a1 gfeid q&amerd &R R A Afth %4 fgdtd 8g 06 fagsit R fgdta
TRUT H YEJfAepRuT fET 1| 3o TR A AgAled 81 & UTd 59 Ui I3 H oI BT 71T U §db
TALRITU Bq GfcTd HETHGRI, 3TR Yol R 3ENEEd1eRT Bl sl 3feibrRt o 7| 587 Aufeifad 06
BT B T, STifdb 3rENetdiert gR1 U&darfdad fbd 1 3|

() wféen gfaa bt /amef d 6t oA

TS f3ict # v & AR Yfcrd &1 814 & BRuT A & Frifid ATHa, BRe] 8 & Aa I
3= fopdt TR & MR &1 & HiHet § HTodaied —Irrerd gRT fAfes wr3dfe &t 71fd srcfeid
AT €17 6t I578 A ggd TR ATHe! 3[TaRIDb U F dIffdd 8d 81 tifsa Afeani &t gl 3iftd
feipraa €t Bdl & fb 3k gRT A1 R RiPbrad fbd 5T & 3w H Ucuer 3U & °HHA | dls
AT 7E Bdt 8 3R 3% 3[R BU I SIS ST 81 30 3ifdfs o+t Fiell # q&arerg db
3 TRId 3Tl & A3l &l 311 A A cAfelep 3RfaeT &1 ATHAT BAT USdl 81 59 TR FRET Bl
33ad g8 TS f5ict # Ia1erd @ o ot dedial A U Afg et Yfad ditebl/mRrwRf &g wA1fTd A &
fider G 73 9, Faa 3-3gTe =iayta afear fad 08 A 2021 F 3R R g & Tt 18
gRer=T # ueb A1 fbam | fARMA 21fh fgdta TRUT & 3i=rid TfUd Afgetr Ifeid bl BT AU
TeIR-YR T 7131, difes geeel 3rrell # T8 dieft Afgetrsil & 3Hraead 39 4 f57elr gaaretd 3m
Pt 5783d 7 U3 I 3% 1Y 37 TR P UTH & YoM &1 Hb |

> 24 Rulfén afgern Gt &1 widerr afba & aATfteR! dar gfcid stefferds (3TRTE)/3WR gfad
3rEiteres goaTerd gRT fam S|

> UeRr 75 5l A pet 106 AfEe gfea sdl/amf S HrRIa 8 1 €1 379 571 61 B Afeen
YT I B AsTh1d AATG Hl uTe 81 77 2]

(2) wfEeT AIER B Act:

g3 HETPRI 3 eRaA3 TR, TaAggR, TMATTE, 3PRI, A6, RIVRT, B TR, TRAR daT
UIPRIS H AfEc3 Bl 8¢ a1 317 Glkiet {31 T R dgeT 31dd dR 310 f2ifd &1 -t
BT USdl & 3R 9H TG RIGRId ATSeR W (Cyber Stalking) @T AT8eR gfaiT (Cyber
Bullying) &t TTct 81 8 31fdRieh Afgell & Ugd & Wis (Identity Fraud) &t Ht fibrad 31feid
31Tt 81 ST Y EfSTTd Rad gE UeRl & HT 18 URels HEATerdl W BRI A18eR Yfoid TRM H Th
AfEETT ATSER BIsA Adl Bl TTe4 fbaT T/ 8, 5Tt $-3@Ted A1 qeawst 5t gRI s=RIga
HigaT fead 08 AT, 2021 & 37aR W o5 7111 50 A H Y| 1 RUTE gsf o 2g Ribrid
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AP AR g8 Aiger Bl uRiferd Afge Yferd BHT gRT ATseR JRef & THi 351 Td sied & fawg
H STPTS o 511 YeT 1 fafvd faufaemeral, eraferal, Tpell vd drelsil # Wl STPTSadT AHIM
TcTIh AfEeT3T, B3N DI AfEAT ATSeR shTsH de &bl B YuTTe! & 31a7Td 1T 71|

2 HIEcTT TT8eR BIsH A &l 3837 7 dbad tfsd AR bi RRIbrad] BT (ARl B:AT & 78] &,
IR 39 1Y BT 12 57 ORI A 3 ATSCH 372dT ARIST HIfSAT TiehiA ot AfAeRiT Ht 6T 21

@) BRI gfcfeo: wfgen gRan afafd &1 16
U AT H BIqud i ol Ffeid Bid §C ARl ecd S&b d FrIfEid Th Aigell GR&M dfHfd
BT 7167 T 7171 S8BT IR Td et Ul BHCT & FHIA 81 HIEeT 8o S¥b W 371 dicit SHEITAT
& TrI H BEePT 3R 5T STPROT A & Tr ® I8 BH B A5HT dIR Bdl 81 9%
AT § R (fdaTe WR 3feRT BT ERef0T) 31fEfa 2019 & TR H qiZetd Higd3i &l ST T6d
febarT 571 38T @ a1 Yfeid, SHdT vd Higansi & sfite v ruds TATMUd 8311 & 3R ddraetdr $i fafd
H YD GUR g3 2

HIECAT 3TIRTE 372/dT YTl Tae & HIAA | 518l W fafia w@reff i gR1ITid # uga o ATeldt WR1d
B DI BRI Pl 5Td &, Ti IR 58 HIAfd A 571 ATE el DI HTHTATBROT a7 GfeTd 3R YRITEHH BT
U&f Ra-UlfEd & =R dTell B {4 # &3 § H 58 |ffd &1 AT AEcguf 3T 2|

o U HIEAA A 59 BACT gRT A3 &l Tidl # I@PT-316PT ATedH! & B fedr, I fa,
A dad, I3 IRBR AT dorg, TIBR Bt Afedl T TTeT BedTuT bl JHET ISR B H
STPTBdhdT thatTs ST

o  ®RAC YA & 3R W 59 JfAfd # qfAd 51 a1 a1 & fasymaars g2 fAfdarfed
Bfd bl HigeTT3il, AT AfGAT, TR, BI3HAH 3TfG BT AT BId g AfHId BT 7157 fbar
S|

o VM &F H ARG SHUTAATE, et bR, TR U=irrd, UTH FHT H & BRIeT Afgcll STvfai e
ST 4 e 3Mfeics G Afdet 5T UfdfAfe &Y srezrel g 5|

) fS31t BTAIST Td U BIeisT B BRIVG Afacil MR, eidaR? 31e/dT faiferdmr|
o I HERIdT el § Hed dfchd Ud R Afgetsil &l afmferd fovam sl

0 3PTAETS! Afec BrRidbdl Td ARIM-§ H A Alchd Td HRR A3 B Afffed fhar
SR

0 Besd & HIEIH F ARY 3¢ H Ofehy afeetr ufafifaat o € afmfeid fdar s

o UMl 2Afth HITSA YHRT DY SHBT Uad Afdid (gh b TTT 8 T TTEZS! b 3uTedel
ST AT 8 | HHT bl HBAT 15 4§ 20 db g1

HigeT GRef Afffd & AT & AfeTsi &Y 7id # 31eT-37e17T ATeam! & w1 &, I f&,
THM ddd, I3 TRBR aAT dbrg; RBR Bl AfGAT Td T BedToT dl THIG 1131 B HE STPTSdhdT
ATt 317 36T 21 AT & BRI QAT & ATedH A Yfeid g # ST & [T WTg & # Ht
JEI® 81 &l 8l
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4. faoist qfeid siifsar (VPO) 31erar 21fdh fi= &1 ue faar si:-

TAHIHAT 2T TTeHTd | 33 g€ HTHIid U A Aichd dTfcidbr3il & Hi gfcid & fARMA 21fth SR
3 A HPTieR o7 71T 8 3R 39W Afdel 7Tl o & g HY afffela €1 71fea Afgar gram
TfAfd @ q1-al A T Hi g0 Ffifed fbd TR €| et /eeded/Afedl HiTd ol & 96
dT AigdT &M AfAfd & ATHET T&&T 10T gRT &85 | Yfeid I 3]s aHt BrRIBHT H g1t 3ufefd
gffed Bt 51T 3El 81 O Hicha nfeiesr3il e Aiget gRaf AfAfd & AWiEd dexd &l faels gfcta
3IfER (VPO) 3120 2ifch A= &1 ug féar mrar |

5.  Hige 2 3% # wrafie fafdscar &t gfeem:-

0 AfEctT 80 S&b H TIcH¥d Ud HTel Aigesil & 3 W A feifbodr 8q U 5K BH
(Injury Room) T TATHAT &t Tt 81 3T WAH TRUT H dehlal Th Urifhdb fafdaar fae
(First Aid Box) ! a1 8 Afgell 8cd s H &l 11 81

o  AiEdT 8cU 3%p H aA1d 02 AfRdT HfHAl B B vs/maffie fafdbear # g fafdan
31feepRt & AIedA F vfiferd B 1 2|

0 20 bl § o H 3t difea afdamn - 571 Rk A7 IreRor $U & Aeld ¢ 31T /MiiRe/
A feam &t RIBR € - arcpiiaie $U 4 Afed gfad BiAal gRT Wi fefdbar gfdu
3UcTeE BT 51T 3El B

o e gfaur fGd 5T & 3WId Hige Yfeid BHT gRT difSd Afget & arer eryfdyde dare
T d fdba 517 38T 81 58d Uh a5l Ud GRfeid URdRl H S GHfdd $U & 51 fbam 511 ZaT
8, acITq 5 deadt /A, 3= s

faem 2rfeh %g-11
qfon:-

1 U2l H Pl 106 AiEclT Tlehl/uRTARS dog; bl TATIAT bl Tt

2 SR A 616! AR AHT g9 2 AT 1 1Afd H UTe 8 bl 2|
3 U2l & 18 URENAT W HIEeT HTSeR ShISH del bt TATYAT b 51T bl &1
4

Tt 1535 AfgeTT eed s&b A UTeiffid fafdbadr dTaT (First Aid Box) @t a1 &1 71t & 3R
AfEcT 80T 3%b W A BiHT BT TiRIefoT BT feam 1 2l
b haTdT Bl ad g TP dedlell a2 I & Brafad] A H AfedT 8¢ &b Bt
TTAT b 57T TET &l

5 It 1535 AT § FRIAS Yl & Fafad Aisal 3WRT 8, Al JRefm Afffd &I 76T 3
foTam 71T € Td I BRIk &1 Tt 8

6  TAHRl/eATHTa /MR HITd G 9 3]s g€ AP 3U A Hichd STfddbiil & gfcid I 33
BTdshHI W ! 3UfRifd FAfHd ot 511 et 2l
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FRIENDS FOR WOMEN AND CHILDREN
Formation of Friends of Women and Children, Activity and Expectations

Friends for Women and Children scheme under Suraksha Setu Society of Gujarat Government have
been formed to deal with the offences related to Woman and Children and to trace the missing children,
to awaken the public about the human trafficking and to solve the difficulties with co-operation of public
for the help of the public.

The main objective of the friends of Women and Children is that the local people can get assistance
from the police, shorten the distance between the local people and the police and the police can solve
the problems of women and children with the help of the people. For education and care of the children
and for no scope of deficiency, State Government is taking all the steps. The main object/motive of the
friends of women and children is that this aspect can be achieved very nicely with the co-operation of
the public. The friends of women and children have been formed with intent to get assistance in tracing
the missing children and to furnish information about them to the police.

CID (Crime) have appointed about 853 people from various independent organizations, NGOs, Social
workers and such people who are conversant in this field and the people who can achieve good results in
solving the difficulties facing by the women and children for the years of 2021 and 2022.

As per the undertakings given by the friends of Women and Children in the registration, any type of
salary or allowances will not be paid. The appointments have been made on the basis of their willful
undertakings that they will discharge the duties entrusted to them carefully and satisfactorily.

To solve the problems of women to trace missing children, to prevent the human trafficking of women
and children, to extend assistance in the cybercrimes and to assist police in the investigation are the
main jobs of the friend of women and children. This work will help the society in awakening the women
empowerment and self defence and in keeping away immoral suppression and bring the women into the
mainstream.

The friends, who are part of the Friends of Women and Children, have joined on the basis of their
competency of choice subject. It will be very useful if the activities like, legal assistance to the women,
to collect and to pass on secret information about the atrocities on women, not to show the women as
obscene/vulgar, to extend protection to the women, to acquaint the women scientifically, to abolish the
bad customs, to extend protection to the women, to make women self-dependent, to take out the women
from mental shock, to free the women from immoral activities and to impart training in any profession,
to prevent the minor children from child laboring under the provisions of Child Labour Act, to work as
per the Juvenile Justice Act, to stop the system of unpaid laboring, to stop/prevent the child marriage, to
trace the missing children, to detect cybercrimes are committed by the members of Friends of Women

and Children.
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Work related to formation of Friends for Woman and Children
Briefly the members of FFWC have to work on 3 subjects, like —
(1)  The matters related to women
(2)  'The matters related to missing children
(3) The matters related to the human trafficking of women and children
. Matters related to women
() Knowledge about the law - For the protection of women
(b)  Training of self-protection - Judo, Karate and use of instruments of self-defense

(c) Matters related to free women from the immoral activities and to bring them into the
mainstream

(d)  To pass-on information related to atrocities on the women to the local police
. Matters related to missing children

(a)  To impart assistance to the police in tracing the missing children. Any information about
the missing of child/children is received, the Investigating Officer should be contacted
and information should be passed-on to him.

(b)  If any unidentified child or individual is found in difficulty, the local police should be
informed immediately.

(c) To assist the police in taking care and protection of children as per the provisions of
p 8 P P p
Juvenile Justice Act.

(d)  To remain in contact with parents of the missing child/children / individuals and to
console them and to make an effort to trace them. If the parents change the residence, to
collect their contact number and visit the new place of their residence so as to enable to
contact them at the time of tracing missing child/children / individual.

(e)  To pass on information about the child labour to the police and Labour Department and
to extend assistance to prevent child labour.

(f)  To interrogate the roaming/wandering and begging child/children about their parents
and collect the details.

(g)  Any gang involved in kidnapping of children, pressing them for begging, theft of parts of
children and involved in illegal activities, collect the information about them secretly and
pass-on to the police.
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Matters related to human trafficking of children and women

(a)
(b)

()

(d)

(e)

To work as per Immoral Traffic (Prevention) Act 1965

To free the children from child labour under the provisions of the Child Labour
(Prohibition & Regulation Act.

To prevent the unpaid laboring under the provisions of the Bonded Labour System
(Abolition) Act

To prevent the business of parts of human body under the provisions of Transplantancy
of Human Organs Act

To prevent the child marriage under the provisions of Prohibition of Child Marriage Act.
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Police Headquarters, 12- Subhash Road, Dehradun, Uttarakhand-248001 dgp-police-ua@nic.in

- eyl

<1 Ugie gfie ot a5t IR ITRRAUS a1 Gferd &l F1E I ST 9T 371 BT &M dT Td G&fdT I8/ ST
8d ool 148 (30 AT T 118 JBY) HiHI Bl T HIE BT WIRIET f6aT 71T 2|

3TWRRAUS HtdT gfeid Pl W1 SR ST BT 362 Higersil, gl g sl & d1e gl dred 3Rref o
311, 31 3TORTY TA=0T, Trer TRefor, A, Hig fA=or, ameride gfcfa, svgedr Shad, ariyo,
ATWIeTie I bl Aehelt, dto3msotto GRaim & ufd dderiterdr, dfcre aafhal 6t dereit a yodrs snfe
2l

dtar giciq &1 3WRih fawal & fdRs aser PrEn diddt AifAetor akma Hfsar/MfEar gaem,
BT, R URIEUT Td 3TEfAd ERIFIRT BT HdTeH, Birde/ad BRI, Birie dIsfdT Shadow
Course, BRI~G® ATeH, Victimology &T UfRiefoT +t eH fdar a2l

5 A <tar al Bl faurit uiiafe, BRINID ATsd favsil, AT faHT & TS, Arser faesit
g1 uRifeia fasar 1| dtar wfFat Bt acf # qist ar BT, fRda dog, AT I 31, B8 Uhd 9,
BIFIC 39 ATfE 2MfAet fBd 113 2

otar gfetd & 78 acf 3iR @ dex, dist o AT d fOidd €1 18 81 37dh! brRiedl Td Gardl g & fae
STUG GERIGH & 148 (118 I3 I 30 HiEdT) TftdT Jfeid Bl 3116 SRt & B8 WRasl 2021 deb Ui R,
HRETH SeRIe H U HIE Ud HGEAT Ud GR&T HaTerd | U JeTe BT UiRisivT feam 7rar saH e &
foTe TAIfqa, grerfAdcart, seeitsid ST, HivarHd <IN ol AbATH, Si3TSut FRa &b ufd Hdeaiterdr vd
dfery fhal dt aetit, gudrs, IR 311fS Ft sTerRt ¢t 7181 wfiaroT urg B & 3w féid 24-02-
2021 Y HHA T HAHT 3TRRAUS GRT S7eb! TreiIT fezaren’ e fasar |
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2-  Higdn &cq 3% p-

ITRRAUS Yfeid Afecrsit & ufd el 38 3R Td Afgelr JRET & Ufd 1cdd HdeRiter € deim werr
b1 &R AfgT APTRD BT GRieid Td HIHh HIEA UG B 8 Pddided 8| Ig Up Bbg dcd & b 31157 Ht
Bt HTHA Gfed & ISP A 7 371 U1 & BRUT Unreported & 38 STTd &1 I8 HEIT 7 dbefol HRA H 31fug
faeR # T 2| Afgdl 3TRTUT BT AB2ATH B Uifsd AR BT 37d F1Y Tfdd Yie BIdl-ggt 3WRIftd
Tt dt R far ST 1 31a1as 2| 5ad fde Afeansit o am 7 Haq® vd JRierd Ardia
Y& B3AT feid bt Fafed UreifAcearsi # & U 21 g3l & P | Yol Yfeid gRT Icie UM H T 7030170
T4 04 HO3TO i ATdt giAfea Bt it 81 weer & wiger Haeft srRred &bt fadem afder gfed sifaart gr
gl grTfed ol ST el 2l

HigT3T Bt AT A Ugd B 3R 3Mfeid FPTH T 8 P IPR DI MESATE & 3Teil H Yfeid
HETCRIP, 3TRRAUS gRT 13 SUG! & D A H HidT 8¢ stb &l 7157 fdd ST Irarft fgm-fAder
A7t fd 7131 517U IHT gRT Ay Uget & ded Afeell scd 3&b | YHRT Afgelr 30140 Ofed &H 3 &BH 03
M gfia BIfH! it aATdt ot T 81 gfcia wiral df 3Ry WifEdl @ 3fid AaeR s st aq wikiferd
PR HdeARiter fhaT 77T 21 HigeTl 8eU S¥&b e AT URIR H T 37T J Baf Bt Faeell FiHfHd ot 7t
2 dife Wifed Afecrd 31t fRiebrad T faet FHepiar &b GeTaR 1dT Hdb | I8 HATTd, HRd TRBR, 78 feerit
GRTHTE 2020 H doaHY ISd et 158 &I H FATIUd AfEell 80T S&b b GETh0T 2 f[HIT Bus A Uddh
YA DI TP AIRA BO YRR 311dfed fdsd ST 2 Bt 1.58 BT UARTIRI 3ucteet Bt 1At Fad wigarr acy
$&Pp B AT G Ppef S T & f5aH Afectisil Bl U 2Aid Td el dTdIeRv Y fbd 5714 8q
& HYI JaTd fopar T 8|

TP U TR ITf6d Higell 8ed S&b R Gifed HiEeTd 31uHT FHET [Rddba Afed Yfeid siferpriar
P1 gdTdl 81 RIbTId W dcbld ATdRIBAT]SY BrRIdTe! GMHTHd bt STTdl 81 e fRibrrd /AT WR deblel
Y AfEeTT 8¢ 3%b gRT Yfad 3ifeidrt Ay & 3miaR Briaret gffegd bt sirdt 81 urRarRes AmAe!
3 grafeid Ridrrdl o Afedr AT a4 ®I Bi3fafe 8q swaRa fbar sirar 81 506 s1falk o
TR 3 ITet I&D Afch DI AMT TR W & &R I FerdT e[ b 5T 8 Afgel 8¢ $&b gRT 30
BRI H BE3AeR, HAdsTiHd, faftid urftiaor grr A1fda siftidadnr, amrfsie T, Ao 817 311 &
HISTSeT FFeR bl 3erafeied Feit [t 5iTdt 81 Al 8cd S&b gRT Tdb AT 378 BT Rd-3AT1d fbaT 511
&1, [5aH 217 W 31 a1t Yl Afch gRI 31fded fRibraat & grar # fdaror g2, S dr &1 A4, udr v
HI070, fIcBTad BT fderuT a1 fAFARUT &7 faeroT 311fS 3ifdsd fbam 5rdT 1 f5iacht Gtar amares v 4
YT IHRY Td AT S BU A aRS/Yfeid 3fefterds gRT ! TTdt 81 AT 8 S¥b Bl BRIUTTet H 3R 3ftid
URGRIAT 7 5T 8q @Ay Tk 3 Wi ufderor faar sirar 21

g2l # Higersil & Are-A1el AT IR Ugd P Afh bl fRIBRIA/ARIY G5 BRI 8d 37! Yferd
AT H Ugd DI 37R 31feid TITH §AM, 3BT STHATAHT TEMH TUT 3! RIBRId AP & THT eIl e
b3 ST b 3627 A HIZT 80U ST Pl AT R T RARM BH & AR B4 fdod 5T 8 A TId fbar 7
81 51T 2T W 3A 7ot YA Al Pt RIBIId HagARNerdl &b H1 AR, 8 HHd FEIdT YGH 1 38 8
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1 INTRODUCTION
1.1  Background

Police Station is a basic service delivery institution for the safety and security of citizens, crime prevention,
crime detection, investigation, traffic management, protection of women and weaker sections, prosecution
of offenders, and services under various laws. It is the only police institution that the citizens can have
first contact or access to (under the Criminal Procedure Code), for reporting crime and voice their
grievances. The general perception of the citizens that Police response to most people approaching for
service is perceived to be corrupt and partial, often acting on behalf of the rich, influential and those in
power. Ordinary citizens often find it difficult to get the cases registered.

Several issues affect the organisation and working of the Police Stations. Facilities at the Police Station
level are important to make them effective. Accommodation facilities and modernisation are important
areas that need critical evaluation as well as reforms. In all these areas, the facilities are inadequate. As
a result, some Police Stations are not in a position to establish regular contacts with the community.
Similarly, they are not in a position to take prompt action.

Several studies The major problems faced by the police functionaries and Police Station are
on the image of the  intra-organistional issues related to human resources like insufficient manpower,
Police revealed that low motivation, lack of maintenance, and limited space to work and lack of
the public has greater communication facilities affect the efficiency.

dissatisfaction ) .. ) ) . . .
Recruitment and training are important in any organisation; Police organisation

is no exception to this. Training, that is imparted, is also considered to be
inadequate; and it is not able to motivate the police.

In order to improve the functioning of Police Stations, attempts have been made from time to time. There
have been several problems in institutionalising changes and scaling them up to a level when the quality
of performance of the Police Station can be assured at a macro level. Despite various improvements,
the fundamental problem of malfunctioning the Police Station affects the system. The same complaints
continue to persist.

Several studies on the image of the Police revealed that the public has greater dissatisfaction and
disenchantment with the working methods of the Police Station.

1.2 Current Scenario of Police Stations
Most of the community

members do not come into
contact with the police in
J People have to look for any reference even to step their lifetime, but they carry
into a Police Station and very few people enter a negative image of the
Police Station without accompanying a known police.
contact or without bringing some influence/
recommendation on Police for lodging a complaint or to get it registered.

Nowadays, average people avoid approaching Police
Stations unless the circumstances are compelling since -

J Police don’t behave properly towards complainants, witnesses, and victims of
crime.
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o Response to most people approaching for service is
perceived to be inadequate, insensitive, biased, and
delayed in response and process.

. Fear and lack of trust drive people to seek an
alternative remedy to grievances that should be
legally in the domain of the police to resolve.

Given the above factors, most of the community members do not come
in contact with the police in their lifetime, but they carry a negative image
of the police. Studies have also revealed that people who come in contact el

with Police have a much better opinion about the police than those who

never come in contact with Police. Further, the factors made it necessary for police to get in touch with
all the members of the community in non-incident situations and involve them as active partners in
policing efforts.

People always expect a quality of service that meets their expectations and demands to set up a new
model of Police Stations that are approachable with a citizen-friendly environment. Generations of Police
Officers and Policymakers have been discussing making Smart and People-Friendly Police Stations for
many years. There exists almost a consensus that -

. Inadequacies of the Police Stations have to be fixed if citizens have to be delivered services with
better policing. Yet, no worthwhile changes or improvements have been made either at Police
Stations or in working methods.

o Internal reforms within the police including functionality, and the ambience in the Police Stations
need to be improved to make them Smart and complainant-friendly.

J Things may not improve unless the Senior Police Officers/Supervisory Officers take the lead and
implement internal reforms including improving the ambience and changing the atmosphere at
Police Stations.

Governments and Police Organisations are realised and focusing more on Smart and Citizen-friendly
Policing and giving impetus to all Police Officers to understand what the common man feels about the
Police system and to make it smart and citizen-friendly policing, and approachable.

2 NEED FOR SMART AND CITIZEN-FRIENDLY POLICE STATIONS

Since the Police Stations are the first point of contact for people, the
common man should feel confident that the police personnel was |
competent to redress the complainants grievance. In the present
scenario, a complainant enters the Police Station with serious
misgivings about whether the complaint or report would be registered
or what kind of treatment the person or complainant would get.

Police Stations are essential to providing preventive services and a range of investigations for
the people. The problem of Police is in a way the problem of not being able to rectify known
limitations in the quality of service that citizens get from the Police Stations. As of now, the Police
Stations have remained the same for a long-time with some improvements over the years because
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of emphasis on police leaders, fears of negative legal, media, etc. Under the circumstances, if
people are unable or unwilling to approach these Police Stations or the services rendered by the
Police Station are not in accordance with the law and public expectations, then policing suffers in
a very fundamental way.

Prompt accessibility to the police during an emergency is very important. Each distressed individual
expects or aspires —

. A patient hearing and proper response to their grievance from the responding agency.

. To receive a different type of behaviour towards them from the police rather than cherished as
the agents of the ‘rulers, influenced, etc.

. Relationship between the police and the public depends on trust, understanding, and mutual
regard, in place of arrogance, lack of cooperation, exploitative attitude, and apathy towards
others’ feelings or points of view.

Given the Citizen expectations, the Police Stations require W
a proper institutional mechanism with trained manpower
to handle the grievances of citizens. This can be easily
done with sensitive, empathetic organisational leadership.
Towards achieving this goal, it is imminent today to have
such Police Stations that can handle complaints effectively,
and efficiently with transparency and accountability.

Therefore, Police must provide an institutional Model of an
ideal Police Station that can carry public trust and consent while carrying out investigative and preventive
functions of the police lawfully and professionally.

3 CONCEPTUALISATION OF SMART POLICING OR POLICE STATIONS

Taking a cue from Hon'ble Prime Minister Narendra Modi’s pitch
for SMART Policing, the Ministry of Home Affairs, Gol has come
up with a blueprint mentioning new standards for a Modern/Smart
Police Station. Also, called for systematic changes to transform the
Indian Police to be: Strict and Sensitive, Modern and Mobile, Alert
and Accountable, Reliable and Responsive, Techno-savvy and Trained
(SMART).

Since the formation of Telangana as a 29" state in the year 2014,
TS Police stressing the need to transform existing Police Stations and design new Police Stations in a
specified way that functions in accordance with the rule and public expectations.

4 SMART POLICING SYSTEM

Smart Policing is aimed at enhancing the standard of living of Citizens, enriching a sense of safety and
security, responsiveness to emergencies, improving the rate of conviction through quality investigation
& prosecution, promoting accountability and transparency in Police Service Delivery.
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4.1  Steps to take up for Smart Policing System Initiative:

. Functions as a Citizen-friendly Service Delivery Unit.

. Upgradation of processes for seamless Integrated Uniform Service Delivery.
. Create an efficient work environment through 5-S implementation.

. Community - Police interface.

. Technology-driven Smart Policing System (Web and Mobile Applications)

5 TRANSFORMATION OF TELANGANA STATE POLICING INTO SMART AND CITIZEN
FRIENDLY

The Smart Police Stations are a matter of pride for policemen and satisfaction
to the public is the main core object behind the Smart Police Stations.
Hence, the transformation of policing into smart and citizen-centric across
the state through Uniform Service Delivery is the vision of TS Police.
Accordingly, TS Police Administration has drawn up plans to refurbish/
transform all existing 711 Police Stations and designed new Police Stations
in a specified way into SMART Police Stations. Efforts have been made to
make these Police Stations modern, smart and tech-savvy, and gender-
sensitive. The availability of resources is important, more important is the dedication and sincerity of
the police personnel to prevent and control crime and
serve the people. F

Telangana State Police desire to be able to provide the
highest quality of professional police services for the
communityensuringthebestpracticesareimplemented
and that exceed the communities’ expectations. TS
Police have several capital improvement needs over
the next few years.

The Telangana Government is at the forefront of taking up people-related, process-related,
technology-related and leadership related initiatives at all levels to achieve the vision of TS Police
providing an institutional Model of an ideal Police Station that can carry public trust and consent
while carrying out investigative and preventive functions of the police lawfully and professionally.

The following are some improvements already fulfilled through reforms and with the support of the
Telangana Government:

5.1  Administrative reforms /changes for enhancing policing effectiveness

i) Government has invested huge funds in transforming the existing 711 Police Stations
into modern and SMART Police Stations to unveil a new vision, a new work plan, a clear
direction, and a unified effort in coming years.

ii) Government meeting all expenses at each Police Station to uphold the dignity and respectability
of the institution entire Telangana State.
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a) Rs. 75,000/- for Urban Police Stations,
b) Rs. 50,000/- for Semi-Urban Police Stations,
c) Rs. 25,000/- for Rural Police Stations and other Units

iii) Mobility - provided vehicles (4-wheelers and 2-wheelers) to Police Stations
for effective and efficient policing. These vehicles are equipped with GPS for " SoLicE® o
effective performing and monitoring patrolling & beats, visible policing,
providing prompt emergency responses, surveillance over M.O Offenders/
Rowdy sheeters/Jail Releases, etc. Further, Interceptor vehicles are provided
to police personnel who rush to the incident/spot immediately for handling
distress situations.

v) Government of Telangana accorded permission to TS
Police Department for taking up a recruitment drive to
place 27000+ vacancies gradually at various ranks to
enhance overall staff strength for reducing the workload
on the existing staff.

5.2  Initiatives took up to transform all Telangana State =7
Police Stations into SMART and People-Friendly . Vi
Police Stations 4 I

5.2.1 Leadership

The leadership of Senior Management and
Supervisory Officers shaped the future and made
it happen by acting as a role model for values and
ethics and inspiring trust at all times. They are
flexible, enabling the organisation to anticipate
and react promptly to ensure the ongoing =
Citizen-Centric Excellence. Also, examine §
organisation’s governance system and how the
organisation fulfills its legal, ethical, and societal
responsibilities and supports its key communities.

The leadership of Senior Management and Supervisory Officers has -

. Developed and Communicated the Mission, Vision, Core Values and ethics and encouraged
every individual Police Officer to act as a role model.

. Defined, monitored, reviewed and driven the improvement of the organisation’s management
systems, technology, and performance.

. Engaged with external stakeholders and gaining policy and resource support to the organisation
through advocacy.

. Reinforced the culture of excellence with the organisation’s people.

. Ensured that the organisation is flexible and manages change effectively.
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Infrastructure
Ambience — Furnishing — Environment — Facilities

Govt of Telangana Friendly Visitor Facilitation Friendly Work Environment
Sanctioned 100 Crores budget for

modernizing Police Stations + Help Desks » Category wise dedicated
+ Visitor Lounge work table
Monthly Maintenance Grant * Interview room * File Management Cabinets
- + Library + Command & Control Cell
grba_n ES PS : SS 78888 » Parking » Barracks for men
Ri?;lluFr)San ) Rz g 5‘ 000 + Toilets » Barracks for women
i ' + Children Play area + Gym & Toilets
+ Parking
* Dining Area
» Creche

5.2.2 Strategic Planning

TS Police have Mission and Vision by developing a
stakeholder focussed strategy after 2014. Policies,
plans, objectives, and processes are identified from the
viewpoint of the clientele or the end-users of police
services, developed and deployed across the organisation
to deliver the strategy. Further, examined how the chosen
objectives and action plans are implemented and changed
if circumstances required, and how progress is measured in qualitative and quantitative

Lrfubiy Py
eaiCd SRRl D iy

terms.
TS Police will evolve strategic planning continuously based on -
. Understanding needs and expectations of both stakeholders and the external environment.
. Understanding internal performances and capabilities.
. Strategic policing plan and policies adopted, reviewed, and updated.
. Supporting strategic policing plan and policies communicated, implemented and monitored.

TS Police have conducted a detailed study of the key ...
functional areas in policing and categorised them under :
core and support services. The department achieved
efficiency gains by addressing the supporting services
where the Police Stations are provided with IT systems/
tools to perform the tasks faster with fewer resources and
achieved the effectiveness gains through addressing the
core services which the Police Station can improve the quality of services. In order to
achieve the results, the department has implemented the IT systems in conjunction with
the recommended organisational strategies.
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5.2.3 Culture Change Management

The first initiative, which was undertaken,
was a comprehensive Service Excellence
Project piloted through the Culture Change
Management programme bringing about
a total change in the overall policing
environment with several best practices in
the police working. The Japanese concepts
of 55 and Kaizen are adopted in all Police
Stations for continuously improving the work
environment, and work methods. Community Policing, Partnership building, Process
Re-engineering, Constabulary Empowerment, and Technology Integration, supported by
a Performance Management System were the key drivers of the change initiatives.

Change Management was inculcated among police personnel by organising awareness programmes

and education -

. Created awareness of the changing concept, changing dynamics, and complexity of change.

. Built acceptance that technology and operational changes are for the better and have a positive
influence.

. Developed a change mindset and adopted new skills to facilitate change situations.

. Provided leadership skills to facilitate change situations.

. Decision-making and delegation as leverage for change.

5.2.4 Partnerships and Resources

TS Police planed and managed partnerships with community, government agencies, non-
governmental agencies (non-profit), IT Industry, etc in order to support the organisational
strategies, policies, and effective operations of processes & technology in various fields of
Police Administration.

. Partners and suppliers are managed for
sustainable benefit.

. Sought financial and other support from
the Government for implementation of
policies, procedures, technologies, etc to
manage and secure sustained success.

. Maintained liaison with the IT industry
to take technical support and explore IT
innovations.
. Information and knowledge are managed to support effective decision-making and

to build the organisation’s capability. Developed interfaces to other departments to
push and pull the data of various departments.
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. Police and Community worked in partnership to solve community problems,
reduce the fear of crime, physical and social disorders, etc.

5.2.5 Processes, Technologies and Services

TS Police designed, managed, and improved processes, technologies, and services to
generate increasing value for Citizens, and other stakeholders to achieve organisational
success & sustainability. Further, examined the readiness to address emergencies and risk

management.

. Identified and prioritized various police functions, processes, technology based on
the strategy, policies, plans and goals.

. Processes are designed and managed to optimise stakeholders’ value.

. Technology and Services are developed to create and optimise value for the citizens.

. Services are produced, delivered, and managed.

. Stakeholders’ relationships are managed and enhanced.

5.2.6 Communication Framework

Implemented a communication strategy using strong network connectivity which can
ensure better coordination and help transmission / receive timely information/data among
internal & external stakeholders for the efficient functioning of the Police Department.
The communication framework facilitated -

. Driving external expectations and bringing a citizen focussed culture to the organisation.

. Connectivity of each Police Station in the District/Commissionerate hierarchy, and with Police
Headquarters.

. Connectivity across all Police Stations via a combination of WAN, Broadband, Leased lines,
Wi-Fi.

. High-speed internet connectivity and enabled all Police Stations and other Higher Offices as a
virtual single office

5.2.7 Capacity Building

TS Police Department has a huge force of over 80000+
personnel spread out over about 50 units. For organising
training for such a large number of personnel, a graduated
approach with trainers identified at the unit level to impart
training within the unit. Identified trainers at the units
and the process of training for trainers and end-users
level were followed concurrently. Trainers were trained
at State headquarters and provided support in terms of
logistics, training material, schedules, course curriculum,
methods of evaluation and feedback, etc.
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Training Centres with computer
labs were established at all District/ |
Unit levels for organising training |
for the personnel within the
District/Unit. Since the training is
a continual process, the department
has embarked upon standardised
course content and programmes ¢
for the training of trainers to help
disseminate quality training uniformly across the state. Periodic Training-Need-Analysis
exercises are being carried out to enable continual fine-tuning of such training needs.
Along with classroom training, Learning Management System (LMS) is developed and
deployed on a dedicated server for e-Learning, greater use and cost-effectiveness. IT
initiatives training has been made mandatory for police recruits during their induction
training at PTCs and Police Academy. This effort of training continuing around the year.

All the Police Stations personnel has been imparted training on Soft-skills, professional
skills, and usage of IT initiatives so that they are capable of utilising the available IT
resources in an optimum manner. As of date, on average, each Police Station in the State
has 15-20 computer literate who can use IT applications. Further, the field staff has been
kept in a position to implement the IT and all other related initiatives developed from
time to time. For successful, deployment of IT applications across the state, all the police
personnel including SIs, Station Writers, Court Constables, etc., in all the units were
trained to a sufficient degree.

5.2.8 Constabulary Empowerment

Constabulary staff constitutes
about 83% of the police strength

People

which works at a productivity Right Person in Right Place
level of 15 - 20% of their e e e
potential. Since the department is e b sy WL e

heavily handicapped with limited
staff strength for carrying out
continuously increasing workload, = S
the department explored the BN -t SeSpmAR. P . D
following options and improved

the potential of constabulary staff —_T———————

to perform the following high-
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. Constables are made to function as innovative problem-solving officials.

. Constables are trained to function as up-front leaders with ownership and
accountability for results.

. They are involved in decision-making processes and kept informed of all the
relevant information about their services.

. They are equipped with requisite analytical and situation handling skills so that
they prioritise their actions according to the requirement of situations.
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. They are trained in the skills of counselling, effective communications, and
teamwork so that they will deal with the people in a sensitive manner of victims
and other affected people.

. They are made to play a key role in building a community partnership.

. They are trained and encouraged to take up community leadership roles of
awareness creation in the community as legal issues, precautions to be taken to
prevent crime and other social evils, etc.

. They are encouraged to take up social welfare initiatives. They are trained and
provided with models of change gentry’ behaviour to make them acceptable social
leaders in their neighborhood community.

6 STRATEGY ADOPTED FOR SMART POLICE STATIONS

The next initiative took up for adopting a strategic step in making police systems, processes, infrastructure,
and overall approach smart and citizen-friendly. The objective of this initiative was to make all Police
Stations in Telangana accessible and friendly to citizens, retrieve information, document files, and any
other subject from the Police Station within the international standards retrieval time. Also, to empower
the frontline Police Officers for Smart Policing on a par with global standards.

The initiative aimed to transform all Police Stations in Telangana State to -

i) Be approachable and empathetic about
citizens’ queries and concerns. Deliver
Uniform Services with high levels of
efficiency accountably and transparently.

ii) Engage in well-defined and standardised
work processes that do not vary with
individuals.

iii)  Leverage technology to automate processes,
both internal and as well as citizen-facing. il | e

iv)  Renovate Police Station infrastructure to
make it a clean, hygienic, and receptive place
for citizens and staff.

V) Organise Police Station workspace for
efficiency and effectiveness by identifying

Cabing / Fils Wget, Commund Dastral call

and storing the items used, maintaining the — 7
area and items, and substituting the new
order using the 5-S methodology.

Barrachs

7 KEY FOCUSSED AREAS

Following are the major key performance areas defined to
achieve the aforesaid objectives through Smart and Citizen-friendly Responsive Policing:

v Public Safety and Services
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v Community Policing

v Women and Child Safety

v Crime Prevention, Detection, Investigation,
Prosecution

v Criminal Surveillance

v Cyber Security

v Road Safety and Traffic Compliance

v Police personnel career and skill development

8 STEPS INITIATED DURING THE TRANSFORMATION

Aligning with Vision and Mission, transformed all the
Police Stations enabling the SMART characteristics. Key  Aleine sith o Viion & Msior
pillars that transformed part of this initiative are -

L. People (Police Personnel) -
Management Processes, > Rl -
AMART e
2. Systems and Processes, Police Staticn i
3. Technology and Resources,
4. Infrastructure.

8.1  Workforce Management Processes

Smart Police Stations are aimed at being managed by Smart Police Officers who display
professional and leadership behaviour, process-driven, and tech-savvy. They are better
equipped to connect with citizens and communities in an accountable and transparent
manner and are service-oriented.

TS Police valued its people and created a culture that allows the achievement of
organisational goals. It assessed workforce capability needs and built a workforce
environment conducive to high performance. Further, the organisation promoted the
principles of transparency, accountability, and equality. It cared for, communicates,
rewards and recognition in a way that motivates people to utilise their full potential in
alignment with the organisation’s overall mission, strategy, and action plans.

The key contributing initiatives that have gone to transforming police staff are:

8.1.1 Performance Management:

Functional Verticals - 17 process areas in the
Station House are carefully classified to enhance - £
accountability to results, Police Station Operations,
etc. The personnel is assigned to specific tasks as per
the job charts. This system promoted responsiveness

and helped in monitoring tasks besides making police
officers specialised in their assigned tasks.
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Workforce Management App - this helped in tracking performance on a real-
time basis where the performing staft themselves updated their work records on
a daily basis through an App and the supervisory officer will review the same
periodically. This practice helped in establishing a transparent performance
tracking mechanism.

Key Performance Indicators (KPI) - functional roles assigned to police personnel
are measured against pre-defined KPIs and actual performance against each
of them for putting in place of a scientific §
performance monitoring system. ;

Rewards and Recognitions - to create r _
a performance culture and to motivate = |
police personnel, an effective ‘Rewards and |
Recognitions’ system is brought into operations.
This system declares ‘Best Police of the month’
across the unit levels in Police Stations, Sub-
divisions, and District/ Commissionerates levels.

8.1.2 Workforce Management:

Leadership skills development - as an ongoing
initiative, officers are continually trained in
Leadership Skills.

Role-based and Soft-skills training — besides | o
applicable technical training in 17 functional
verticals, all police personnel are trained
from time to time in role-based areas as well
as soft skills required to deal with citizens like &
customers and make a shift in their attitudes
from ‘police force’ to ‘police service.

Increase in staff capacities - to address
the workload, 27000+ additional human |,
resources are recruited progressively at
various levels. This effort enhanced the
overall staff strength and thus reducing the
workload on existing staff.

Women-friendly initiatives — based on the
state government philosophy of providing a
33% quota for women, recruitment, and postings are being made to fill in women
staff positions. Women are given adequate facilities like restrooms, change rooms,
etc.

Staff Welfare Measures — Various staft welfare measures are being taken up such
as housing, ex-gratia, health insurance, the discounted supply of goods, etc.
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8.2  Systems and Processes

Work  Process Standardisation and | |
Adherence - All Police Station level
processes are documented, standardised
through Standard Operating Procedures
(SOPs), and are available for adherence.
Every operation has defined flowcharts, P
5W1H  matrix, pre-printed forms, Sty
automated work systems on desktops, well- FEEALCEEUAEUEL
trained staff, and display boards indicating
status information.

Station House Process Areas (Functional
Verticals) - As part of smart and modern policing,
Station House Process areas are clearly articulated,
classified and workload are carefully distributed
with clear responsibilities and empowered various
members within the Station House.

Automated Information workflow — automation
using the CCTNS application helps
integrate crime and criminal tracking
across the country through a nationwide
network system for giving and receiving
criminal information.

Japanese 5-S Implementation - in
keeping with the international tracking
time of any document within 20 seconds,
all the records, files, exhibits, and other
documents are stored by following
the Japanese 5-S system that makes
retrievability very fast. Documents are
numbered, indexed, stored, and re-
stored for ease of extraction by anyone
at any time.

Community Police Processes - such
as Bharosa Centre, SHE Teams, Jab
Connect,  Operation Chabutras, etc
are defined and put in place to ensure
preventive and proactive policing and enhanced relations with the public. For Example -
Job Connect - is a proactive initiative that connects gainful employment opportunities for
youth through professional placement services. So far, a total of 16,216 youth employed
through this initiative.
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Response System has been analysed to
measure the extent of response time
by Police in urban areas, semi-urban
areas and rural areas; and fixed the
target response time as 5 Min. - Urban
Areas, 10 Min. - Semi-urban Areas, —
and 20 Min. - Rural Areas. Presently, all the Police pg<
Stations are adhering to the fixed targets.

e
Visible Policing — Introduced to induce &
confidence in the public that the police officers

are within their reach in case of any help needed r ;
situation and provide security.

Citizen Feedback Mechanism - this
system is a proactive initiative through
which an independent call centre will
seek feedback on police performance
and service delivery satisfaction
proactively and feeds the information
for monitoring staff performance. It
improves operational and service level
efficiency in policing by identifying performance gaps and focussing on service improvements
across all field units. Also, helping in gauging service levels from a citizen’s standpoint,
providing a reality check on the perceived service quality, verifying service level information
and encouraging citizens to demand better

services. r

8.3  Technology and Resources

Command and Control Centre at Police
Stations - Police Stations have the
facility for 24 x 7 electronic surveillance
arrangements (through CCTV cameras
installed within the limits of Police &
Stations) with Unit Command Control
Centre that is monitored round the clock.

Surveillance Equipment — Police Stations have access to
CCTYV cameras installed in and around the station for closer
surveillance of staff and movements of visitors, ITMS poles,
VMS boards, GPS tracking of Patrol Vehicles, and Blue Colts
including Point books.
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Supply of Tabs for field staff — Staft working in the field are
supplied with 7275 iPads/Tabs for ensuring access to various tech-
integrated apps and software for agile operations.

Online Police Services — Several police services such as petitions,
FIRs, “VeriFast’ — Passport verification system status tracking of
applications, MeeSeva Service Centres, Lost Report, etc. have been
done online with ease of operations. Office automation aiming
at the paperless office is attempted except in critical statutory
requirements.

Software and Mobile Apps — Police personnel in Smart Police Stations have access to software
and mobile applications for such as -

. Mobile Apps

HAWHKEYE VERYEAST

LEXS T REFUHT

TRAFFIC LIVE = E-FETTY CASE

D COUETS & PROSECLITION j M- WALLET E ONLINE FINGERPRINT VERIFICATION [ FRS(Facial Recognition Syssem)

. CCTNS - Integrated application help in access to Crime and Criminal Information beyond
the boundaries of all Districts/ Commissionerates of Police in the state.

. TSCOP - to facilitate frontline police officers to perform their role-based duties in real-
time policing anywhere anytime. This App integrated over 67 services including Criminal
Information, Jail Releases & M.O Offenders geo-tagging, Facial Recognition, Verify
(Antecedents), Beat Management, e-Petty cases registration with recorded evidence, Crime
Mapping & Analysis, Dial-100, MyDesk, and so forth. Currently, 32110 police personnel are
using this app.

. HawkEye - empowered the public to be Citizen Police and to report any wrong/anti-social
disorder, without visiting Police Station. Also, empowered the citizens to act as whistle-
blowers who can be the eyes and ears of the police. So far, 42,22,563 people are registered and
using the app.

. Citizen Portal - bringing awareness to the public about the police systems, processes,
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procedures and to help to provide police services online
and transparency.

. E-Petty Case App - On-time registration of petty issues
reported to the police with due evidence recorded
on the spot helped in disposing of the cases with the
imposition of suitable punishments. TS Police is
targeting minor crimes (Broken Window Theory) to
create an atmosphere of order and lawfulness, thereby
preventing more serious crimes.

. VeryFast App - To reduce the time taken by the police
for passport verification, TS Police has made a provision
through the VeriFast app for speedy transmission
of verification reports. This app facilitates field-level
verification officers to directly capture the information
system digitally; and through this initiative, the service
is reaching out to public on time and hassle-free with good quality.

. e-Challan - In order to ensure enforcement of traffic regulations through evidence-based,
contactless, and cashless modes, TS Police have implemented an IT-enabled integrated
e-Challan System in all Districts/ Commissionerates of Police across the State for enabling
timely enforcement Motor Vehicles Act and to make citizens a lot more responsive traffic
regulations adherence. This system includes the counselling and disposal process quickly.
A provision has been made to citizens to pay their pending challans through the defined
payment gateways.

. Community surveillance CCTV cameras installed within the limits of a Police Station are
aimed at crime prevention and faster investigation of cases.

. Social Media - Using Social Media (Facebook Pages, Twitter handles, etc) as a widespread
community interface at each Police Station level in the State. Police Stations are monitoring
the content published over social media networks to track the sessions, to find out ill-morale,
to resolve the conflicts connected with citizens.

. SHE Team App - is implemented for the use of SHE Teams set up at all Districts/
Commissionerates of Police, and Women Safety Wing located at State headquarters to
monitor and control SHE Team is to reach out to women in distress.

Patrol Mobile Vehicles and Blue colts — 3100
Vehicles (4-wheelers and 2-wheelers) for Law & [iiiiatibisid “""“
Order police who move around in cars/jeeps and

Patrols) are provided to the police personnel who
rush to the spot for handling the situation at §
the incident location. For Highway Mobiles, 60 %
vehicles are provided to prevent accidents.
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Mobile Clues Teams — Members at the divisional level are trained on photography, videography, and crime scene sketching
and also provided a smart draw soft tool for drawing final sketches of the scene of a crime. These teams will cater services for a

certain number of Police Stations as and when required.

Automated Palm & Fingerprint Identification System - assist the m T
Investigating Officers and facilitate on-field real-time verification of [~ .
suspect and electronic enrolment of new offenders, verification chance |
prints collected at the scene of the crime.

. AFIS (Automatic Finger Print Identification System)

MOBILE SECURITY CHECK DEVICE (Tabs/ Smart Phones with Single FP Scanner)

= Find Criminals Using Mobile Devices = Real Time Verification of Suspects

Offenders/ Suspects - Finger Prints available: 813000x10

Infrastructure for Backend Operations — to assist frontline police officers and Investigating
Officers to encourage informal learning and use scientific methods of investigation, the following
infrastructure has been set up:

a) Centres of Excellence have been introduced at three levels — One at State headquarters,
Functional Competency Centres at Districts/Commissionerates level, and finally
Functional Verticals at Police Stations. Select 163 police personnel of various ranks who
have academic /technical qualifications and aptitude to work in the Centres of Excellence
have been trained at the DGP office.

i) Functional Verticals
ii) Cyber Forensic Labs
iii) Mobile Clues Teams
iv) Video Enhancement Labs
v) Data Analytics Unit
vi) Social Media Unit
vii)  Hotspots and Root Cause Analysis Unit
b) Support (Field) Infrastructure for Police Stations

i) Investigation Support Centre — for supporting and assisting the Police Officers
including Investigating Officers, Crime Teams, Special Investigation Teams, Task
Force Teams, Court Constables, etc in dealing with cases and improving the quality
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of Investigation. This involves a Call Centre run with the support of Subject Matter
Experts (SMEs).

ii) Community Policing Support Centre — for developing collaboration among police-
community members. Further, helps to earn the trust of the community and
making individual stakeholders in their safety, enables law enforcement to better
understand address both the needs of the community and factors that contribute
to crime.

8.4 Infrastructure

Apart from a people-friendly approach, all the Police Stations in the state underwent a
change in their aesthetics, functioning, and citizen-friendly measures, truly living up to
the image of Smart and Tech Savvy Telangana Police.

8.4.1 Citizen-friendly infrastructure

. Ambience in Police Stations
— Smart Police Stations have a s
visitor-friendly =~ environment ' )
well equipped with lush gardens,
earmarked parking for staft and
visitors, facilities for seating,
drinking water, toilets, etc.
Smart Police Stations have
green environs, lawns, gardens,
rainwater harvesting pits, and
well maintained by outsourcing
staff to ensure hygiene at the workplace.

. Reception Centre at Police Station
- The reception staff is well trained
in both technological and soft
skills aspects to create a citizen-
friendly atmosphere for those
who visit a Smart Police Station
for any service will be guided by
the help- desk to the Reception
Centre. Citizens waiting to avail of
police services have comfortable
seating, newspapers, television
to make their wait-time comfortable. This helps citizens to relax and feel
comfortable with their surroundings.

. Ease of Navigation - SMART Police Stations have standardised signage
and display boards to help in navigation with proactive information besides
having a helpdesk to support further.
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8.4.2 Police Station Infrastructure

0 Briefing Room — provided with the facilities of TVs, digital maps, and
video conferencing.

0 Record Room - Space and racks are provided to store the documents and
files safely in retrievable condition.

0 Lock-up Room - designed as per standards that support round-the-clock
surveillance of detenues through CCTV Network has been set functioning
24x7.

0 Interview Room - for exclusively interacting with women victims in

distress - designed to assure transparency of dealing such that the victims
feel safe and secure.

0 Interrogation Room - has a simple table and chairs for facilitating
discussion with offenders in a non-threatening manner.

0 Bell of arms - for holding arms and ammunition such as rifles, guns, etc.
required by the police during field action.

0 Clues Room - contains kits with forensic equipment to help the investigation
teams at the crime scene and in further investigation.

8.4.3 Staff-related Infrastructure

. Work Stations — Separate workstations s
for officers of the ranks of Sub-
Inspectors, Head-Constables and
Constables have been provided; and
also provided small working space for
individual officials raised their-self-
esteem and produced better results.
The staff in Police Station, as required,
have been provided file cabinets, and
storage racks, access to computers, printers, and Wi-Fi connections, etc.

. Learning Centre - Every Smart Police JRSSSSS -
Station has been provided a well-furnished ..l ii "' -
Learning Centre with audio-visual | " L)
equipment, projector, comfortable seating, ° ':u".‘f:

whiteboard, public address system, and

learning aids required for conducting

learning and development programs.

. Fitness and Recreation - Police personnel is provided with recreation
rooms and a well-equipped Gymnasium for maintaining fitness, Yoga, and
Meditation rooms for unwinding work-stress and boosting up health and
morale.
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. Resting Facilities - Men and Women Police staff have exclusive restrooms/
barracks with cots furnished with beds, drinking water, change rooms,
toilets, and other facilities to take work breaks between shifts. Individual
lockers are provided for staff for their personal use.

9 TELANGANA STATE POLICE STATIONS STOOD ON TOP OF THE BEST POLICE
STATIONS IN THE COUNTRY

Government of India every year has been shortlisting a vast majority of Police Stations that performed
best in addressing crimes such as property offences, crime against women, crime against weaker sections,
missing persons, unidentified dead bodies, from the thousands of Police Stations located in all cities,
small towns and rural areas in the country.

TS Police Stations stood in the top 15 Police Stations out of 16671 stations in the country in the consequent
4 years from 2017. Details of Police Stations are furnished year-wise:

Since 2017, MHA has laid down criteria to select the top 20 Best Police Stations in India;
Telangana successfully got this award four times.

Punjagutta Choppadandi Marayanpur Jammikunta

Year Position in the country Police Station District / Unit
2017 2" Best Punjagutta PS Hyderabad
2018 14" Best Narayanpur PS Rachakonda
2019 8™ Best Choppadandi PS Karimnagar
2020 10™ Best Jammikunta PS Karimnagar

10 CRITICAL SUCCESS FACTORS

i) Citizen-Centric Approach - The key to the success of modern policing is having a citizen-
centric approach. Right from behavioural aspect of being receptive and empathetic to their
concern, helping them file a petition that can be tracked online for status, to providing a
comfortable and guided infrastructure at the station. At every step, the comfort of citizens
is kept in mind and every area is redefined accordingly.
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ii) Leveraging Technology for Smart Policing - Technology has played a very important role in
redefining policing in Telangana. Right from introducing smartphone apps like HawkEye
for citizen’s convenience, TSCOP empowers frontline police officers for Smart Policing.
At citizen-friendly Police Stations, right from processes like the system-generated
acknowledgment for petitions by citizens, technology has been introduced to streamline
activities and tasks.

iii)  Specialised trainings based on Suitability and Aptitude - To bring in People-Friendly and
Responsiveness among the Police Personnel regular trainings round the year are being
conducted in soft skills as well as in Professional Skills with the help of Professional Trainers.
Similarly, role-based trainings are also conducted to bring in role clarity and professional
efficiency. The work of each Police Station including Women Police Stations is classified
into 17 functional verticals depending upon the nature of work performed as there is a
need to bring in professionalism at the cutting-edge level by ensuring specialisation of
manpower under each of these verticals through focused trainings based on sustainability
and aptitude. So far, 45,972 Police Personnel including Home Guards to all above rank
officers have been trained. Similarly, leadership skills development trainings are also
continually being organised for the officers. So far, 2450 officers have been trained.

11 BENEFITS ACHIEVED THROUGH SMART POLICE STATIONS
For Unit Officer

i) Citizen Trust and Convenience - A trained and empathetic staff welcomes citizens
intending to listen and help the victim with his/her complaint. A clean, dedicated
reception area provided with drinking water, swanky waiting area, help to file complaints,
guidance to deal with the issue go a long way towards building the trust of the citizens and
provide them with the convenience of approaching a Police Station without fear or any
apprehension.

ii) Motivated Station House Staff - One of the key aspects of the transformation of Police
Stations is training and developing police personnel on all aspects like soft skills,
professional skills, or specialised skills for function verticals. Also, a clean, neat and
hygienic workplace provides comfort and pride in their workplace. This creates a set of
motivated people who are happy to come to work and make a difference to the community.

iii)  Performance Driven - Police personnel across all levels are given targets and tracked
periodically for progress in their respective areas. They have an online system to track
everyday activities and this helps them not just be on top of their responsibilities and
actions. A performance-driven approach helps in creating a healthy and satisfied
workforce.

iv) Result Oriented - With basic amenities, processes, operations and infrastructure in place,
it gives more room to focus on performance and scale, and thereby the results of modern
or smart policing.
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For Citizens

i) A friendly and comfortable Police Station premise - is designed to keep the citizen in
mind at every step. Right from the smart reception area to welcome the citizen, information
displayed about key people at the Station and easy navigation boards to guide them
through the Station, online petition process to file their complaint, to citizen-friendly
interview rooms to hold discussions regarding their concerns, every aspect makes it an
easy and accessible place for normal citizens.

ii) Acknowledgment of complaint - Police personnel at reception is helping the complainant
in drafting a complaint, registering it online and even issuing an acknowledgment number
for the complaint registered. This acknowledgment can help them track the status of their
complaint.

iii)  Importance of Citizen Feedback - A central team operating out of the unit office
takes feedback from citizens who walk out of the Police Station after having filed their
complaints. Feedback is sought on behavioural as well as technical aspects regarding their
interactions with police personnel.

iv)  Public approval as the foundation of Smart Policing - In order to give reality to the
tradition that the Police are the Public and the Public are the Police, the police being
only members of the public who are paid to give full-time attention to duties that are
incumbent on every citizen, public approval forms a strong foundation of Smart Policing.

For Police Personnel

i) Smart Workplace - with basic, unhygienic workplaces that are used to be in the past,
modern Police Stations are transformed and redesigned to provide for neat and clean
restrooms, recreation facilities like gym, yoga and meditation room, spick and span
surroundings, bio-metric attendance record, organised documents, case files, inventory;,
etc., with ease to retrieve priority. All this makes it a smart workplace for people to come
and spend their day at work.

ii) Focus on development and growth - In order to be responsive and centric to the
customer, TS Police Personnel had undergone a series of trainings right from soft skills,
professional development, specialised trainings based on functional verticals; and all this
has led to individual development and growth through learning and help them evolve to
a technologically advanced environment.

iii)  Performance-driven approach - With technology bringing in transparency in operations
and different areas of work, police personnel too have an advantage where all their work
is tracked and reported online and is reviewed periodically with senior officers.

iv)  Rewards and Recognitions - the system of recognising and rewarding the meritorious
work tuned out by the staff of all these verticals including Home Guards every month at
Division level, District/Unit levels has been introduced to help in keeping up the morale
and motivation levels of the entire staff regularly for improving the productivity of each
employee and the police organisation at large.
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12 IMPACT OF SMART POLICE STATIONS CITIZENS APPROACH

v Inculcated Citizen-Friendly behaviour among
thestaffat Police Stations and made approachable g e
and empathetic about citizen concerns. As 1.
such, the petitions received from citizens and e
registered increased gradually during the last 4
years ; : ; P

v Zero Tolerance of Petty Cases — on-time Zero Tolerance of Petty Cases

registration of petty issues reported to the

police with due evidence recorded on the =~ I et
spot helped in disposing of the cases with _ |
the imposition of suitable punishments, It SRS
created an atmosphere of order lawfulness . "

and preventing more serious crimes. There
is a considerable increase in reporting and ' g 1202
registering of petty issues.

HYear mefernyCaEe Enforcement

v Improved Safety and Security in communities of Telangana. S - LR
Survey reports revealed that Hyderabad has been rated as ? f;:;j ! o
the City with the best quality of living in India. ] = g

| i |
- |
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e e d e Mo Yotk erark dgarcy. 4_
: : e v Leveraged technology and streamlined all processes
Functional Vertical ﬁ Operational Structure . X . .
. within Police Stations
v Classified functions of Police Station staff into 17

functional verticals to understand nature of work, their role
clarity, and delivering uniformed services using Standard
Operating Procedures.

v Trained Police Personnel on Soft skills, professional
skills, leadership skills and improved efficiency accountably

and transparently.

v As a part of the People-Friendly approach, Roadmap to
all 711 Police Stations underwent a change 711 SMART POLICE STATIONS
in their aesthetics, functioning, and citizen-
friendly measures. A comfort and fear-free
environment for the victims/complainants
was created. All Police Stations have been
given a SMART Look.
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v The performance evaluation and rewarding system at the place where police officials get
rewards for good work, has brought about change in the attitude as it motivates them to
work harder.

v In emergencies, the extent of response time was analysed and achieved target response

time of 5 Min. in Urban Areas, 10 Min. in Semi-urban Areas and 20 Min. in Rural Areas.

v The crime rate in the areas/jurisdictions of Police Stations has gone down and the quality
of investigation is also improved considerably a lot.

v Conviction rate increased gradually for the last 4 years i.e in the year 2017 - 17%, 2028 -
20%, 2019 - 29%, and 2020 — 48%.

Conviction Rate
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13 CONCLUSION

In conclusion, to deliver effective policing services in the changing society and to address the emerging
need of the community. TS Police have drawn an action plan and extended the result-oriented technology-
based solutions and best practices to achieve uniform standards of service delivery across the state of
Telangana covering all Police Stations in the Districts/ Commissionerates of Police.

The adoption of technology and behavioural aspect of police personnel have been the key drivers in this
transformation. Right from when a citizen arrives at the Police Station, they are welcomed into a friendly
environment and a technology-supported system ensures the articulation and response to the citizen
concern is well documented, followed up, and provided a closure at the earliest.

Feedback played an important role and every citizen who walks out after filing a petition is reached out
by a central team for his opinion on his experience at the Police Station and the key focus is on behaviour
and response of Police Station staff to his concern, and comfort at Police Station.

Thus, Telangana State Police has been putting incessant efforts in establishing SMART and Citizen-
Friendly Police Stations to serve the people in accordance with the established law and to their
expectations. Further, TS Police have planned for several capital improvements in the next few years.
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“Physical action against terrorist, intelligence gathering and investigation of terrorism cases are three
most vital components of Counter Terrorism Operations”

- Ajit Doval, National Security Advisor

Background

1.

Prevailing internal security situation and threat of terrorism in the Nation necessitates a
stronger, capable and potent ‘First Responders’ i.e the State Police Forces. To meet these rapidly
evolving challenges, majority of the State Police Forces have formulated a well-conceived and
comprehensive Counter Terrorism (CT) Strategy with creation of a ‘Specialist CT Force’ in the
recent past.

Federal agencies in the recent past have initiated several Capacity Building Training Programmes
in the field of Intelligence, Counter- Terrorism, Counter-IED Bomb / Disposal & Investigation
and to impart these skill-sets to State Police Forces. However, paradox of entire effort is that
despite the renewed impetus, there is a need to enhance the skill quotient of State Police Forces
for better operational and tactical orientation.

There is a growing need to develop the deterrence and potency of State Police Forces in dealing
with all facets of terrorism and internal security challenges. An effort has been made to critically
analyse the ‘Capacity Building of State Police Forces’ to thwart nefarious designs of anti- national
elements.

Objective. ~ Theaim of this Paper is to identify gaps observed in Capacity Building Programmes
conducted by Federal Agencies in order to enable & maximise capabilities of recipient State Police
Forces to successfully meet the terrorism and internal security challenges.

Problem Statement. “Terrorism is an ever evolving phenomenon, with terrorist organisation
continuously changing their modus operandi, thereby adding to the complexity & challenges
faced by practitioners of internal security apparatus. To overcome these evolving challenges,
there is a need to enhance the Capacity Building of State Police Forces, being “First Responders”
in the field of ‘Counter Terrorism and Counter IED'.
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6. Capability and Capacity Gap to Achieve Desired End State. To achieve the desired end state,
there is a need to address the skill sets and training which may aid the State Police CT Units
to perform their tasks effectively. With the pro-active approach of State Police in the recent
past and capacity building programmes by Federal Agencies, this gap has reduced substantially.
However to achieve the standardization of CT training among various states and to make them
operationally potent, there is a requirement to address all aspects in order to efficiently counter
the CT/IS challenges emerging in the future. The same has been shown below in a pictorial graph

form.
Capability & Capacity Gap : State Police Forces
Desired End State

. Special Skill Sets Enabled.

. Operationally Oriented.

. Robust CT Structure.

. Potent & Deterrence Value.

Gaps

. Specialised Training.

. Tactical Orientation/CT
Skills.

Capability . Modern Weapons & Eqpt.
Current State

. Creation of Robust CT
Structure Required.

. lll-equipped & Lack of
Training.

] . Selection & Management of
Capacity Police Personnel.
7. Preview.

(a)  To comprehensively address the capacity building of State Police Forces, there is a need
to analyse the emerging internal security challenges, the present capability & voids and
measures to fill the identified voids to achieve the desired end state. Accordingly, this
paper has been formulated in a methodological sequence to arrive at an implementable
plan for training of State Police Forces. An attempt has been made to consider the ground
realities and approach various aspects in an objective manner.

(b)  The ‘Research Paper’ has been laid out in the following four parts: -

(i) Part-I: Designing National Counter Terrorism Strategy and its
Manifestation.
(i)  Part-II: Assessment of Current CT/IS Challenges & Present Capabilities of

State Police Forces.
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(iii)  Part-III: Performance Analysis of Capacity Building Programmes by IB,
NSG & NIA.

(iv)  Part-IV: Road Map to Achieve Desired End State.
PART-1: DESIGNING NATIONAL COUNTER TERRORISM STRATEGY AND ITS MANIFESTATION

8. Need for Designing a National Counter Terrorism Strategy. There is a need to carryout
comprehensive and periodic net assessment of the threat of terrorism facing the Country. The
resultant high degree of threat is an essential pre-requisite for designing a ‘National Counter
Terrorism Strategy. A periodic assessment will enable state security agencies to respond more
effectively and also prevent them from continuing to function on the basis of preconceived
notions.

9. Based on the comprehensive net assessment, a framework for formulating a Counter Terrorism
Strategy is recommended at three levels-Long Term, Medium Term and Short Term. The
Strategy should incorporate measures to enhance the strength and capabilities of State Police
Forces to tackle the dynamically evolving threat of terrorism and their compulsion of remaining
ahead to pre-empt, deter and surgically neutralise the possible threats.

Recommended Structure: National Counter Terrorism Strategy (NCTS)

National Security Strategy

i
i i

National Defense Strategy (To be
formulated by Indian Defense Apparatus)

National International Security Strategy

|
l i l

Short Term Medium Long Term

Manifestation of National Counter Terrorism Strategy (NCTS)

10.  Indiahas been fighting insurgency and terrorism in all its manifestation for a number of decades.
However over a period of time, the focus has shifted from home grown insurgents to terrorism
sponsored, abetted and financed by external sources. The shift in the source of terror needs to be
reflected also in the Country’s strategy.

11.  The nature of threat has completely transformed post Parliament & 26/11 Mumbai attacks and
requires more resolute and stringent steps to counter the threat. There is a need to formulate
legal provisions to strengthen, reinforce and equip Federal and State Forces to handle terrorism
in all its manifestation.

12. At diplomatic levels, the Country must push for international recognition of terrorism in all
its forms and resolutions to be enforced in order to provide a cohesive effort against terrorism.
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The long-term step is to address the alienation of certain sections of the population through
better integration and targeting hardline propaganda machinery, both from within & outside the
country.

13.  The nature of terrorism has changed significantly over the years and requires rapid intervention
by Central & State Agencies. Any counter terrorism response in the Country needs to start
from processing intelligence alert, mobilising first responders and carrying out counter terror
operations under a well-defined command & control system. A suggested strategy and tasking
of Country’s s elite federal agencies has been enunciated in succeeding paragraphs.

Takeaways: NCTS & Its Manifestation

Short Term (2-3 Years) Medium Term (5-7 Years) Long Term (10-12 Years)
Enunciation & Formulation of [ Adequate Capacity Building|Address the alienation through
National Counter Terrorism |in terms of training &|better integration.

Strategy. infrastructure development.

Wiping out hardline propaganda
Creation of National Counter [ Due emphasis on Capability | machinery.

Terrorism Centre (NCTC). Building & Specialised training. B dhe fpast B e

Road Map for Capacity Building [ Review/ Mid-Course | made in implementation of

of State Police Forces. corrections of major policies/ | Strategy =~ &  Organisational
strategies. Structure.

Initiation of Police Reforms.
Enhancing National, Regional
& International efforts to
Counter Terrorism.

PART-I1: ASSESSMENT OF CURRENT CT/IS CHALLENGES & PRESENT CAPABILITIES OF
STATE POLICE FORCES

14.  General. Located in one of the most security and politically stressed regions of the world, and
with some not so friendly neighbours, sharing nearly 7,000 Km of active international borders
with seven nations, and a coastline spanning over 15,000 Km, India’s security challenges are
indeed formidable. Manifestation of these challenges range from jihadi terrorism to communal/
sectarian violence, separatist insurgencies in North East and Naxalite extremist militancy.
Dynamics of internal security challenges varies from State to State and there is need to objectively
assess the threat as per region / State and enhance the capability of State to counter that specific
threat.

15.  Rise of Jihadi Fundamentalism & Asymmetric Warfare. The rise of fundamentalist forces is
posing the most serious threat to India’s internal security apparatus. These bands of fanatics are
not only indulging in subversive activities, but are also spreading the virus of fundamentalism
among the minority groups. Though Indian Muslim youths have remained unaffected from
their vile propaganda, yet a few appear to have been affected within the Nation. These radicalised
groups carried out numerous bombing attacks/ IED explosions in the past and pose a potential
challenge to various States. State intelligence agencies will have to keep under surveillance
social media channels which try to influence/ recruit youth for terrorist activities. Moreover, the
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specialist CT forces need to achieve the expertise of identifying & diffusing bombs/ IEDs and
neutralize their terror infrastructure.

16.  Combating Left Wing Extremism (LWE). Among the internal security perils afflicting Indjia,
an alarmingly burgeoning is LWE commonly dubbed as the Naxal-Maoist threat. The LWE threat
currently spans nearly 99 districts spread over 11 States with a wide swathe of running across
the centre of the Indian hinterland in a South West orientation, commonly referred to as “The
Red Corridor. Recent measures on twin fronts of development and security have reduced the
spread and affect of this menace to a great degree. However, affected State Police Forces have to
enhance their rural CI/CT quotient and intelligence gathering capabilities in order to completely
eliminate this menace.

17.  The North East Conundrum. Conflicts in the region range from insurgency for secession
to insurgency for autonomy, from sponsored terrorism to ethnic clashes, to conflicts generated as
aresult of continuous inflow of migrants from across the borders as well as from other States. The
region as a whole displays a variety of conflicts and State Police Forces need to be further trained
to dynamically counter these varied challenges. The complexities in the region and the successes
and failures of past efforts at conflict resolution require innovative efforts to build capacity of
Police Forces.

State Police Response to CT/IS Challenges

18.  Role of Police. The primary role of State Police Forces is to uphold and enforce law, investigate
crimes and ensure security of citizens. They are also the first responders in almost all internal
security crises and have to deal regularly with organised cyber crimes, terrorism & insurgency.

19.  Analysis of Capabilities of State Police Forces. To create an operationally efficient Counter
Terrorist (CT) Organisation at State level and to develop their capabilities in the key arena of
National Security, a Compendium was formulated by NSG in Jan 2018 after a comprehensive
study carried out between April and May 2017. The above Guidelines were promulgated in
first quarter of 2018 and accordingly, NSG was tasked with carrying out a holistic analysis &
assessment of in -house capability of ‘Specialised Counter Terrorism/ ATS’ Forces of States and
suggest measures to improve operational preparedness and efficiency. Officers of NSG including
Regional Hubs visited various States and interacted with officials concerned of Specialised CT
Forces. Broad assessment carried out in 2018 is as under: -

(a)  Organisational Structure. Majority of the States have been found to havea formal
and organised CT Force. Some of them have their integral Bomb Disposaland K - 9
Units also as part of CT structure.

(b)  Weapon & Equipment. Most of the Specialised CT Units have new generation
of weapons and equipment. However, they need to constantly review the profile in
order to procure technologically sophisticated state of the art weapon & equipment
available in the environment.

(c)  Selection & Validation. Apart from excellent physical fitness and firing
standards, CT Unit personnel must be mentally agile and constantly upgrade their skill
sets. Majority of the States have a reasonably good initial selection process but validation
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of personnel at regular intervals which was lacking, requires to be incorporated in
manpower management.

(d)  Training / CT Skills. The basic CT skills of majority of the States have been found
reasonably good but they need to conduct specialised training and capsules to impart
special skills needed for the mandated task. It is imperative that training of CT Special
Forces be of exceptionally high standards. Capability to operate as a team i.e collective
training requires major improvement and needs requisite focus.

20.  WayForward. Majority of India’s Internal Security challenges are State centric and there is a need
for State Police Forces to regularly enhance their competence to deal with complex dynamics of
internal security. In the recent past, majority of States have taken pro-active steps to equip and
empower their Police Forces to tackle this menace. Time has come for them to take appropriate
measures to not only terminate the sources of threat but also bear in mind the rapid emergence
of new terror source. Moreover, there is a requirement for a ‘Fresh Review’ of their CT & C-IED
capabilities in order to take corrective measures for creating a better, responsive & punitive ‘First
Responders.

PART-III : PERFORMANCE ANALYSIS OF CAPACITY
BUILDING PROGRAMMES BY IB, NSG & NIA

21.  General. Capacity Building of the State Police Forces, especially for meeting the emerging
challenges to internal security in the form of terrorism, naxalism and separatist insurgency in the
North East is a continuous process and various policy guidelines & training programmes have
been instituted by the Union Govt/ Federal Agencies to enhance this vital aspect for State Police
Forces. Federal Agencies have trained a substantial number of State Police personnel as part of
capacity building programmes, which has resulted in significant progress in CT expertise of most
of the States. However there is a need for a well coordinated security apparatus and accordingly,
a renewed emphasis has been laid in the recent past on augmentation, capacity building and
upgradation of State Police Forces and the related infrastructure.

22. Dynamics of Terrorism & Role of Federal Agencies in Capacity Building. The nature of
terrorism has changed significantly over the years and requires rapid intervention by Central
& State Agencies. Post Dec. 2001 Parliament Attack & 26/11 Mumbai Terror Attack, more
resolute and stringent steps have been taken by the respective agencies to counter the threat.
Any counter terrorism response in the Country needs to start from processing intelligence alert,
mobilising first responders, carrying out counter terror neutralisation operations under a well-
defined command & control system and an efficient post incident investigation process. To
address the entire range of counter terrorism & internal security response from intelligence set
up to investigation, Federal Agencies have been raised/ instituted in the Country with following
mandate: -

(a)  Intelligence Bureau (IB). Intelligence has long played a central and vital role in counter
terrorism and internal security efforts, including identifying, locating and neutralising
terrorists/ non-state actors. It assists in preventing terrorist attacks from occurring and
apprehension of potential perpetrators by law enforcement agencies. Intelligence Bureau
(IB) is the lead Central Intelligence Agency of the Country, tasked with establishing a close
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and effective coordination to disseminate vital inputs to Federal Agencies and State Police
Forces concerned. It may be credited with the successful busting of jihadi fundamentalist
terror modules and providing advanced intelligence to prevent potential terror attacks in
the Country.

(b)  National Security Guard (NSG). It is an elite ‘Federal Contingency Deployment Force’
raised to tackle all facets of terrorism in the Country. Since its inception, the Agency
has been successfully involved in various high profile counter terrorism and C-IED
operations throughout the Country. In the subsequent years of raising, it has also been
mandated to conduct the training programmes for capacity building of State Police Forces
and to enhance their ‘Counter Terrorism (CT) & Counter-Improvised Explosive Device
(C-IED)/ Bomb Disposal’ quotient. Expertise & skill-sets imparted during these training
courses are facilitating in establishing a robust & reliable security apparatus in the States
to counter nefarious designs of anti- national elements.

(c)  National Investigation Agency (NIA). Itis a central investigative agency created by the
Government of India following the Mumbeai terror attack in 2008. It has been mandated to
investigate all counter terrorism and other internal security related incidents at the National
level. It also assists State Police Forces and other investigating agencies in investigation
of terrorist cases and also maintains a data base on all terrorist related information and
share the data with State and other agencies concerned. The investigations conducted by
the NIA have helped unearth an entire range of illegal activities involving terror funding
to specific incidents of terror, including internal security disturbances.

Present Capability: Capacity Building Programmes by Federal Agencies

23.  General. As aptly brought out by National Security Advisor, the three most important
components of any Counter Terrorism Structure/ Operations are intelligence gathering and
processing, physical neutralisation of terrorists and their network and investigations of terrorism
cases. Convergence of the above mentioned domains in any State Specialised CT Unit is an
inescapable requirement, for taking any terrorism incidents to its logical end. IB, NSG and NIA, by
virtue of their mandate and tasking, are specialised Federal Agencies with expertise in respective
domains. The envisaged capacity building programmes have been formulated considering these
components and enumerated in succeeding paras.

24.  Capacity Building Programmes by IB.  The lead central intelligence agency has the expertise
and training infrastructure to conduct training programmes on ‘Intelligence Gathering,
Processing and Sharing Mechanism’ pertaining to internal security challenges for State Police
Forces. The organisational structure of State Police specialised CT Unit must incorporate trained
intelligence experts in their ranks and Intelligence Bureau may be tasked with conducting regular
‘Tailormade Courses’ on following aspects for them: -

(a)  Intelligence Gathering & Processing.
(b)  Cyber Monitoring & Analysis.

(c)  Interrogation Techniques.
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25.  Capacity Building by NSG. The premier federal agency is enabling the State Police Forces to
enhance their CT quotient since its inception. To achieve its mandate of tackling all facets of
terrorism, Training Centre of NSG is conducting various courses and joint exercise incorporating
Central Armed Police Forces (CAPFs) and State Police. Various facets of these training
programmes are given as under: -

(a)  Core Competencies. The premier training establishment, by virtue of its mandate,
has following core competencies along with state of the art training infrastructure
and trained faculty/ subject matter experts: -

(i) Counter-Terrorism Training in an Urban Scenario. This facet is pertaining to
expertise and skill sets needed for physical neutralization of terrorist including

intervention techniques, room entry, physical assault and various commando
skills.

(ii)  Counter-IED & Bomb Disposal Training. In recent years, it has been observed
that terrorist / insurgents are resorting to IEDs/Bombs to inflict maximum
casualties on the targeted people. Training Centre NSG conducts training on all
aspects of counter-IED including search, detection, neutralization and post blast
investigation techniques.

(iii)  Personal Security Techniques Including Tactical Driving.  These are highly
specialized skills imparted to provide close protection to highly threatened persons
and conduct counter drills including evasion and counter assault techniques in
case of attack by terrorist/ anti-social elements on them or their cavalcade.

(b)  Methodology. To impart training on various capacity building courses, a systematic
training philosophy has been adopted for its optimal application by State Police Forces: -

(i) Basic Individual Skills. Conduct of CT & C-IED based courses for police
personnel in order to provide individual skill-based training.

(ii)  Collective Skills. Conduct of monthly joint exercises for CT & C-IED trained
personnel in order to impart collective and team level training. These trained
personnel of various State Police Forces then participate in Annual Joint Exercise
at Training Centre in order to provide a platform for knowledge sharing and
standardization in training curriculum.

(iii)  Train the Trainers. Training Centre NSG, as part of its best practices, encourages
‘Train the Trainers’ concept and majority of the States optimally utilized this
opportunity to further train their cadres.

(iv)  Clusterisation of States as per Regional Affiliation. As brought out earlier, every
region of the country is facing peculiar internal security challenges. To specifically
counter such challenges, States have been clustered for conduct of joint exercises
and empbhasis is given to impart skill-sets needed to address these challenges.

(v)  Tailormade Courses / Customised Training. Apart  from  conducting
mandated capacity building courses, NSG also conducts tailormade courses
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customized for specific training and operational requirement of State Police Forces.
It also facilitates in the creation and improvement of training infrastructure and
facilities for counter terrorism and Counter-IED.

Conduct of Capacity Building Courses / Joint Exercises.

(i)

Counter Terrorism (CT)

To impart expertise and training on above mentioned skill sets, NSG Training
Centre conducts various capacity building courses for State Police Forces. These
are highly subscribed and played an instrumental role in developing the CI/CT &
C-IED infrastructure and trained faculty in majority of the States.

Presently NSG is conducting Police Commando Capacity (Building) (PCCC),
Personal Security Officer (PSO), Basic & Advanced Bomb Disposal (BD) and
Tactical Driving (TD) Courses.

In 2014, a ‘De-Novo’ look was carried out in light of various terrorist incidents in

form of IED attack. To meet the challenges of terrorism, training philosophy of
individuals’ skill-based training was refined into team level training. Accordingly,
joint exercises consisting of States and CAPFs in the field of Counter Terrorism
(CT) and Counter-Improvised Explosive Devices (C-IED) were commenced
from the same year. The aim was to provide a common platform for knowledge
sharing and improved working relationship between the ‘First & Last Responders’
to handle such critical incidents. Moreover to enhance capacity of State Bomb
Disposal Units in terms of infrastructure and faculty development, NSG was also
entrusted to provide ‘Institutionalized BD Training’ in the respective States.

These capacity building courses and joint exercises are being subscribed adequately
by State Police Forces and detail of trainees attended these Courses / Joint Exercises
is as under: -

An Overview: Capacity Building Courses

Counter-IED (C-IED)

Bomb State Level
Year 5 SC O(j;‘:l/) I\N/I;gg Disposal BD C-IED Ex Grand
Total (BD) Training Total Total
Qualified Qualified Qualified Qualified  Qualified
Trainees Trainees Trainees Trainees Trainees
2014-15 468 324 792 216 485 *NA 701 1493
2015-16 247 477 724 191 611 204 1006 1730
2016-17 356 364 720 223 469 133 825 1545
2017-18 205 308 513 156 404 *Not 560 1073
Conducted
2018-19 145 264 409 187 304 184 675 1084
2019-20 226 272 498 96 251 153 500 998
Total 1847 2220 1069 2524 674
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26.  Capacity Building by NIA. The agency has worked out various training modules based on
the experiences it gathered in course of investigation into several cases. In-depth analysis of
terror modules along with investigative techniques are the broad expertise of the Agency and
accordingly, it is imparting following capacity building courses for the State Police Forces: -

(a) Evolution and Implementation of Anti-Terror Laws.
(b) Legal Framework in Terror Related Cases.
(c) Cyber & Internet Crimes and Investigation.
(d)  Terror Funding & Fake Indian Currency Notes (FICN) Cases.
(e) Best Practices in Terror Related Investigation and Prosecutions.
(f) Case studies on Investigation of Terrorist Acts.

27. Inferences.

(a)  Participation of State Police Forces. The emphasis is to enhance the capacity building of
State Police Forces in the domain of CT & C-IED and to create requisite CT Organisational
Structure has been the focus area of policy makers/ federal agencies. Courses conducted by
Central Federal Agencies to impart specialised skill-sets have been very well subscribed by
the majority of the States. State Police Forces are also pro-actively improving the training
standards and related infrastructure in their respective States.

(b)  Creation of CT structure. The sustained efforts of conducting capacity building
programmes by Federal Agencies in the recent past has resulted in creation of a robust
and structured CT Organisation in most of the States. Analysis carried out in 2017 has
shown that almost 19 States have a formal CT structure and may need only a minor
adjustment and focus in order to operate efficiently.

(c)  Assistance by Federal Agencies. The data compiled and shown in earlier table clearly
suggest that Federal Agencies have adequate training infrastructure and expert faculty to
impart quality training to specialized CT Units of State Police Forces. They should also
be prepared to conduct courses for enhanced trainee strength of State Police Forces to
expedite the Capacity Building.

(d) Selection of Trainee with Requisite Aptitude. Although State Police Forces are
enthusiastically subscribing the capacity building course, however it has been observed
that trainees attending the course are not adequately operationally oriented and motivated
to optimally comprehend the imparted skill sets during the course. State Police Forces
need to institute mechanism to send trainees with requisite aptitude to gain maximum
training value from respective courses.
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PART -1IV: ROAD MAP TO ACHIEVE DESIRED END STATE
“If everyone is thinking alike, no one is thinking”

- Benjamin Franklin

28.  General. Terrorism and various internal security challenges may manifest in multiple scenarios
in 21* Century and the Country requires a robust and reliable security architecture to counter its
all forms. A series of steps have been taken at the highest level to enable the State Police Forces
to take on these challenges in the recent past and federal agencies are providing their expertise
and assistance to them in terms of training, facilitating improvement in training infrastructure
and sharing of good practices. However there is a need for renewed focus to further enhance
the capability and capacity building in order to establish a potent ‘CT Structure’ all across the
Country.

29.  Identified Voids/ Gaps. The multi-faceted nature of the terrorist and internal security threats
in the Country coupled with a federal constitution which reserve police and public order as State
subjects combine effectively to necessitate a robust CT Structure at State level. The perceptible
gaps in terms of composition, training, eqpt profile, manpower management & technology have
already been elaborated in the ‘Concept Note. With renewed focus and regular deliberations by
policymakers, the time has come to address the identified gaps in a progressive manner.

Road Map to Achieve Desired End State
30. Creation of a Robust CT Structure.

(a)  The vast geographical layout of the Country necessitates State Police Forces as the ‘First

Responder’ in any terrorism / internal security incidents. These incidents may be
related to physical attack by terrorist or placing of explosive /IEDs to ~ cause maximum
destruction.

(b)  Moreover, there is a requirement of standardization all across the CT specialized units in
terms of following parameters: -

i) Operating Procedures & SOPs/ Guidelines.
ii)  Assessment Yardsticks & Validation Standards.
iii)  Organisational Structure & Composition of Specialist Units like BD / K-9.
iv)  Weapons & Equipment Profile.
(v)  Incorporation of intelligence, cyber, legal & investigation experts in CT Structure.
31.  Focus Areas: Conduct of Capacity Building Programmes.

(a)  Asbrought out earlier, to tackle any terrorism incident/ situation, State CT Forces should
be equipped with experts in following three domains: -

(i) Intelligence gathering, processing and interrogation techniques.

(i)  Physical neutralization of terrorists by CT Forces, bomb disposal techniques &
post blast investigations.
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(iii)  Post incident investigation techniques.

(b)  IB, NSG & NIA are well equipped to impart the above mentioned expertise to State CT
Units. However, there is a requirement to coordinate these expertise or better operational
efficiency of CT Units. As stated earlier, they must have experts in all their fields in order
to perform as a cohesive units.

(c)  Conduct of Capacity Building Programmes. The methodology, duration and allotment
of vacancies to State Police Forces have been adequately formulated and implemented in
recent years. However, there is a requirement to critically analyse and study the CT &
C-IED capability including intelligence, cyber, legal and investigative techniques and
accordingly, vacancies to be allotted as per the domain requirement. Present Training
Year may be utilised for the above mentioned study and next two training cycles may be
dedicated to capacity building of state CT Forces.

/ NSG

' Enabler in
" UrbanCT,
C-IED & Post
Blast
Investigation
Techniques

Desired End State
\ - Robust & Potent CT

B ‘\ Units NIA
Enablerin®, ' ng’r’.la;:_l‘:gg”‘f * Enablerin
7 Intelligence \\ Well Trained Cyber Crime, .

Gathering & %~ ram Legal

Processing \3' Equipped Framework

and and
Interrcgation N\ Inuest.igative
Techniques Techniques

(d)  Selection of Trainees for Capacity Building Programme. State Specialised CT Units
may have to focus on building expertise for various skill-sets among their ranks. They need
to institute mechanism to send trainees with right aptitude on various capacity building
courses in order to optimally comprehend the imparted skill-sets and further training
of cadres by these trainees. State Police Forces are also required to build institutional
knowledge and data of trained personnel for their suitable employment in a longer run.

32.  Interoperability and Vertical & Horizontal Interaction.

(a)  The Country needs a multi-pronged approach having adequate coordination and cohesion
between various Federal and State Agencies to counter CT/ IS challenges. Interoperability
between neighbouring/ regional CT Forces in terms of operations, training and sharing of
info and best practices is the need of the hour and suitable mechanism may be instituted
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in consultation with all stakeholders.

(b)  Federal Agenciesand State Police Forces must encourage verticaland horizontal interaction
to enhance the operational and training quotient. Infact training of State Police Forces
should also be institutionalised in specialized training establishment of jungle warfare at
CIJW, Mizoram, LWE at CRPF Commando Establishment at Belgaum and other training
establishments of National repute.

33.  Need for Technological Scaling-Up. State Police Forces need to keep pace with changing times
and this calls for technological upgradation. To counter terrorism and internal security challenges,
a holistic analysis of different facets of the information is necessary. Cyber and space technologies
are being used effectively by modern Police Forces to counter the challenges thrown by modern,
technology savvy terrorists/ anti- social elements. Moreover, ‘Data Management & Analysis’ and
‘Research & Development’ are some other fields, where a major revamp is recommended.

34.  Conclusion. State Police Forces have acknowledged the threats of terrorism and internal
security and addressing it by pro-actively creating a ‘Specialised CT Structure’ with assistance
of Federal Agencies. However, there is a requirement to make them operationally robust and
potent by providing requisite capacity building training in coordination with central agencies.
It is thus recommended that the formal methodology to enhance capacity building of State CT
Forces must be deliberated at the earliest, incorporating representative of all concerned agencies
at a suitable forum.
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Hfger vodtovdo a1

AIEAN &l 376 deb 31 &A1 B ATUD TaR R TRl UG T STTdT 38T € 311 37k URFIRd Hr=adi3ft
©d RT3 & 315U A TR € | 514 fob fRief, fifbedr, 3fded TcpR 311fc| adir # Afgansi 7 A1l
YH, BT, 1, 3e0ics, YddRIer AT, Wel, 313, 3raRkel 311fc B8 T &3l # 3791 a<iza Trfud gt
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GBS b AT 37U SYCT DI SRgsit 31514 fGaT €, Tme dl B Td ATfd AT 3¢t & 37eraT ¢fthes Feltet,
3TICTISEH, HETGRISRICT, Bifds-19 &b RIcTTth ¢SS 81 AT HigeTr3il draEit 37RTE T 37TeR0T fdsar ST
B 31f 3 et BT Sed? ATHAT fdaT 2l

IAA THT & difd URET H ATddbdle, STTciigal, TRPICH, HIFd d&pil, 3de efeaR Td
AiZesi & ufd staRmen Ft FRfaar 9t 8, FaH sdeard], ay-faRieitdc, Aidaret vd 3R156 dedl gRI
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Hfgd gfeid BfFaT BT Police Commando Capacity Building Course @oetoio Re R # IR fasar
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T

fGAie 24.02.2021 B! Yfcid ATET GeRIgd &b LfEaH H AT gt 3TRRAUS, fceid HeTHaRlb
ITRRAUS T 3 Yfedd ATEIBTRAT b FHET S Higel BHIVS! R 3MTddbarct fdfafedi d fiuet vd 37T
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YBR b 3Tdebt TTfafd el & fiued BT MR Ue= far 11| At qeawst Aeled gRT &d 36RI d1ed
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Background

About four decades ago, the problem of drug trafficking was surging rapidly. Although there
were other acts that existed at that time like Dangerous Drugs Act 1930, Opium Act 1857, Opium Act
1878 but the said Acts didn't carry sufficient deterrence to check the rising problem of drug trafficking.
Consequently, the Government of India had formulated the Narcotic Drugs and Psychotropic Substances
Act, 1985 (commonly referred to as the NDPS Act) to counter the surging problem of drug trafficking
and the menace of drug consumption in the country, which came into effect on 14th November,
1985. NDPS Act is an Act of the Parliament of India that prohibits a person from the production /
manufacturing / cultivation, possession, sale, purchasing, transport, storage, and/or consumption of
any narcotic drug or psychotropic substance. The long title of the Act reads “An Act to consolidate and
amend the law relating to narcotic drugs, to make stringent provisions for the control and regulation of
operations relating to narcotic drugs and psychotropic substances, to provide for the forfeiture of property
derived from, or used in, illicit traffic in narcotic drugs and psychotropic substances, to implement the
provisions of the International Convention on Narcotic Drugs and Psychotropic Substances and for
matters connected therewith” !

Current Drug Scenario in India

According to the latest assessments, there are approximately four million drugaddicts in India. The
actual figure may be still higher. The abuse of pharmaceutical preparations like Buprenorphine, Codeine
based cough syrups and painkillers like Proxyvon has assumed serious proportions and completely
synthetic drugs like Mephedrone have made their ways in society which are abused as alternatives to
already existing but high-priced drugs like Cocaine, Methamphetamine etc. In certain regions of the
country, drug abuse has already become a severe social-economic problem affecting the vulnerable age
groups.

Even during the Covid-19 pandemic, several cases under various sections of the NDPS Act 1985
(as amended) have been booked by various zonal units and sub-zonal units of NCB. ! Thus, it’s evident
that despite the intensive enforcement measures being carried out by various Drug Law Enforcement
Organizations (hereinafter referred to as DLEOs), the drug scenario in the country is bothersome and
warrants appropriate action. It is, therefore, essential that all the DLEOs, both at the central and the state
level, are aware of the drug related problems and address them in an effective manner before they assume
epidemic proportions. The strategies would include both supply reduction and demand reduction.
Supply reduction denotes enforcement activities while demand reduction involves rehabilitation and
de-addiction measures.

By Amit Kumar Khare,Intelligence Officer, NCB Ahmedabad.
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Need for Training & Capacity Building

As we have seen above, the NDPS Act 1985 (as amended) carries stringent provisions for the
control and regulation of operations relating to narcotic drugs and psychotropic substances. The penal
provisions, as mentioned in the NDPS Act, are severe and rigorous. Thus, the Hon'ble Courts expect that
the procedure thats adopted by the DLEOs while effectuating seizures and investigation under NDPS
Act are absolutely beyond any suspicion. Towards this end, various judgements have been delivered by
the Hon'ble Supreme Court and various Hon'ble High Courts in India from time to time. It has been
observed that on many occasions, the accused persons are granted bails or even get acquitted owing to
methodological lapses on part of DLEOs while effectuating seizures/investigation in cases booked under
the NDPS Act. ¥ Thus the DLEOs are required to be well acquainted with the seizure or investigation
procedures. Further, they are required to keep themselves abreast of the recent judgments, guidelines
issued by Hon'ble Courts and other developments occurring within the ambit of enforcement of NDPS
Act.

We have also seen that NDPS Act 1985, as amended subsequently, is an inclusive Act that provides
ample scope to contain the menace of drug trafficking. It’s both a procedural and a substantive act and
calls for apposite applications of the provisions of the Act. It was observed that [many central and state
level DLEOs had not utilized several provisions prevalent in the Act like Preventive Detention, Financial
Investigation etc. *! Well, lack of knowledge and non-acquaintance with the provisions seem to be the
obvious reasons behind this observable fact.

With the advent of technology, the traffickers have also found new platforms for trafficking of the
drugs. One conspicuous example is the exploitation of Dark-Net and crypto-currencies, which is a novel
challenge for the law enforcement agencies across the globe. Markets/portals selling drugs encompass a
large volume of trade on Dark-Net. ¢

Similarly, new such substances are synthesized intermittently which act as substitutes for the
already existing drugs (which are included in the NDPS Act 1985 (as amended)). This is again a challenge
for the DLEOs but pose an equal threat to the society at large due to their perilous effects. This necessitates
keeping an eye on the precursor chemicals used to synthesize such new substances. The United nations
Office on Drug & Crime (UNODC) has coined a term “New Psychoactive Substances” for such potential
hazardous substances which otherwise are not included in the legislation.

Thus, it is indispensable for the drug law enforcement agencies to be abreast of the latest
technologies and platforms that are exploited by the drug traffickers to evade law enforcement and
effectuate trafficking of contrabands.

Role of NCB in Training & Capacity Building & SMART Practices

Drug trafficking is a global phenomenon affecting people from all walks of life in almost all parts
of the world. Thus, in order to combat this menace it is imperative that the law enforcement authorities
at all levels come forward and work in close association. Towards this objective, NCB imparts training
to other DLEOs at central and state level.
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Officers of NCB have been imparting training to other DLEOs with a view to maximizing the
ambit of law enforcement and to oversee that the malefactors indulged in drug trafficking are suitably
booked and are duly penalized without any lacunae left in the seizure or investigation procedures. The
procedures are duly explained and demonstrated, where possible. Topics like Preventive Detention and
Financial Investigation under NDPS Act are disseminated in an effective manner with case studies.

While imparting training, the NCB officers ensure that the target audience are well acquainted
with the recent developments in field of drug interdiction. NCB has been delivering training sessions
and has been organizing workshops for agencies at state level like State Police, Excise etc. and to federal
agencies like GST & Central Excise, RPF etc. Border Guarding Forces play a pivot role in preventing
entry of narcotics from foreign countries and thus, training programmes are organized for them from
time to time like BSE, Indian Coast Guard etc. so that they can anticipate means of trafficking, identify
the contraband (when encountered) and take suitable action towards their seizure and apprehension/
arrest of traffickers and carriers.

Precursor chemicals also called as controlled substances find legitimate and an extensive usage
in the industry but they also get diverted for synthesis of narcotics. This explains inclusion of a session
on controlled substances so that the DLEOs could act prudently in checking the diversion of controlled
substances.

Thus, the paramount objective of NCB is to sensitize and edify all the DLEOs about the various
aspects of drug trafficking, as mentioned above and to ensure effective implementation of the NDPS Act,
1985 (as amended) and also to see that pre-emptive steps are taken to contain the hazardous effects of
drug trafficking and drug abuse.

In order to ensure continuity of training even during the COVID-19 Pandemic, NCB has
employed available digital techniques and platforms to impart trainings to various DLEOs.

Further, it is an undisputed fact that the COVID-19 Pandemic has adversely affected many
economically vulnerable sections of society. It has been learnt that during and post COVID-19 (two)
pandemic, a segment of the economically vulnerable sections of the society have fallen prey to drug
trafficking without being aware of the severe social and legal consequences of the same. Thus, awareness
programmes had been conducted through online media so that the ill-consequences of drug-trafficking
could be promulgated among the masses and deter them from indulging in drug trafficking.

An enforcement agency, whatsoever it may be always functions on the working set up built over
the years. Enforcement agencies like NCB, DRI, ED, CBI, etc. have always been successful on account of
the strategy, planning and execution of plans on ground. This is especially on account of the knowledge
of task and the system of implementing it by each of the personnel. Sharing of experience always plays
an instrumental role in building such an environment and through training and capacity building only.
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